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Preface

VMware is the industry leader for datacenter virtualization. This second edition of the
Datacenter Design Cookbook covers VMware's vSphere 6.x suite of products, which provide
a robust and resilient platform to virtualize server and application workloads. The features
available in vSphere 6.x simplify management, increase availability, provide security, and
guarantee the performance of workloads deployed in the virtualized datacenter.

The VMware vSphere 6.x Datacenter Design Cookbook Second Edition provides recipes to
create a virtual datacenter design using the features of vSphere 6.x. It does this by guiding
you through the process of identifying the design factors and applying them to the logical and
physical design process.

This book steps through the design process from beginning to end, from the discovery
process, to creating the conceptual design, to calculating the resource requirements of
the logical storage, compute, and network design, to mapping the logical requirements
to a physical design, and finally creating the design documentation.

This book's recipes provide guidance for making design decisions to ensure the successful
creation, and ultimately the successful implementation, of a VMware vSphere 6.x virtual
datacenter design.

What this book covers

Chapter 1, The Virtual Datacenter, provides an introduction to the benefits of the virtual
datacenter, VMware vSphere products, and basic virtualization concepts. This chapter
identifies the differences between a datacenter administrator and a datacenter architect. An
overview of the VMware Certified Advanced Professional Datacenter Design (VCAP-DCD)
certification is also covered.
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Chapter 2, The Discovery Process, explains how to identify stakeholders, conduct stakeholder
interviews, and perform technical assessments in order to discover the business and
technical goals of a virtualization project. This chapter covers how to use tools, VMware
Capacity Planner, Windows Performance Monitor, and vRealize Operations Manager to
collect resource information during the discovery process.

Chapter 3, The Design Factors, explains how to identify and document the design
requirements, constraints, assumptions, and risks. This chapter details how to use
the design factors to create the conceptual design.

Chapter 4, vSphere Management Design, describes the vCenter Server components and their
dependencies. This chapter contains recipes to determine the vCenter Server deployment
option, the Windows server or virtual appliance that you need to use, and determine the type
of database that you need to use, based on the deployment size.

Chapter 5, vSphere Storage Design, covers logical storage design. Recipes are included

to calculate the storage capacity and performance requirements for the logical storage design.
This chapter covers the details of selecting the correct RAID level and storage connectivity

to support a design. Recipes for VSAN and VVOLs are provided in this chapter.

Chapter 6, vSphere Network Design, provides details on logical network design. This chapter
explains how to calculate bandwidth requirements to support a vSphere design. Details

on selecting a virtual switch topology, designing for network availability, and the network
requirements to support vMotion and IP connected storage are also covered.

Chapter 7, vSphere Compute Design, provides recipes to calculate the CPU and memory
requirements to create the logical compute design. This chapter also covers cluster design
considerations for High Availability (HA) and the Distributed Resource Scheduler (DRS).

Chapter 8, vSphere Physical Design, explains how to satisfy the design factors by mapping
the logical management, storage, network, and compute designs to hardware to create the
physical vSphere design. The chapter also provides details of creating a custom installation
ISO to install ESXi and the best practices for host BIOS configurations.

Chapter 9, Virtual Machine Design, looks at the design of virtual machines and application
workloads running in the virtual datacenter. Recipes are provided to right-size virtual machine
resources, enable the ability to add virtual machine resources, and create virtual machine
templates. This chapter details the use of affinity and anti-affinity rules to improve application
efficiency and availability. Converting or migrating physical servers to virtual machines is also
covered in this chapter.

Chapter 10, vSphere Security Design, provides an overview of vSphere features available to
provide security in the virtual datacenter. Recipes covering authentication, access controls,
and security hardening that must be incorporated into the datacenter design to secure the

vSphere environment.

i |



Preface

Chapter 11, Disaster Recovery and Business Continuity, covers options for backup, recovery,
and continued operations in the event of system failure. This chapter covers how to create
backups of vSphere configurations so that they can be quickly restored. The protection

of virtual machines using VMware products for backup and replication is also covered in
this chapter.

Chapter 12, Design Documentation, covers documenting a vSphere design. Documentation
includes the Architecture Design Document, the Implementation Plan, the Installation Guide,
the Validation and Test Plan, and the Operational Procedures. This chapter also provides tips
to present the design to stakeholders and using the design documentation to implement
the design.

What you need for this book

The following are the software requirements for this book:

» VMware vSphere ESXi 6.x
» VMware vCenter Server 6.x
» VMware PowerCLI 6.x

» VMware vCLI 6.x

Who this book is for

If you are an administrator or consultant interested in designing virtualized datacenter
environments using VMware vSphere 5.x and the supporting components, then this book is
for you. This book will help both new and experienced architects deliver professional VMware
vSphere virtual datacenter designs.

In this book, you will find several headings that appear frequently (Getting ready, How to do it,
How it works, There's more, and See also).

To give clear instructions on how to complete a recipe, we use these sections as follows:

Getting ready

This section tells you what to expect in the recipe, and describes how to set up any software
or any preliminary settings required for the recipe.
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How to do it...

This section contains the steps required to follow the recipe.

This section usually consists of a detailed explanation of what happened in the previous
section.

There's more...

This section consists of additional information about the recipe in order to make the reader
more knowledgeable about the recipe.

See also

This section provides helpful links to other useful information for the recipe.

In this book, you will find a number of text styles that distinguish between different kinds of
information. Here are some examples of these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLs, user input, and Twitter handles are shown as follows:
"VIB files have the .vib file extension."

Any command-line input or output is written as follows:
ESX1 # esxcli network ip netstack add -N "Name of Stack"

New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: "The Send a notification email
or Send a notification trap action can be configured in the alarm Actions section."

Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.
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Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or disliked. Reader feedback is important for us as it helps us develop
titles that you will really get the most out of.

To send us general feedback, simply e-mail feedback@packtpub.com, and mention the
book's title in the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you to
get the most from your purchase.

Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/diagrams used
in this book. The color images will help you better understand the changes in the output.
You can download this file from http://www.packtpub.com/sites/default/files/
downloads/VMwarevSphereéxDatacenterDesignCookbookSecondEdition
ColorImages.pdf.

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books—maybe a mistake in the text or the code—
we would be grateful if you could report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any errata,
please report them by visiting http: //www.packtpub.com/submit-errata, selecting
your book, clicking on the Errata Submission Form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will be
uploaded to our website or added to any list of existing errata under the Errata section of
that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/
content/support and enter the name of the book in the search field. The required
information will appear under the Errata section.
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Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come across
any illegal copies of our works in any form on the Internet, please provide us with the location
address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors and our ability to bring you valuable content.

If you have a problem with any aspect of this book, you can contact us at questionse
packtpub.com, and we will do our best to address the problem.




The Virtual Datacenter

In this chapter, we will cover the following topics:

» Becoming a virtual datacenter architect
» Using a holistic approach to datacenter design
» Passing the VMware VCAP-DCV Design exam

v

Identifying what's new in vSphere 6

» Planning a vSphere 6 upgrade

Introduction

This chapter focuses on many of the basic concepts and benefits of virtualization. It provides
a quick overview of VMware virtualization, introduces the virtual datacenter architect, and lays
some of the groundwork necessary to create and implement a successful virtual datacenter
design using VMware vSphere 6.x.

We will also explore the VMware Certified Advanced Professional-Datacenter Virtualization
(VCAPG6-DCV) design exam and the new VMware Certified Implementation Expert-
Datacenter Virtualization (VCIX6-DCV) certification, including a few tips that should help you
prepare to successfully complete the exam and certification.

Then, we will look at some of the new features of vSphere 6. This section will include where to
find the current release notes and the latest vSphere product documentation.

Finally, we will take a high-level look at the process of planning an upgrade to an existing
vSphere deployment to vSphere 6.

If you are already familiar with virtualization, this chapter will provide a review of many of the
benefits and technologies of virtualization.

(1}



The Virtual Datacenter

Since the focus of this book is on design, we will not go into great detail discussing the
specifics of how to configure resources in a virtual datacenter. Most of you probably already
have a good understanding of VMware's virtualization architecture. So, this section will
provide just a basic overview of the key VMware components that are the building blocks to
the virtual datacenter.

Virtualization creates a layer of abstraction between the physical hardware and the virtual
machines that run on it. Virtual hardware is presented to the virtual machine, granting
access to the underlying physical hardware, which is scheduled by the hypervisor's kernel.
The hypervisor separates the physical hardware from the virtual machine, as shown in the
following diagram:

o) o) (e ) o

V|rtual Hardware V|rtual Hardware V|rtuaI Hardware V|rtual Hardware

C Hypervisor >

( Physical Hardware )

The hypervisor separates the physical hardware from the virtual machine

The new release of vSphere 6 does not change the design process or the design
methodologies. The new functions and features of the release provide an architect with more
tools to satisfy design requirements.

The hypervisor

At the core of any virtualization platform is the hypervisor. The VMware hypervisor is named
vSphere ESXI, simply referred to as ESXi. ESXi is a Type 1 or bare-metal hypervisor. This means
it runs directly on the host's hardware to present virtual hardware to the virtual machines. In
turn, the hypervisor schedules access to the physical hardware of the hosts.

ESXi allows multiple virtual machines with a variety of operating systems to run
simultaneously, sharing the resources of the underlying physical hardware. Access to physical
resources, such as memory, CPU, storage, and network, used by the virtual machines is
managed by the scheduler or the Virtual Machine Monitor (VMM) provided by ESXi. The
resources presented to the virtual machines can be overcommitted. This means more
resources than are available can be allocated to the virtual machines on the physical
hardware. Advanced memory sharing and reclamation techniques, such as Transparent Page
Sharing (TPS) and ballooning, along with CPU scheduling, allow for overcommitment of these
resources, resulting in greater virtual to physical consolidation ratios.

—21




Chapter 1

ESXi 6 is a 64-bit hypervisor that must be run on a 64-bit hardware. An ESXi 6 installation
requires at least 1 GB of disk space for installation. It can be installed on a hard disk locally,
on a USB device, on a Logical Unit Number (LUN), on a Storage Area Network (SAN), or can
be deployed stateless on hosts with no storage using Auto Deploy. The small footprint of an
ESXi installation provides a reduction in the management overhead associated with patching
and security hardening.

With the release of vSphere 5.0, VMware retired the ESX hypervisor. ESX had a separate
Linux-based service console for the management interface of the hypervisor. Management
functions were provided by agents running in the service console. The service console has
since been removed from ESXi, and agents now run directly on ESXi's VMkernel.

To manage a standalone host running ESXi, a Direct Console User Interface (DCUI) is
provided for basic configuration and troubleshooting. A shell is available that can either be
accessed locally from the console or remotely using Secure Shell (SSH). esxc1i and other
commands can be used in the shell to provide advanced configuration options.

An ESXi host can also be accessed directly using the vSphere client. The ESXi DCUI is shown
in the following screenshot:

VMuare ESKi 6.0.0 (YMKernel Release Build 2494585)

VMuare. Inc. YMuare Virtual Platforn

2 x Intel(R) Core(TH) i7-2600K CPU O 3.40GHz
6 GiB Memory

Dounload tools to manage this host from:
http://n-esxil/
http://172.16.1.100/ (STATIC)

<F2> Custonize Systen/View Logs <F12> Shut Doun/Restart

ESXi's DCUI

(3 |-




The Virtual Datacenter

Q
Virtual machines

A virtual machine is a software computer that runs a guest operating system. Virtual
machines comprise a set of configuration files and data files stored on local or remote
storage. These configuration files contain information about the virtual hardware presented to
the virtual machine. This virtual hardware includes the CPU, RAM, disk controllers, removable
devices, and so on. It emulates the same functionality as the physical hardware. The following
screenshot depicts the virtual machine files that are stored on a shared Network File System
(NFS) data store:

The DCUI can be accessed remotely using SSH by typing the dcui
command in the prompt. Press Ctrl + C to exit the remote DCUI session.
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Virtual machine files stored on a shared NFS data store displayed using the vSphere web client

The files that make up a virtual machine are typically stored in a directory set aside for the
particular virtual machine they represent. These files include the configuration file, virtual disk
files, NVRAM file, and virtual machine log files.
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The following table lists the common virtual machine file extensions along with a description
of each:

File extension Description

.vmx This is a virtual machine configuration file. It contains the configurations of
the virtual hardware that is presented to the virtual machine.

.vindk This is a virtual disk descriptor file. It contains a header and other
information pertaining to the virtual disk.

-flat.vmdk This is a preallocated virtual disk. It contains the content or data on the
disk used by the virtual machine.

.nvram This is a file that stores the state of a virtual machine's Basic Input Output
System (BIOS) or Extensible Firmware Interface (EFI) configurations.

.VSWp This is a virtual machine swap file. It gets created when a virtual machine
is powered on. The size of this file is equal to the amount of memory
allocated minus any memory reservations.

.log This is a virtual machine logfile.

.vmsd This is a virtual machine file used with snapshots to store data about each
snapshot active on a virtual machine.

.vmsn This is a virtual machine snapshot data file.

Virtual machines can be deployed using a variety of methods as follows:

» Using the New Virtual Machine wizard in the vSphere client or vSphere web client
» By getting converted from a physical machine using the VMware converter

» By getting imported from an Open Virtualization Format (OVF) or Open Virtualization
Archive (OVA)

» By getting cloned from an existing virtual machine
» By getting deployed from a virtual machine template

When a new virtual machine is created, a guest operating system can be installed on the
virtual machine. VMware vSphere 6 supports more than 80 different guest operating systems.
These include many versions of the Windows server and desktop operating systems, many
distributions and versions of Linux and Unix operating systems, and Apple Mac OS operating
systems.

Virtual appliances are preconfigured virtual machines that can be imported to the virtual
environment. A virtual appliance can comprise a single virtual machine or a group of virtual
machines with all the components required to support an application. The virtual machines in
a virtual appliance are preloaded with guest operating systems, and the applications they run
are normally preconfigured and optimized to run in a virtual environment.
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Since virtual machines are just a collection of files on a disk, they become portable. Virtual
machines can be easily moved from one location to another by simply moving or copying the
associated files. Using VMware vSphere features such as vMotion, Enhanced vMotion, or
Storage vMotion, virtual machines can be migrated from host to host or data store to data
store while they are running. Virtual machines can also be exported to an OVF or OVA to be
imported into another VMware vSphere environment.

Virtual infrastructure management

VMware vCenter Server provides a centralized management interface to manage and
configure groups of ESXi hosts in the virtualized datacenter. The vCenter Server is required to
configure and control many advanced features, such as the Distributed Resource Scheduler
(DRS), Storage DRS, and VMware High Availability (HA). The vCenter Server is accessed
using either the Windows vSphere client or the vSphere web client. Many vendors provide
plugins that can be installed to allow third-party storage, network, and compute resources to
be managed using the vSphere client or vSphere web client.

\ The C#, or Windows vSphere client, is still available in vSphere 6. Since the

~ release of vSphere 5.5, access to, and the configuration of, new features is

Q only available using the vSphere web client. The vSphere web client can be
accessed athttps://FQDN_or IP of vCenter Server:9443/.

The vCenter Server can be installed on a 64-bit Windows server. It can be run on dedicated
physical hardware or as a virtual machine. When the vCenter Server is deployed on the Windows
server, it requires either the embedded vPostgres database, a Microsoft SQL database, or an
Oracle database to store configuration and performance information. IBM DB2 databases are
supported with vSphere 5.1, but this support was removed in vSphere 5.5.

With the release of vCenter 6, the Microsoft SQL Express database is no longer used as

the embedded database. vPostgres is now used as the embedded database for small
deployments. The vPostgres database on a Windows server can be used to support
environments of fewer than 20 hosts and 200 virtual machines. When upgrading to vCenter
6, if the previous version was using the Microsoft SQL Express database, the database will be
converted to the embedded vPostgres database as part of the upgrade.

Another option to deploy the vCenter Server is the vCenter Server Appliance (VCSA). The
VCSA is a preconfigured, Linux-based virtual machine, preinstalled with the vCenter Server
components. The appliance includes an embedded vPostgres database that supports up to
1,000 hosts and 10,000 virtual machines. The embedded vPostgres database is suitable for
almost all deployments, using an external Oracle database is also supported.
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Several other management and automation tools are available to aid the day-to-day
administration of a vSphere environment. One of them is the vSphere Command-Line
Interface (vCLI). Another one is the vSphere PowerCLI, which provides a Windows PowerShell
interface. The vRealize Orchestrator can be used to automate tasks, and the vSphere
Management Assistant (VMA) is a Linux-based virtual appliance that is used to run
management and automation scripts against hosts. These tools allow an administrator to use
command-line utilities to manage hosts from remote workstations.

VMware provides a suite of other products that benefits the virtualized datacenter. These
datacenter products, such as VMware vRealize Operations (VROps), VMware Site Recovery
Manager (SRM), and VMware vRealize Automation (VRA), can each be leveraged in the
virtual datacenter to meet specific requirements related to management, disaster recovery,
and cloud services. At the core of these products is vSphere suite, which includes ESXi, the
vCenter Server, and the core supporting components.

Understanding the benefits of virtualization

The following table provides a matrix of some of the core VMware technologies and the
benefits that can be realized using them. This is not meant to be an exhaustive list of all
VMware technologies and features, but it provides an insight into many of the technologies
commonly deployed in the enterprise virtual datacenter:

VMware technology

Primary benefits

Description

vSphere ESXi

Server consolidation

Resource efficiency

ESXi is VMware's bare-metal
hypervisor that hosts virtual
machines, also known as guests,
and schedules virtual hardware
access to physical resources.

vSphere HA

Increased availability

HA restarts virtual machines in
the event of a host failure. It also
monitors and restarts the virtual
machines in the event of a guest
operating system failure.

vMotion and vSphere
DRS

Resource efficiency

Increased availability

vMotion allows virtual machines
to be live-migrated between
hosts in a virtual datacenter. DRS
determines the initial placement
of the virtual machine on the
host resources within a cluster
and makes recommendations, or
automatically migrates the virtual
machines to balance resources
across all hosts in a cluster.

(7 -
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VMware technology

Primary benefits

Description

Resource pools

Resource efficiency

These are used to guarantee,
reserve, or limit the virtual
machine's CPU, memory, and disk
resources.

VMware Fault
Tolerance (FT)

Increased availability

FT provides 100 percent uptime
for a virtual machine in the
event of a host hardware failure.
It creates a secondary virtual
machine that mirrors all the
operations of the primary. In

the event of a hardware failure,
the secondary virtual machine
becomes the primary and a new
secondary is created.

Thin provisioning

Resource efficiency

This allows for storage to be
overprovisioned by presenting
the configured space to a virtual
machine but only consuming the
space on the disk that the guest
actually requires.

Hot add CPU and
memory

Resource efficiency
Scalability

This allows for the addition of CPU
and memory resources to a virtual
machine while the virtual machine
is running.

Storage vMotion

Resource efficiency

This moves virtual machine
configuration files and disks
between storage locations that
have been presented to a host.

vSphere Data
Protection (VDP)

Disaster recovery

This provides agentless image-
level backup and recovery of
virtual machines.

vSphere Replication

Disaster recovery

This features provides the ability
to replicate virtual machines
between sites.

vCenter Server

Simplified management

This provides a single
management interface to
configure and monitor the
resources available to virtual
datacenters.
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VMware technology Primary benefits Description
vCenter Server Linked | Simplified management This links multiple vCenter Servers
Mode together to allow them to be

managed from a single client.

Host Profiles Simplified management This maintains consistent
configuration and configuration
compliance across all the hosts in
the environment.

There are many others, and each technology or feature may also have its own set of
requirements that must be met in order to be implemented. The purpose here is to show
how features or technologies can be mapped to benefits, which can then be mapped to
requirements and ultimately mapped into a design. This is helpful in ensuring that the
benefits and technologies provided by virtualization satisfy the design requirements.

Identifying when not to virtualize

Not all applications or server workloads are good candidates for virtualization. It is important
that these workloads are identified early on in the design process.

There are a number of reasons a server or application may not be suitable for virtualization.
Some of these include the following;:

» Vendor support

» Licensing issues

» Specialized hardware dependencies
» High resource demand

» Lack of knowledge or skill set

A common reason to not virtualize an application or workload is the reluctance of a vendor to
support their application in a virtual environment. As virtualization has become more common
in the enterprise datacenter, this has become uncommon. However, there are still application
vendors that will not support their products once virtualized.

Software and operating systems licensing in a virtual environment can also be a challenge,
especially when it comes to conversions from physical server to virtual machine. Many
physical servers are purchased with Original Equipment Manufacturer (OEM) licenses, and
these licenses, in most cases, cannot be transferred to a virtual environment. Also, many
licenses are tied to hardware-specific information, such as interface MAC addresses or drive
signatures. Licensing issues can usually be overcome. Many times, the primary risk becomes
the cost of upgrading or acquiring new licensing. As with other potential design risks, it is
important that any issues and the potential impact of licensing on the design be identified
early on in the design process.

Bl
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Some applications may require the use of specialized hardware. Fax boards, serial ports,

and security dongles are common examples. There are ways to provide solutions for many of
these. However, often, with the risks associated with the ability to support the application or
with the loss of one or more of the potential benefits of virtualizing the application, the better
solution may be to leave the application on dedicated physical hardware. Again, it is important
that these types of applications be identified very early on in the design process.

Physical servers configured with a large amount of CPU and memory resources where
applications are consuming a large amount of these resources may not be good candidates
for virtualization. This also holds true for applications with high network utilization and large
storage 1/0 requirements. vSphere 6.0 supports virtual machines configured with up to
128 Virtual CPUs (vCPUs) and 4 TB of memory, but the high utilization of these configured
resources can have a negative impact on other workloads in the virtual environment. These
high-utilization workloads will also require more resources to be reserved for failover. The
benefits of virtualizing resource-intensive applications must be weighed against the impact
placed on the environment. In some cases, it may be better to leave these applications on
dedicated physical hardware.

Many administrators may lack knowledge of the benefits or skills to manage a virtualized
datacenter. The administrator of a virtual environment must be well-versed with storage,
networking, and virtualization in order to successfully configure, maintain, and monitor a
virtual environment. Though this may not necessarily be a reason not to leverage the benefits
of a virtualized environment, it can be a substantial risk to the acceptance of a design and
its implementation. This is especially true with smaller IT departments where the roles of the
server, application, storage, and network administrators are combined.

Each of these can introduce risks in the design. We will discuss how risk impacts the design
process in much more detail in Chapter 2, The Discovery Process, and Chapter 3, The Design
Factors.

Becoming a virtual datacenter architect

The virtual datacenter architect, or simply the architect, is someone who identifies
requirements, designs a virtualization solution to meet those requirements, and then
oversees the implementation of the solution. Sounds easy enough, right?
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How to do it...

The primary role of the architect is to provide solutions that meet customer requirements. At
times, this can be difficult since the architect may not always be part of the complete sales
process. Many times, customers may purchase hardware from other vendors and look to us to
help them "make it all work". In such situations, the purchased hardware becomes a constraint
on the design. Identifying and dealing with constraints and other design factors will be discussed
in more detail in Chapter 2, The DiscoveryProcess, and Chapter 3, The Design Factors.

The architect must also be able to identify requirements, both business and technical,

by conducting stakeholder interviews and analyzing current configurations. Once the
requirements have been identified, the architect must then map the requirements into

a solution by creating a design. This design is then presented to the stakeholders and if
approved, it is implemented. During the implementation phase, the architect ensures that
configurations are done to meet the design requirements, and the work done stays within the
scope of the design.

The architect must also understand best practice. Not just best practice to configure the
hypervisor, but for management, storage, security, and networking. Understanding best
practice is the key. The architect not only knows best practice but understands why it is
considered best practice. It is also important to understand when to deviate from what is
considered best practice.

There's more...

The large part of an architect's work is "customer-facing". This includes conducting interviews
with stakeholders to identify requirements and ultimately presenting the design to decision
makers. Besides creating a solid solution to match the customer's requirements, it is important
that the architect gains and maintains the trust of the project stakeholders. A professional
appearance and, more importantly, a professional attitude are both helpful in building this
relationship.

Using a holistic approach to datacenter

design

The virtual datacenter architect must be able to take a holistic approach to datacenter
design. This means that, for every decision made, the architect must understand how the
environment, as a whole, will be impacted.

s
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An architect is required to be, at the very least, familiar with all aspects of the datacenter.
They must understand how the different components of a datacenter, such as storage,
networking, computing, security, and management, are interconnected, as shown in the

following diagram:
Storage
Management
Virtual

Data Center

The holistic approach to datacenter design

It has become very important to understand how any decision or change will impact the rest
of the design. Identifying dependencies becomes an important part of the design process. If
a change is made to the network, how are computing, management, and storage resources
affected? What other dependencies will this introduce in the design? Failing to take a holistic
approach to design can result in unnecessary complications during the design process and
potentially costly fixes after the design is implemented.

How to do it...

You have been engaged to design a virtualization solution for a financial organization. The
solution you are proposing is using 10 GB Converged Network Adapters (CNA) to provide
connectivity to the organization's network in three 1U rackmount servers. The organization
needs to separate a Virtual Local Area Network (VLAN) that is currently configured to be
delivered over the CNA onto a physically separate network to satisfy a new compliance
requirement. A 1 GB network will provide sufficient bandwidth for this network, and the
network should be highly available. Single points of failure should be minimized.
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To support this compliance requirement, you, the architect, must take a holistic approach to
the design by answering a number of questions about each design decision. Some questions
are as follows:

» Are there available network ports in the current rackmount servers, or will a network
card need to be added? If a card must be added, are there available Peripheral
Component Interconnect (PCI) slots?

»  Will a dual port network card provide sufficient redundancy, or will the network need
to be separated across physical cards? Are there onboard network ports available
that can be used with a PCI network card to provide in-box redundancy?

» Has the physically separate switch's hardware been obtained? If not, how long
before the equipment is received and deployed? Will this have an impact on the
implementation schedule?

» How will the virtual switch need to be configured to provide the connectivity and
redundancy required?

The impact can be fairly significant, depending on some of the answers. For example, let's say
that the 1U rackmount server will not support the required network adapters needed to satisfy
the requirement, and a different 2U rackmount server must be used. This then raises more
questions, such as: "Is there sufficient space in the rackmount to support the new server
footprint?"

What if the requirement had been that the applications connected to this network be
virtualized on separate physical server hardware and storage? What parts of the design would
have to change? The architect must be able to understand the dependencies of each part of
the design and how a change in one place may affect other areas of the design.

As you think through these questions, you should be able to see how a change to a
requirement can have a deep impact on many other areas of the design. It becomes very
important to identify requirements early on in the design process.

[}
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Passing the VMware VCAP6-DCV Design

exam

For vSphere 5 and vSphere 6, VMware released advanced exams, testing the ability of a person
to deploy, administer, and design complex virtual environments. The exams for vSphere 6

are the VMware Certified Advanced Professional 6-Datacenter Virtualization Deployment
(VCAP6-DCV Deployment) exam, which focuses on deploying and administering a VMware
vSphere environment, and the VMware Certified Advanced Professional 6-Datacenter
Virtualization Design (VCAP6-DCV Design) exam, which focuses on designing an enterprise
VMware vSphere environment. VMware has introduced a new certification, VMware Certified
Implementation Expert-Datacenter Virtualization (VCIX6-DCV), which is obtained by passing
both the VCAP6-DCV Deployment and VCAP6-DCV Design.

The current VMware Certification path is mapped out in the following flowchart:

VMware Certified Associate
VCA6-DCV

}

VMware Certified Professional
VCP6-DCV

VMware Certified Advanced VMware Certified Advanced
Professional - Administration Professional - Design
VCAP6-DCA VCAP6-DCD

VMware Certified Design
Expert
VCDX6-DCV

VMware certification path for datacenter administrators and architects

The VCAPG6-DCV Design exam tests your ability to design enterprise virtualized environments.
To be successful, you must have an in-depth understanding of VMware's core components
and the relationship they share with other components of the datacenter, such as storage,
networking, and application services, along with a mastery of VMware's datacenter design
methodologies and principles. All the exam objectives, including study resources, can be
found in the exam blueprint. VMware exam roadmaps and the VCAP exam blueprints can

be found on the VMware Certification portal page at https://mylearn.vmware.com/
portals/certification/.

Sz
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The final stop on the VMware certification path is the VMware Certified Design Expert
(VCDX). The VCDX certification requires you to create a VMware vSphere design, submitting
the design to VMware for review, and then defending the design before a panel of VMware
Design Experts.

Getting ready

Before you are eligible to take the VCAPG-DCV Design exam, you should have obtained the
VMware Certified Professional 6-Data Center Virtualization (VCP6-DCV) certification. Besides
the training required for the VCP6-DCV certification, there is no other required training that must
be completed in order to sit for the VCAP6-DCV Design exam. When you are ready to schedule
your VCAPG-DCV Design exam, you must submit an exam authorization request to VMware.
When you submit the exam authorization request, VMware will verify that you have met the
certification prerequisites and provide you with the access necessary to schedule the exam.

At the time of writing this book, the VCAP6-DCV Design exam is in beta, and the final version
has not yet been released. The VCAP6-DCV Design beta exam consists of 31 questions with a
time limit of 240 minutes. The scoring of the exam has yet to be determined. The beta exam
questions are comprised of a mixture of multiple-choice, drag-and-drop, and design scenarios.
The final release of the VCAP6-DCV Design exam will likely be very similar. For details,

refer to the VMware Certification portal at https://mylearn.vmware.com/portals/
certification/.

How to do it...

The VCAP-DCD exam for vSphere 5 was one of the most challenging exams | have ever taken.
Here are a few tips to help you prepare for and successfully sit the VCAP-DCD or VCAPG-DCV
Design exam:

» Study the material on the exam blueprint: The exam blueprint lists all the objectives
of the exam, along with links to documentation related to each exam objective.

» Review the vSphere 6 release notes and product documentation: The release notes
and product documentation will provide an overview of the features available, the
requirements that must be met to support implementation of the new features, and
the best practices to implement features to support design requirements.

» Schedule your exam: Scheduling your exam sets a goal date for you to work towards.
Setting the date can provide motivation to help you stay on track with your studying
efforts.

» Watch the APAC vBrownBag DCD5 series: The APAC vBrownBag did a series
of podcasts focusing on the VCAP-DCD exam for vSphere 5 exam objectives.
Even though these podcasts focus on version 5 of the exam, many of the design
methodologies and concepts are similar. These podcast are still relevant and
provide a valuable study resource. The podcast can be found at http://www.
professionalvmware.com/brownbags

]
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Get familiar with the exam design interface: On VMware's VCAP Certification page
for the DCD exam, there is a Ul Demo that will help you get familiar with the design
interface that is used in the exam.

Practice time management: It is very important that you are aware of the amount of
time you are taking on a question and how much time remains. If you get hung up on
a multiple-choice question, take your best guess and move on. Conserve time for the
more complex drag-and-drop and design scenario questions.

Answer every question: A question left unanswered will be marked incorrect and will
not benefit your score in any way. A guess has some chance of being correct.

Study the material on the exam blueprint: | know this has already been mentioned
once, but it is worth mentioning again. The exam blueprint contains all the testable
objectives. Study it!

There's more...

For up-to-date information on the VCAPG6-DCV Design certification, to download the exam
blueprint, and to book the exam once it has been released, visit the VMware Certification
portal page at https://mylearn.vmware.com/portals/certification/.

Identifying what's new in vSphere 6

vSphere 6 is the latest release of VMware's virtual datacenter platform. This release includes
features that provide increased scalability, enhanced security, increased availability, and
simplified management of the virtual datacenter infrastructure. A few of the new features and
enhancements include:

>

New vCenter Architecture to simplify deployment and management of authentication
and SSL certificates

Cluster scalability increased to 64 hosts and 8,000 VMs

Fault Tolerance (FT) enhancements to support virtual machines with up to four
vCPUs

Virtual Volumes (VVOL) providing object-based policy managed virtual machine
aware storage

NFS v4.1 support for NFS authentication and multipath support

vMotion enhanced to support migrations across vCenter Servers and over distances
of up to 100 ms RTT

Content library centralized storage and management of virtual machine templates,
ISO, and scripts

Network 10 Control version 3 provides the ability to reserve bandwidth to a single
virtual machine or an entire virtual port group
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These are just a few of the new features and enhancements introduced with the release of
vSphere 6. A new version of vSphere with the new features and enhancements does not
directly change the design process or methodology. The enhancements and features provide
an architect with more tools and options to meet requirements, but can also introduce
complexity into the design.

How to do it...

It is important for the architect to understand all the new features and enhancements
available. This is a simple but important process, which includes:

» Accessing the vSphere 6.0 release notes at https://www.vmware . com/
support/vsphereé6/doc/vsphere-esxi-vcenter-server-60-release-
notes.html

» Accessing the vSphere 6 documentation sets found at https://www.vmware.
com/support/pubs/vsphere-esxi-vcenter-server-6-pubs.html

Reading the vSphere 6 release notes gives the architect a summary of the additional
features, bug fixes, and known issues. There is also information on the upgrade process
and workarounds for known issues.

Reviewing the vSphere documentation, including the vSphere Installation and Setup Guide,
vSphere Upgrade Guide, and vSphere Virtual Machine Administration Guide, gives the
architect a deeper understanding of new features and how to implement new functionality.
The documentation also provides specific requirements that must be satisfied in order to
enable a new feature or function. These documentation sets are available online or can be
downloaded in the .pdf, .epub, or .mobi formats.

In the VMware Communities, https://communities.vmware.com/, there are forums
available to discuss topics such as vSphere Upgrade & Install at https://communities.
vmware.com/community/vmtn/vsphere/upgradecenter and ESXi 6 located at
https://communities.vmware.com/community/vmtn/vsphere/esxié6, along with
other Communities dedicated to each vSphere product. In these forums, an architect or
administrator can find real-world issues encountered by other vSphere administrators and
architects. Questions and discussions can be posted related to features and issues related to
all vSphere products. If you run into issues or have questions about a specific feature, there
are people in the community who are always happy to help.
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Planning a vSphere 6 upgrade

Upgrading an existing vSphere environment to vSphere 6 is a fairly simple process and can be
completed with minimal impact to production with the proper planning.

In this recipe, we will look at the steps required to properly plan an upgrade to vSphere 6. We
will not cover the specifics of upgrading vCenter Server, ESXi hosts, or any other component
of the virtual datacenter. Specific recipes for upgrading vCenter Server and ESXi hosts have
been included in Chapter 4, vSphere Management Design, and recipes for upgrading virtual
machine to the latest hardware are included in Chapter 9, Virtual Machine Design.

How to do it...

The following tasks should be completed when planning a vSphere 6 upgrade:

» Verify that the existing hardware is on the VMware Hardware Compatibility List (HCL)
athttps://www.vmware.com/go/hcl

» Check for interoperability between VMware products using the VMware Product
Interoperability Matrix at http: //partnerweb.vmware.com/comp_guide2/
sim/interop matrix.php

» Determine interoperability and support between VMware vSphere 6 and third-party
hardware and software products

» Determine the proper upgrade path and sequence

Completing these steps to properly plan a vSphere 6 upgrade will ensure that the upgrade can
be completed successfully.

With each release of vSphere, VMware adds support for new hardware and firmware for devices
such as disk controllers, server platforms, network interface cards (NIC), and so on. VMware
also removes support for older hardware and firmware. It is important to verify that the hardware
is on the supported compatibility list prior to attempting an upgrade. Using the VMware
Hardware Compatibility List is covered in more detail in Chapter 8, vSphere Physical Design.
Failure to validate support for hardware on HCL can cause significant issues after the upgrade.
Unsupported hardware may not be available for use or may cause instability in the environment.
Replacing unsupported hardware or upgrading firmware on current hardware to a supported
configuration may be required as part of the upgrade process.
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Checking for interoperability between vSphere products will help ensure that there is minimal
impact on functionality during and after the upgrade process. Just like the hardware and
firmware, the interoperability between vSphere products changes with each version. New
support is added for newer products and features, while support may be removed for older,
products and features. Details on using the VMware Product Interoperability can be found in
Chapter 4, vSphere Management Design.

The virtual datacenter may contain many third-party products that integrate with the vSphere
environment. These products often include backup and recovery software, replication
software, and management and monitoring applications. Before upgrading to vSphere 6,
check with each third-party product vendor to validate support for vSphere 6 or to determine
the requirements for vSphere 6 support. This is the step | see missed most often, typically due
to not fully understanding dependencies with these products. It is critical to understand what
products require integration with the vSphere environment and the impact that changes to
the environment may have on these products. Again, this is where proper planning from the
beginning ensures a successful vSphere 6 upgrade.

The final step is to determine the proper upgrade path. If validation of support and
interoperability has been completed correctly, this step will likely be the easiest in the process.
Once the hardware is validated and, VMware product and third-party product interoperability
has been validated, a plan can be formulated for upgrading.

Details are important when it comes to the support of hardware and software in the virtual
datacenter. Spending time to properly plan will ensure a successful upgrade to vSphere 6.







The Discovery Process

In this chapter, we will cover the following topics:

» ldentifying the design factors

» ldentifying stakeholders

» Conducting stakeholder interviews

» VMware Capacity Planner

» Using Windows Performance Monitor

» Conducting a VMware Optimization Assessment

» ldentifying dependencies

Introduction

This chapter will introduce you to the design factors and focus on the discovery phase of the
design process.

The following image displays the phases of the design process:

[ Discovery j [Physical Design j—»[ Approval j

T

[Conceptual Designj—{ Logical Design j [ Implementation j




The Discovery Process

Discovery is the most important phase of the design process. It is also the most time-
consuming. The discovery process includes a meeting with the stakeholders to determine
business requirements that the design must meet. It also includes current state assessments
to determine the technical requirements that the design must satisfy in order to meet the
customer requirements, which in turn become the design requirements.

During the discovery process, an architect must interact with many different individuals in

an organization to collect the necessary information that is needed to begin creating the
conceptual design. Decision makers, strategic planners, facilities and maintenance providers,
network administrators, storage administrators, application administrators, and application
end users can, in some way, be impacted by or gain some benefit from a virtual datacenter
design (some directly and others indirectly). Anyone who may be affected by the design should
be identified to be included in the discovery process as early as possible.

The current state assessment is the process of collecting information about the physical
resources currently supporting the environment, such as CPU, memory, and storage.
Irrespective of whether the environment consists of physical servers, virtual servers, or a mix
of virtual and physical servers, the current state assessment will identify the total resources
available and the total resources actually in use.

There are a number of different tools available to perform a current state assessment of an
environment. The tool used often depends on the size of the environment. VMware offers a
Capacity Planner tool that provides a good way to automate this assessment. For a smaller
environment of Windows servers, the Windows Performance Monitor (PerfMon) utility can be
used to collect the current state information. For Linux systems, tools such as top, Kinfocenter,
and Zabbix can be used to collect and analyze performance data. For environments that are
already virtualized on vSphere, the vSphere Optimization Assessment (VOA) provides useful
information on the current state of the environment.

Once the design factors have been identified and accepted, the design process continues with
the logical and physical designs. The logical design maps the requirements to the resources
required to satisfy the requirements. The physical design then maps the logical design onto
the physical hardware that will provide these resources.

Identifying the design factors

The design factors are the primary considerations that influence the design. These factors
define the function that the design must accomplish, how it should accomplish it, and what
may prevent the design from accomplishing it.
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How to do it...

The design factors encompass much more than just the physical resources, such as the CPU,
memory, and storage, necessary to run workloads in a virtual environment.

You need the following requirements to identify the design factors:

» Functional and non-functional requirements
» Constraints

» Assumptions

» Risks

Requirements define what a design must do and how it should do it. Requirements can be
business or technical. There are two types of requirements: functional and nonfunctional.
The requirements should be clearly defined. A good design requirement is verifiable,
traceable, feasible, and specific.

Functional requirements specify a specific function of the design or simply what a design
must do. Functional requirements can be business or technical requirements. The design
must provide a capacity for 10 percent growth over the next 3 years; this is an example of a
functional requirement.

Nonfunctional requirements specify how the design must perform or operate. While
a functional requirement defines something that the design must do, a nonfunctional
requirement defines how or how well it must be done. System response time is an example of
a nonfunctional requirement. Nonfunctional requirements become constraints on the design.

Assumptions are considered valid until they have been proven otherwise. These factors

are considered to be true, but further discovery is required to validate them. As part of the
design process, assumptions should be documented and then proven or disproven. Sufficient
bandwidth being available between different sites to support site-to-site replication is an
example of an assumption, if the bandwidth available between the sites or the bandwidth
required for replication has not yet been identified.

Constraints place limits on the design choices. Constraints can be business policies or
technical limitations. Using a specific vendor for a server's hardware is an example of a
technical constraint. The project's budget and deadlines are also common constraints.
Nonfunctional requirements, since they specify how the design must perform or behave,
will also become constraints on the design.

Risks may prevent the design from being successful. Risks should be clearly identified to
minimize surprises that may prevent the successful implementation of the design. A good
design will address and mitigate the risks.
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The Discovery Process

Since the focus of this chapter is on design discovery, | felt it was important to provide this brief
introduction to the design factors. We will dive much deeper into determining and defining the
requirements, constraints, assumptions, and risks in Chapter 3, The Design Factors.

Identifying stakeholders

A stakeholder is anyone who has an interest in or benefits from the design. A virtual
datacenter design will have at least some impact on many, if not all, areas of an organization,
and not just those associated with technology.

How to do it...

Identify the key stakeholders, including the following:

» Project sponsors

» Application owners and providers

» System, network, and storage administrators
» Application users

Understanding the role of the stakeholders helps an architect identify who can provide the
information necessary to design a successful virtual datacenter solution. The details of the
stakeholders and their roles are specified in the following table:

Stakeholders Roles

C-level executives » Strategic planning for the organization
Chief executive officer » Setting up business policies and goals
Chief financial officer » Budget approval

Chief technology officer » Project sponsorship

Business unit managers or » Strategic planning for the business unit
directors

» Managing day-to-day operations
» Influencing business policies and goals

» Make and/or influence decisions

Application owners » Consumers of IT infrastructure
» Document the application and dependencies
» Manage the application functions

» Provide day-to-day support for the application
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Stakeholders Roles
IT » Technical Subject Matter Experts (SMEs)
» Network administrators

» System administrators
» Storage administrators
» Help desk

Application or end users » Consumers of application services

» Rely on the infrastructure and applications to
accomplish tasks efficiently

Project sponsors are typically C-level executives, vice presidents (VPs), or directors. The
project sponsor may also be a committee formed by an organization to evaluate the solutions
to business problems or to explore new business opportunities. These stakeholders are often
the best resource to obtain the business requirements that a design must satisfy. If there is a
project or a need to explore opportunities, there is a business goal or need driving it. Project
sponsors may make the final decision on whether a design has to be approved and accepted
for implementation, or they may provide the recommendations for acceptance.

There's more...

Stakeholders or the project team will ultimately be the ones that sign off on or approve the
design factors that will be the basis for the logical and physical design. These design factors
are identified by analyzing the data collected from the stakeholder interviews and the current
state assessments.

The stakeholder's consensus and acceptance of the design factors must be obtained before
proceeding with the design process. If you skip this step, you will end up wasting your time
and the time of the stakeholders, having to rework areas of the design when requirements
are missed, changed, added, or removed.

Define the design factors and obtain acceptance from the project team or stakeholders before
taking the next steps in the design process.

Conducting stakeholder interviews

During the discovery process, the primary source of information will be the stakeholder
interviews. These interviews can be face-to-face meetings or can be done over the phone
(or the Web). Interviews are not only helpful in collecting information about the business
needs and technical requirements, but also keep the stakeholders engaged in the project.
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How to do it...

Here are some examples of the questions that should be asked in order to determine the
business requirements that will influence the design:

» What are the business initiatives, challenges, and goals?

» Are there Service-Level Agreements (SLAs) in place? What are they?

» What are the Recovery Time Objective (RTO) and Recovery Point Objective (RPO)
requirements?

» Are there any compliance requirements?

» Who are the SMEs associated with the project?

» Who are the stakeholders?

» Who are the decision makers?

» Are there deadlines that the project must meet?

» Is there a budget for the project? What is the budget for the project?
Here are some examples of the questions that should be asked in order to determine the
technical requirements that will influence the design:

» Are there any current issues or technical pain points within the environment?

» What are the technology initiatives, challenges, and goals?

» How many servers will be virtualized as part of this project?

» Is there a preferred vendor for the server, network, or storage?

» Have any servers already been virtualized? What hypervisor is being used to host the
servers that are already virtualized?

» What type of growth is expected over the next 3-5 years?
» What Operation-Level Agreements (OLAs) are in place?

» Is there a current documentation for network, system, storage, and application?

Meetings and interviews with stakeholders should maintain some type of structure or
formality. Even if it is just a quick call, you should have some type of agenda. | know this may
sound like overkill, but it will help you keep the call or meeting on track and, more importantly,
help ensure that you collect the information you need.
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There are some key items that will help determine the design factors. These key items are
explained here:

» Service-Level Agreements: These are a part of a service contract where a service,
its availability (uptime and access), and its performance (application response and
transaction processing) are defined

» Service-Level Objective: This defines specific objectives that must be achieved as
part of the SLA

» Recovery Time Objective: This is the amount of time in which a service must be
restored after a disruption or disaster

» Recovery Point Objective: This is the maximum amount of data loss acceptable due
to a disruption or disaster

» Operation-Level Agreements: This is an internal agreement that defines
relationships between support groups

Do not expect to complete the discovery in a single meeting or interview, especially for a large
enterprise project. There will be follow-up questions that may need to be asked, and there will
likely be questions that require more research to be answered.

In situations where more research is required, make sure that someone has been assigned
the responsibility to complete the research. Set an expectation on when the research should
be completed and the information should be available. You want to avoid the "l thought so-
and-so was getting that" situations and also keep the discovery process moving forward.

VMware Capacity Planner

VMware's Capacity Planner is an inventory and planning tool available to VMware partner
organizations. It collects resource utilization information from systems, analyzes the
data against industry-standard reference data, and provides the information needed to
successfully consolidate the servers into a virtualized environment.

How to do it...

Follow these steps to complete a Capacity Planner engagement:
1. Determine the amount of time for which the Capacity Planner engagement should
run based on the business cycle.

2. Choose the type of Capacity Planner assessment to be run: a Consolidation
Estimate (CE) or a Capacity Assessment (CA).

3. Deploy the Capacity Planner collector in the environment to be assessed.

4. Verify whether the collector is collecting performance metrics for the systems
to be analyzed.
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5. Collect metrics for the duration of the business cycle.
6. Generate Capacity Planner reports.

A Capacity Planner engagement should typically run for at least 30 days to ensure that it
covers a complete monthly business cycle. Thirty days is considered typical since this covers
a monthly business cycle where the demand for resources increases during the end-of-month
or beginning-of-month processing. It is important that the Capacity Planner capture these
increases. The time frame for a Capacity Planner engagement can vary depending on the size
and nature of the business.

There are two types of Capacity Planner assessments: the CE and the CA. The CE assessment
provides the sizing estimates of the current environment, while the CA assessment provides

a more detailed analysis of the current environment. The CE assessment helps demonstrate
what can be achieved by virtualizing physical workloads, and the CA assessment provides
guidance on how systems may be virtualized.

A Capacity Planner collector is installed in the environment that is being assessed. The
collector runs as a Windows service and is configured using the VMware Capacity Planner
Data Manager. The collector must be installed on a Windows machine, but inventory and
performance data can be collected from both Windows and Linux/Unix servers. More than
one collector may need to be installed for larger environments. A single collector can collect
data from a maximum of 500 systems. The following screenshot depicts the VMware Capacity
Planner Data Manager:

| VMware Capacity Planner Data Manager Version 3.0.0 ===
File View Tasks Reports Admin Help
LR A

Navigation _

E Y 7he o] Horne. | Obiects | Froperties | Jobs | Job History
All Dbiects
J’s Department
~4i’s Domain Mame Service [DNS) Main Tasks Status
- Environment Welcome to the Data Manager, Perform these tasks to set up data colection for the systems you 24 Systems found
s Function are going to analyze for this assessment. Learn more. . 14 Consolidatable systems
s 1P Subret @ 1. Setup Wizard Colector registered
onation Configure data collection and login accounts for connecting to systems. Data sent
iciosoft Active Directory p ) .
iciosoft Lan Manager @ 2. Import Systems or Discover Domains Discover Systems
@ User Defined Find systems to analyze by importing them from a file or discovering them on a network,
W UserDefines If you have discovered domains, you may want to manage and deactivate domains you
don't want t analyze before you discover systems. SO
3. Test Collection View Test Collection Results
Test whether the collector can comnect to systems and gather data from them, Dashboard
@ 4. Collect Inventory Data
Inventory each system's hardware (CPU, memory, and so or), View missing dats for systems,
@ 5. Collect Performance Data ;
Collect performance data for systems, View Data for systems. 9
& 6. Register Collector Verify Registration 19
Register the collector with the Dashboard, If emors occur, change Internet settings. |
@ 7. Synchronize Data Data Manager installed at the customer site
. Sy
Uplozd data from the collector to the Dashbaard, If errars occur, changs Internet ssttings,
Pause Log

08/31 /2013 07-30.23:0:5168: Program Start Ywate Capaciy Planner Data Manager Yersion 30.0

09/31/2013 07.30.23:0:5169; Coppright 1358-2012, Vhware, Inc. Allrights reserved,

08/31/2013 07-30:231:5165° Manager CreateTables: Creating/Checking Cors Tables

09/71/2013 07.30.23:1:8169, Manager CrealeTables: Database requies update. Frocessing.

08/31/2013 07-30-24-25165° Manager UparadeT ables: Upgrading T ables Statting

09/31/2013 07:30:24:2:8158: Maniager UparadeT ables: Upgrading Tables Complete

08/31/2013 07-30: 2415155 Manager CreateTables. Creating/Checking Core Tables Complete

09/71/2013 07:30:25:2:8168; RegisterModules: Registering Module C:\Program Files (+86)%Mware\hware Capacity Plannerimodules wepCommand.ere
08/31/2013 07-30- 2525163 RiegisterMadules: Registering Module C-\Program Fies (+6)%Mware!Mware Capacity PlannertmodulesiwepDataSyn eve
09/71/2013 07:30:25:2:8168; RegisterModules: Registering Module C:\Program Files (+86)4Mware\Whiare Capacity Plannerimadules'wepDisaver.cve
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The collector or collectors discover systems in the environment and collect inventory and
performance data from the systems. The inventory includes information about the installed
physical hardware, operating systems, and installed software.

1
‘\Q To run VMware Capacity Planner Data Manager on a Windows 7

workstation, use Run as administrator.

Performance data metrics are collected on CPU utilization, RAM utilization, disk capacity,
and disk I/0. This data is then sent securely to the VMware Capacity Planner Dashboard at
https://optimize.vmware.com/ to be analyzed. The following screenshot shows the
VMware Capacity Planner Data Manager processor utilization report:

{41 % Total Processor Utilization EI@
Syztem Mame Current %alue | Previous Yal... | Running fewg. Arith. Mean | Geom. Mean bdiry | [GED |
DB-CITRIX 0.646 327 0.773 0.304 0116 0.000 9155
AT 29.027 0126 4713 1.656 0.036 0.000 40.613
WCE1 0.736 0.1e2 0.437 0.273 0.24 0.000 1.780
P51 0.427 1.628 0.760 0.250 0.009 0.000 5019
[l 3,909 a1 3263 1.373 0.687 0.000 18.288
EMTERPRISEA 99.255 55.973 18.174 E.743 0.301 0.000 100.000
0Tc 0.620 2267 1.996 0.976 0.664 0.000 11.924
SOLDE 0.354 0.255 0521 0170 0.007 0.000 4.370
WC1 29.420 259.420 259.420 29.420 9.920 55,355

Mumber of Records: 9 of 9 Time Left: Done

Set Account... | Activate Deactivate | = Cloze

There can be some challenges to setting up the VMware Capacity Planner. You may encounter
issues with setting up the correct credentials required for data collection and configuring
Windows Firewall and services to allow the data collection. These issues are common.

The following table includes the services and ports that must be open on target systems to
allow the Capacity Planner collector to collect data:

Service Port
Remote Procedure Call (RPC) TCP/135
NetBIOS Name Service (NBNS) TCP/137
NetBIOS Datagram Service (NBDS) TCP/138
NetBIOS Session Service (NBSS) TCP/139
Microsoft-DS TCP/445
Secure Shell (SSH) (Unix/Linux only) TCP/22
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In order to collect data from Windows systems, Windows Management Instrumentation
(WMI), Remote Registry, and PerfMon must be enabled on the target system. For data
collection on Linux or Unix systems, port 22 must be open and the Secure Shell Daemon
(SSHD) must be running. Account credentials provided must have at least local administrator
rights on the target systems.

Once the inventory and performance data have been collected, the results can be analyzed
and reports can be generated. Some of this information can be viewed and exported from the
VMware Capacity Planner Data Manager, but detailed analysis reports are generated from the
VMware Capacity Planner Dashboard at https://optimize.vmware.com/.

If server hardware constraints have been identified during the discovery process, report
settings can be adjusted. These constraints will then be applied to the Capacity Planner
reporting to determine and show the consolidation ratios that can be obtained using the
different hardware configurations. The following screenshot shows the report settings:

Edit Report Settings

Hardware Selection

Select and adjust the new hardware used for consolidating the systems; the quick assessment table will update automatically.
‘fou can also adjust individual parameters manually using the text fields, Click the "Refresh Table™ button to update the quick assessmd
Only non-zero input values will be considered for scenario recommendations.

Scenario 1: Conservative Type

HW HP - HP ProLiant DL360 G6 w/ 8 CPUs@2300MHz 327 El Make: YMware, Inc.  Model: 8 CPU Cores w/ 32 GB of RAM

AV AE = A FIOLGITO ML 20 a3 W 5 LPUS L SUUUINIF L D33 30D AT

Hl HP - HP ProLiant BL465c w4 CPUs@3000MHz 32765ME RAM

HW HP - HP ProLiant BLA30C w) 16 CPUs@2400MHz 131072ME RAM o

HW HP - HP ProLiant BLES5C w/ & CPUs @3000MHz 65536MB RAM 1009

HW HP - HP ProLiant DL365 w/ 4 CPUs@3000MHz 32768MB RAM 50 MEB/zec
! - i W i

H HP - HP ProLiant DL385 G2 w/ 4 CPUs@3000MHz 32758MB RAM | 10000 Transfers/d

s

HW HP - HP ProLiant DL580 G4 w/ 8 CPUs @3400MHz 65536MB RAM
HW HP - HP ProLiant DL580 G5 w/ 16 CPUs @2930MHz 262144MBE RAM
HwW HP - HP ProLiant DL535 G2 w/ 8 CPUs@3200MHz 131072MB RAM

l.m

HW HP - HP ProLiant ML570 G4 w/ 8 CPUs@3400MHz 65536MB RAM f 32 GB of RAM

Hwy HP - HP ProLiant DL330 G& w/ 8 CPUs @2800MHz 65536MB RAM
H.'l'll’-l-l’ﬁﬂhltl}l.ﬂﬁﬂﬁﬁw 8 CPUsi@2800MHz 32768MB RAM

Hw Hitachi - HITACHI BladeSymphony BS320 x5 2CPUs @2000MHz 98304MB RAM Fibre 1000 GB

Hw Hitachi - HITACHI BladeSymphony BS320 x5 2CPUs @2400MHz 98304MB RAM Fibre

Hw Hitachi - HITACHI BladeSymphony BS320 x5 2CPUs @2660MHz 98304MB RAM Fibre =0 MB/sec
Hw Hitachi - HITACHI BladeSymphony BS320 x5 2CPUs @2930MHz 98304MB RAM Fibre 10000 |Transfers/d

HW Hitachi - HITACHI BladeSymphony BS320 x5 2CPUs @2 130MHz 98304MB RAM Fibre
HW Hitachi - HITACHI BladeSymphony BS320 H5 2CPUs @2000MHz 93304MB RAM
HW Hitachi - HITACHI BladeSymphony BS320 HS 2CPUs @2400MHz 23304MB RAM

E i c
Hy Hitachi - HITACHI EladeSymphony B5320 HS 2CPUs @2650MHz S5304ME RAM P e aAn
LA G, Lo LITT A T il L. Tt Een T B N a1 IR Ea T ta Pa 1 W TH) OO ARAD Dy ARA
Moderate 9 9 1 9:1 0 89
Aggressive 9 9 1 9:1 o B89
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The reports that are available include the Progress Report, which provides an overview
of the status of the assessment, the Executive Summary Presentation, which provides a
high-level summary of the assessment, and the Assessment Report, which provides
information on consolidation ratios and recommendations. Custom reports can also be
generated. The following screenshot shows the consolidation recommendations:

System Consolidation Recommendation

Before Virtualization With VMware Virtualization
Total Eligible | Consolidation | ESX | ESXCPU |ESXMemory =~ Average | Racks | Eligible System | Total System
Systems Systems Scenario and | Hosts Utilization Utilization Memory Per | Saved Consolidation Consolidation
Platform VM Ratio Ratio
] 9 Conservative 1 23.04% 56.27% 3.25GB 0 89% 89%
Type
] 9 Aggressive 1 23.04% 56.27% 3.25GB 0 89% 89%
Type
Conservative Type Aggressive Type
Make: VMware, Inc Make: VMware, Inc.
Model: 8 CPU Cores w/ 32 GB of RAM Model: 8 CPU Cores w/ 32 GB of RAM
CPU: B CPU: 8
Memory: 32 GB Memory: 32 GB

Using Windows Performance Monitor

The Microsoft Windows PerfMon can be used to collect performance information such as CPU
utilization, memory utilization, and disk /0 utilization of the Windows servers.
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How to do it...

In this example, Microsoft Windows PerfMon is used to collect disk I/0 metrics using the
following steps:

1. Open Performance Monitor and use the Data Collector Set wizard to create
a user-defined data collector, as displayed in the following screenshot:

.\'@‘_. Performance Monitor

(%) File Action View Window Help
e 7@ E=Hm
(®) Performance _'jv|EE;x ‘j| B HE |!l |E

4 [ Monitoring Tools

B8 Performance Moni = '| e 'ﬂ
» |4 Data Collector Sets o ata oflector
> L Reports View »

MNew Window from Here
Print
Properties

Help

| S

2. Once the Data Collector Set application has been created, add new Data Collector
to the Data Collector Set, as shown in the following screenshot:

'@‘J Performance Monitor

I@‘J File Action View Window Help
e | zE o= HmEl @

@_\J Performance Mame Status

4 [ Monitering Toals riops
B8 Performance Monitor
a |4 Data Collector Sets
4 3_, User Defined

> |

Stopped

1l

n Syst Stk
I'-\,i Even Stop
1 Start Save Template...
> L Reports Data Manager...
Latest Report
New 4 | Data Collector
MNew Window from Here [

3. Name new Data Collector and select the Performance counter data collector radio
button, as shown in the following screenshot:
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/ @:‘:ﬁ' Create new Data Collector

e

What type of data collector would you like to create?

Mame:

I0PS Caollector

@ Performance counter data collector
() Event trace data collector
() Configuration data collector

() Performance counter alert

Chapter 2

4. Add the following counters for the object _Total instance to the data collector:

o \LogicalDisk\Avg. Disk Sec/Read
o \LogicalDisk\Avg. Disk Sec/Write
o \LogicalDisk\Disk Bytes/Sec

o \LogicalDisk\Disk Reads/Sec

o \LogicalDisk\Disk Writes/Sec

o \LogicalDisk\Split IO/sec

o

\LogicalDisk\Disk Transfers/sec

The screen should look like the one shown in the following screenshot:

28|

-
g I{’E‘_ﬂ_.l Create new Data Collector

Which performance counters would you like to log?

Performance counters:

‘LogicalDisk(_Total\ivg. Disk sec/Read Add...
‘LogicalDisk(_Totalf\ivg. Disk sec/Write

‘LogicalDisk(_Total\Disk Bytes/sec
‘LogicalDisk(_Total\Disk Read Bytes/sec
‘LogicalDisk(_Total\Disk Transfers/sec
‘LogicalDisk(_Total)\Disk Write Bytes/sec
‘LogicalDisk(_Totalj\Split 10/5ec

Sample interval: Units:

5 2] [ssonts

[ MNet |[ Finsh |[ Cancel
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5. Right-click on the new Data Collector Set, select the Stop Condition tab, and change
the stop condition to the period of time for which you want to monitor the Input/
Output Operations Per Second (IOPS), as shown in the following screenshot:

IOPS Properties @
| General | Directory | Securty | Schedule | Stop Condition | Task
Overall duration: Units:
‘ :
Limits

[ Restart the data collector set at limits.

[ Duration: Units:

D :
[ Maimum Size:

0 = Me

[ Stop when all data callectors have finished.

oK | [ cancel |[ ety |[ Hep

6. Data collection for the Data Collector Set can be configured to start manually or can

be scheduled to start at a future date or time. The following screenshot displays the
setting of a schedule for Data Collector Set:

IOPS Properties E

General | Directory | Securty | Schedule | Stop Condition [ Task |

Schedules:

Start Days Begning  Expires —
8:30AM  Everyday 3/6/2013 3/8/2013
,
Folder Action
Active range
Beginning date:
3/ 6/2013 [k
Expiration date:
3/ 8/2013 [EDd
Launch
E Start time:
2:30:00AM = [¥#]Monday [¥] saturday
A Tuesday Sunday
Wednesday
Thursday
Friday

S E
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7. Once the collection process has been completed, you can view the report using the
Reports section of Performance Monitor. The following screenshot shows a sample

report:
(®) Performance Maritor - = [ EF [t
(%) File Action View Window Help HEE
e EX=G|Hm EEH
® Performance BHEE- XS O0FR(NME
4 [ g Monitoring Tools
B8 Performance Monitor
4 [} Data Collector Sets 4
4 [#, User Defined
7 10PS 90
> [y System
| Event Trace Sessions
[ 2 Startup Event Trace Ses &
a [y Reports
4 [, User Defined 70
4 [fj10PS
10PS Collectar.k
System Meniter, 609
o {& System
50
40+
204
204
10
\ ! il ALY L
. 1) AR 1. I sl .
830:02AM  903:30AM  93630AM  100930AM  10:4230AM  111530AM 114830 AM  12:21:30PM  12:5430 PM 1:32:52 PM
1 (1]
[ P21 [ — Average | 0412 Minimum | 0.000 Madmum | 41249 Duration | 5:02:48
Show Color Scale Counter Instance Parent Object Cor*
ica 0000001 Disk Read Butes/sec Total LogicalDisk w

8. Atemplate of the Data Collector Set application can be created in order to easily
import the Data Collector Set on other servers/workstations. This is shown in the

following screenshot:

@“\ P.erformance Mame
4 g Menitoring Tools . S}rstem Monitor Log
B8 Performance Menitor IOPS Collectar
4 _jg Data Collector Sets
4 _3 User Defined
¥ I0PS
i _L Systel Start
_:;i Event Stop
= Start
- o 2 Save Template...
a4 ] Reports
a ﬁ User [ Data Manager...
Cglo Latest Report
» Uk Syste
f" Y MNew 3
View 3

s



The Discovery Process

The total number of IOPS and the 1/0 profile of a server are necessary to architect the
storage required for a virtualized environment correctly. The IOPS and 1/0 profile are helpful
in determining which Redundant Array of Independent Disks (RAID) level to use with the
number of and the type of disk to be used in order to support the server storage workload.

Windows PerfMon can also be configured to collect metrics associated with CPU and memory
usage by simply adding the associated counters to the Data Collector Set.

There's more...

Most organizations will have some form of network- or resource-monitoring system in place,
such as Nagios, SolarWinds, Splunk, or vRealize Operations Manager. The information
monitored and collected by these systems will be useful for the current state assessments.
The SMESs should be asked whether there is monitoring in place and whether there is access
to the data collected by these systems.

Many vendors also perform free infrastructure assessments. Often, these free assessments
are not thorough enough to provide the details necessary for a complete current state
assessment, but they can provide some good information. Again, the project SMEs will be
asked whether any type of assessments have been done.

Conducting a VMware Optimization

Assessment

The VMware Optimization Assessment (VOA) is an enhanced evaluation of vRealize
Operations Manager. It includes reports providing information about the configuration,
capacity, and performance of a vSphere environment. This information is useful for an
administrator or architect validating an existing vSphere deployment or planning an expansion
to an existing vSphere deployment.

The VOA will provide useful insights into a virtual environment by providing detail analytics.
The VOA also does the following:
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» Provides information on misconfigured clusters, hosts, and virtual machines

» ldentifies potential performance problems with root-cause analysis

» Analyzes virtual machine resource to identify undersized and/or oversized virtual
machines providing opportunities to the right-size environment

The information gathered during a VOA will allow an administrator or architect the ability to
quickly identify health issues, risks to the environment, and areas where efficiency can be
improved.

How to do it...

Follow these steps to obtain, deploy, configure, and conduct an optimization assessment
using the VOA appliance:

1. Visit https://www.vmware.com/assessment/voa and download the VOA
appliance.
Import the VOA appliance OVA into the vCenter inventory.

Power on the VOA appliance and access the VOA appliance's IP address with a web
browser to launch the vRealize Operations Manager Initial Setup wizard and choose
Express Installation, as shown in the following screenshot:

Get Started

vRealize Operations Manager Initial Setup

Welcome to vRealize Operations Manager.
Choose one of the options below to get started.

-
11

Express Installation New Installation Expand an Existing Installation

4. Setthe administrator password when prompted by the vRealize Operations Manager
Initial Setup wizard.

Eis


https://www.vmware.com/assessment/voa

The Discovery Process

5. Configure vCenter Adapter by providing Display name, the vCenter Server IP
address, and Credential. Use the Test Connection button to test connectivity and
credentials. Be sure to save the settings using the Save Settings button once the test
is successful. The vCenter Adapter configuration window is shown in the following

screenshot:

Manage Solution - VMware v Sphere 2
Adapter Type Description Instances Version Provided by
vCenter Adapter Frovides the connection informationand ... 1 2.02511124 ViMware Inc.
vCenter Python Actions Adapter Frovides actions for vCenter objects usin... 0 1.02511126 ViMware Inc.

Adapter Settings

+ X

Instance Mame &

Display name | vCenter

vCenter Description

Basic Settings

vCenter Server |192.168.1.27

Credential vCenter w7 4 7

Test Connection

Page |1 of 1 .:'E‘ Manage Registrations Save Settings

Close

6. Once vCenter Adapter is configured, it will begin collecting performance and
configuration information from the configured vCenter Server.

7. Access the VOA appliance with a web browser to view information on environment
health, risks, and efficiency.

NED
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Once deployed and configured, the VOA appliance begins collecting information about the
virtual environment. The information is analyzed and displayed as part of the VOA dashboard.
Health, Risks, and Efficiency of the environment are displayed in the VOA dashboard, as
shown in the following screenshot:

Environment Health xF 7 Environment Risk xF 7 Environment Efficiency xF 7

Health Risk Efficiency
Immediate issues Future issues Ellflgllojrlt[,ﬁ[ill?;g

Population criticality over time Population criticality over time
100% 100%

Why is health Good?

The VOA reporting is split up into three phases. The phases correspond with specific metrics
that will be available over time as the VOA appliance collects and analyzes information from
the environment. The following phases make up the optimization assessment:

» Phase 1-the configuration phase: This phase provides analysis of the configuration
of the environment and corresponds with the Environment Health dashboard. The
information in this phase is available within 24 hours of deploying the VOA appliance.

» Phase 2-the performance phase: This phase provides analysis of performance
information in the environment and identifies risks associated with exceeding
available capacity and performance. This phase requires VOA collection for 5 to 7
days.

» Phase 3-the optimization phase: In this phase, the areas where capacity and
performance can be optimized are identified. This includes details such as virtual
machines with resources that have been over allocated. This final phase requires the
collection of environment data by the VOA over a period of about 21 days.
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Preconfigured reports are included for each phase of the VOA. These reports can be
generated for the VOA appliance, as shown in the following screenshot:

Report Templates Generated Reports

¢ /X2 E- % All Filters =

Name =~ Subject = | Modified Last run Qwner

[VOA] Consolldated.Assessment Report Alerts Rollup, Cluster Compute R_.. - _ admin
Generated reports (0) | Schedules (0)

[:’OA] bhasell Cor.'lfl.gurallon Reppnlng Cluster Compute Resource, Host - - admin
Generated reports (0) | Schedules (D)

[HVOA] Phase 2 Per?fo.rmﬁance Repqr‘(lng Alerts Rollup, Host System, Virtua... - - admin
Generated reports (0) | Schedules (D)

[vOA] Phase 3 Capacity Reporting

. e b Cluster Compute Resource, Host ... - - admin
Generated reports (0) | Schedules (D)

These preconfigured reports provide valuable insight to assist an architect in determining
what will be necessary to meet requirements around growth or expansion of an existing
vSphere environment.

Identifying dependencies

A dependency is a relationship among systems or services. During the discovery process,
dependencies should be identified and documented. In Chapter 1, The Virtual Datacenter,
we discussed the importance of taking a holistic view when designing a virtualized
environment. Identifying dependencies is the key to the holistic approach of designing.

How to do it...

An architect must identify dependencies in order to understand what effect a design
decision or change may have on other services. The architect should identify the following
dependencies:

» Physical infrastructure dependencies
» Application and service dependencies

Dependencies can be service-to-service; for example, a web application depends on a
frontend web server and a backend database. Dependencies can be service-to-infrastructure;
for example, the web application requires a static IP address and a minimum of 10 MB of
network bandwidth.

=)



Chapter 2

Physical and infrastructure dependencies are generally easier to discover and are commonly
documented. Applications will have dependencies, which include server resources, network
resources, and storage resources. Infrastructure dependencies that are not documented are
often readily discovered as part of the current state assessment. The following table is an
example of how physical application dependencies can be documented:

Application (01 CPU Speed | RAM Network | Network | Storage
cores | (GHz) (GB) (GBps) (VLAN)

IS Win2k8 R2 4 2.7 16 1 22 50 GB

SQL database | Win2k8 R2 8 2.7 32 1 22 1TB

Service-to-service or application-to-service dependencies can be a bit more difficult to
discover. Application owners, application developers, application documentation, and
application vendors will be the best sources to determine these dependencies.

The following diagram is an example of how service dependencies can be mapped and
documented:

o

File Server

T

Database

o

-ar -

]

Application Server

al)

3

Web Server

Understanding the dependencies will help an architect understand how a change made

to one area of the design may have an effect on another area of the design. Mapping

and documenting application dependencies will provide the necessary information to
properly design a solution for business continuity and disaster recovery. Understanding the
dependencies will also aid in troubleshooting issues with the design implementation.
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Beware that there may be undocumented dependencies that are not easily discovered. This
can often be a risk to the design, especially in an organization with a legacy of unsupported
applications or applications developed in-house that have not been properly documented.

| have seen issues where a specific configuration such as an IP address or a file location
has been hardcoded into an application and not documented. A change is made to the
environment, and hence, the application becomes unavailable. Dependencies of this type
can be extremely difficult to plan for and discover.
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In this chapter, we will cover the following topics:

» ldentifying design requirements
» ldentifying design constraints

» Making design assumptions

» ldentifying design risks

» Creating the conceptual design

Introduction

During the discovery process, information is collected on the business and technical goals of
the virtualization project. This information must be analyzed in order to determine the design
factors.

The design factors that must be determined are as follows:

» Requirements
» Constraints
» Assumptions

» Risks
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Determining the requirements, making and proving assumptions, determining constraints,
and identifying risks form the conceptual design and provide the foundation to build on for
the logical design. Business and technical design factors identified as part of the conceptual
design will be mapped to the resources that are necessary to satisfy them during the logical
design process. The conceptual design stage is the next phase in the design process as
shown in the following diagram:

[ Discovery j [ Physical Design j—»[ Approval j

. i .

[Conceptual Design]—»[ Logical Design j [ Implementation j

In our example design, after conducting interviews with stakeholders and performing
technical assessments of the environment, the following information has been collected about
the project's goals, current environment, and business factors that will influence the design:

4

Currently, there are 100 physical servers, each hosting a single application. Each
application services 10 customers.

The business expects to add 50 new customers over the next year.
It expects to support growth over the next 5 years.
Application uptime and accessibility is very important.

Consolidate physical servers to reduce hardware costs associated with the
maintenance and deployment of new application servers.

No more than 20 application servers or 200 customers should be affected by a
hardware failure.

There should be a one-hour maintenance window each month for application and
hardware maintenance. Hardware maintenance is currently a challenge. Since
hardware and application maintenance cannot be performed at the same time, the
maintenance window does not typically provide the time required to perform both
application and hardware maintenance.

Application servers run Microsoft Windows 2008 R2 as the operating system.

Each application server is configured with 8 GB of memory. The peak usage of a
single application server is approximately 65 percent or approximately 5.2 GB.
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» Each application server is configured with two dual-core 2.7 GHz processors. The
peak usage of a single application server is approximately 10 percent of the total or
approximately 1 GHz.

» Each application server is configured with 100 GB of disk space. The peak disk
capacity usage of a single application server is approximately 65 percent of the total
or 65 GB. The peak disk performance of a single application server is 50 IOPS with
an 10 profile of 90 percent read and 10 percent write.

» Currently, the stakeholders are using HP DL360 servers. The infrastructure team is
very familiar with the management and maintenance of these servers and wants to
continue using them.

» Currently, there is no shared storage. The current system and infrastructure
administrators are unfamiliar with the shared storage concepts and protocols.

» Cisco switches are used for network connectivity. Separate VLANSs exist for
management connectivity and production application connectivity.

» Currently, each physical server contains a single gigabit network interface card.
Peak network usage is 10 Mbps.

» Server logs are auditable and must be retained for 6 months. All logs should also be
sent to a central syslog server that is already in place.

» If an application server fails, the current recovery time is around 8 hours. The solution
should reduce this time to less than 4 hours.

» The management team expects the implementation to be completed before the
third quarter.

» There is an approved project budget of $200,000.
In this chapter, we will use this information to determine the design factors in order to create

the conceptual design. Throughout the design process, each design decision is mapped back
to these design factors.

Identifying design requirements

The design requirements specify the functions that the design must perform and the
objectives that the design must meet.

There are two types of requirements: functional requirements and nonfunctional
requirements. Functional requirements specify the objectives or functions that a design
must meet. Nonfunctional requirements define how the design accomplishes the functional
requirements.

Typical functional requirements include the following:

» Business goals

» Business rules
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» Legal, regulatory, and compliance requirements
» Application system requirements
» Technical requirements

» Administrative functions
Typical nonfunctional requirements include the following:

» Performance

» Security
» Capacity
» Availability

» Manageability
» Recoverability
When identifying and defining the requirements, separate the functional requirements from

the nonfunctional requirements. Nonfunctional requirements are design constraints and will
be documented separately.

Since functional requirements define what the design must accomplish, once identified and
approved, these requirements typically cannot be easily changed during the design process.

How to do it...

1. Analyze the business and technical information collected during the discovery
process.

2. Determine the functional and nonfunctional requirements of the design.
Document the design requirements.

When defining the requirements, each requirement should be clearly stated and specified.
Define requirements individually; multiple requirements should not be combined into a single
requirement.

During the discovery process, the following information about the current size of the existing
environment was identified:

» Currently, there are 100 physical servers, each hosting a single application. Each
application services 10 customers.

» No more than 20 application servers or 200 customers should be affected by a
hardware failure.
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» Consolidate physical servers to reduce the hardware costs associated with
maintaining and refreshing the hardware of the existing application servers.

One of the goals of the project is to consolidate the physical servers in order to reduce
hardware costs. An example design requirement to support this might be as follows:

» Consolidate existing physical servers

This requirement is vague and, with the information available from the discovery, the
requirement should be more specific. Based on the number of existing physical servers
and the maximum number of customers that should be impacted during a hardware failure,
a better requirement example may be as follows:

» Consolidate the existing 100 physical application servers down to five servers
Information about the expected growth of the environment was also discovered:

» The business expects to add 50 new customers each year
» It expects to support growth over the next 5 years

Based on this information, there is a requirement that the environment must be designed to
provide the capacity necessary to support future growth. An example requirement to support
this might be:

» Provide sufficient capacity to support growth

Again, this requirement is very vague and does not provide any information about how much
the growth will be or over what period of time growth is expected. From the discovery, it is
known that the business expects to add 50 new customers over the next year. Each server
hosts a single application, which will provide service for 10 customers. The solution should
support growth over the next 5 years.

Using this information, a requirement that specifies the growth that should be supported and
the time period over which this growth is expected is as follows:

» Provide capacity to support growth for 25 additional application servers over the
next 5 years

The architect can also determine the availability of requirements for hardware maintenance
and application resiliency:

» A 1-hour maintenance window must be there each month for application and
hardware maintenance. Hardware maintenance is currently a challenge. Since
hardware and application maintenance cannot be performed at the same time, the
maintenance window does not typically provide the time required to perform both
application and hardware maintenance.

» Application uptime and accessibility is very important.
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» No more than 20 application servers or 200 customers should be affected by a
hardware failure.

From this information, the requirement that might be identified is that the server hardware
maintenance should not affect application uptime, and redundancy should be maintained
during hardware maintenance operations.

The problem with this requirement is that it includes two separate requirements: one
requirement is for application uptime, and another requirement is for redundancy. These
requirements should be split into two individual requirements.

Server hardware maintenance should not affect application uptime.

Provide N+2 redundancy to support a hardware failure during
normal and maintenance operations.

There's more...

Once the functional requirements have been identified and defined, the requirements

should be recorded in the design documentation as part of the conceptual design. There

are a number of formats that can be used, such as bulleted lists and numbered lists, but a
simple table works well. Assigning an ID to each requirement makes it easier to reference the
requirement later in the design document:

Y

ID Requirement

ROO1 Consolidate the existing 100 physical application servers down to five servers

R0O02 Provide capacity to support growth for 25 additional application servers over
the next 5 years

RO03 Server hardware maintenance should not affect application uptime

RO04 Provide N+2 redundancy to support a hardware failure during normal and

maintenance operations

Identifying design constraints

The design constraints are factors that restrict the options the architect can use to satisfy
the design requirements. Once the functional and nonfunctional requirements have been
identified, they are separated. The nonfunctional requirements that define how requirements
must be satisfied become the constraints on the design.
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Design constraints include the following:

» Technology constraints such as hardware vendors, software solutions, and protocols

» Operational constraints such as performance and accessibility

» Financial constraints such as budgets
Unlike functional requirements, the constraints and nonfunctional requirements may change
during the design process. This holds true especially if the constraint introduces risks into
the design. For example, if an identified constraint that requires a specific model of hardware

to be used prevents the design from satisfying a functional requirement, the constraint may
need to be changed or adjusted.

How to do it...

1. Analyze the business and technical information collected during the discovery
process.

2. Determine the nonfunctional requirements of the design. Nonfunctional requirements
are constraints on the design.

3. Identify any other constraints on the design.
4. Document the design constraints.

As with functional requirements, when defining nonfunctional requirements or constraints,
they should be clearly stated and specified. Define each constraint individually; do not
combine multiple nonfunctional requirements into a single constraint. Currently, HP DL360
servers are used. The infrastructure team is very familiar with the management and
maintenance of these servers and wants to continue using them.

This statement does not identify something the design must do. It is placing a constraint
on the design by providing a specific type of hardware that should be used. Following is an
example of the constraint that can be formed from this statement:

» HP DL360 servers should be used for compute resources

Budgetary constraints affect nearly all the projects. There will likely be a limit on the amount
of money a company will want to spend to accomplish a goal.

If a budget has not been established for a project, it is likely that the
s business has not committed to the project. Beware of the infinite budget.
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During the design discovery, the following budget was identified for this project:
» There is an approved project budget of $200,000
This budget constraint can simply be stated as: A project budget of $200,000.

Operational constraints are also common. Often, there will be existing processes or policies in
place that will need to be factored into the design. Often, you will need to accommodate the
existing monitoring and management applications in the design. An example of an operational
requirement is as follows:

» Server logs are auditable and must be retained for 6 months. All logs should also be
sent to a central syslog server that is already in place.

Here, a functional and nonfunctional requirement can be identified. The functional
requirement is that the server logs are auditable and must be retained for 6 months. This
functional requirement defines something the design must do, but there is also a constraint
on how the design must accomplish this, using syslog to send logs to a central server. Based
on this information, the constraint is as follows:

» Syslog should be used to send server logs to an existing central syslog server

There's more...

Constraints should be documented as part of the conceptual design. Just as you used a table
to document the design requirements, using a simple table works well when documenting the
design constraints. Each constraint is assigned an ID, so it can be easily referenced later in
the design document:

ID Constraint

Cco01 HP DL360 servers should be used for compute resources

C002 A project budget of $200,000

C003 Syslog should be used to send server logs to an existing central syslog server

Making design assumptions

Assumptions are made by the architect and have not yet been validated. Assumptions are
not accepted as a fact until they have been validated. As part of the design process, each
assumption needs to be validated as a fact. If an assumption cannot be validated, a risk will
be introduced into the design.
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How to do it...

Any assumptions that are made will need to be defined and documented as follows:

» ldentify any assumptions that have been made about the design
» Document the design assumptions

Common assumptions relate to power, space, and cooling. A common example of an
assumption that an architect may make is as follows:

» There is sufficient power, cooling, and floor/rack space available in the datacenter to
support both the existing and consolidated environment during the migration

When working through the physical design, the power, cooling, and space requirements will
need to be identified and the assumption validated. A goal of this project is to consolidate
the existing physical servers. The overall need for power, cooling, and space will be reduced
once the project is complete, but enough of these resources need to be available to support
both the existing physical environment and the new consolidated environment during the
consolidation process.

A requirement was identified based on the discovery information to provide N+2 redundancy.
This is documented as a requirement as shown in the following table:

RO04 Provide N+2 redundancy to support a hardware failure during normal and
maintenance operations

This requirement was defined based on the following discovery information:

» A 1-hour maintenance window each month for application and hardware
maintenance. Hardware maintenance is currently a challenge. Since hardware and
application maintenance cannot be performed at the same time, the maintenance
window does not typically provide the time necessary to perform both application and
hardware maintenance.

» Application uptime and accessibility is very important.
What assumption may have been made when defining this requirement?

An assumption was made, based on the importance of application uptime and accessibility,
that there should be sufficient resources to provide redundancy not only during normal
operations but also in the event of a host failure, when a host may be unavailable due to
maintenance being performed:

» Resources should be provided to support a host failure during both normal and host
maintenance operations
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A requirement to support growth in the environment was also defined:

» The business expects to add 50 new customers over the next year
» It expects to support growth over the next 5 years

This requirement is documented as shown in the following table:

R0O02 Provide capacity to support growth for 25 additional application servers
over the next 5 years

An expected growth of 50 customers over the next year was identified, but the design is
expected to support growth over the next 5 years. To create this requirement, an assumption
was made that growth would be the same over years two through five:

» Growth is calculated based on the addition of 50 new customers each year over the
next 5 years

The company may have a forecast for growth that exceeds this. If this assumption is incorrect,
the design may not meet the defined requirement.

There's more...

Assumptions should be documented in the design document. As with documenting design
requirements and constraints, use a table for this. Each assumption is assigned an ID, so that
it can be easily referenced later in the design document:

ID Assumption

AOO01 Sufficient power, cooling, and floor/rack space is available in the datacenter to
support the existing and consolidated environment during the migration

A002 Resources should be provided to support a host failure during both normal and
maintenance operations

AOO03 Growth is calculated based on the addition of 50 new customers each year over
the next 5 years

Identifying design risks

Risks include anything that may prevent the design from satisfying the requirements.

Design risks include the following:

» Technical risks
» Operational risks

» Financial risks
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Risks are often introduced through constraints or assumptions that have not been proven.
Risks resulting from assumptions are mitigated by validating them.

How to do it...

Throughout the design process, design decisions should mitigate or minimize risks by
following this process:

1. Identify any risks associated with the design requirements or assumptions.
2. Validate assumptions to reduce the risks associated with them.
3. Determine how design decisions will help mitigate or minimize risks.

There are a few risks in the design based on the discovery information, assumption, and
constraints.

As part of the discovery process, the following risk was noted:

» Currently, there is no shared storage. The current system and infrastructure
administrators are unfamiliar with the shared storage concepts and protocols.

These operational risks were identified during discovery. The operational risks can be
minimized by providing implementation and operational documentation.

A technical constraint that may also introduce risks is as follows:

Co01 HP DL360 servers should be used for compute resources

This constraint may introduce some risks to the environment if the capabilities of the HP
DL360 servers are not able to fulfill the requirements. Can the servers be configured with the
processing and memory required by the requirements? Are there enough expansion slots to
support the number of network ports or HBAs required? It may be necessary to remove or
change this constraint if the HP DL360 server is not able to fulfill the technical requirements
of the design.

An assumption was also made with regards to the growth of the environment over the
next 5 years:

» Growth is calculated based on the addition of 50 new customers each year over the
next 5 years

If this assumption is not validated and growth is forecasted by the company to be higher in 2
to 5 years, the design will be at risk of not meeting the growth requirements. Validating this
assumption will mitigate this risk.
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Creating the conceptual design

The conceptual design is created with the documentation of the requirements, constraints,
and assumptions. The design documentation should include a list of each of the design
factors. The conceptual design guides the design. All logical and physical design elements
can be mapped back to the conceptual design in order to provide justifications for design
decisions.

How to do it...

To create the conceptual design, follow the given steps:

1. Use the design factors to form the conceptual design.
2. Organize the design factors to be easily referenced during the design process.
3. Create high-level diagrams that document the functional blocks of the design.

The conceptual design should include a brief overview that describes the key goals of the
project and any factors that may drive the business decisions related to the project. The
conceptual design includes all the identified requirements, constraints, and assumptions.

The following paragraphs explain an example of conceptual design.

The primary goal of this project is to lower hardware cost through the consolidation of physical
application servers. The design will increase application uptime and resiliency and reduce
application recovery time.

The design will attempt to adhere to the standards and best practices when these align with
the requirements and constraints of the design.

Design requirements
Requirements are the key demands on the design. The design requirements are as follows:

ID Requirement

ROO1 Consolidate the existing 100 physical application servers down to five servers

R0O02 Provide capacity to support growth for 25 additional application servers over
the next 5 years

ROO3 Server hardware maintenance should not affect application uptime

RO04 Provide N+2 redundancy to support hardware failure during normal and

maintenance operations
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Design constraints

Constraints limit the logical decisions and physical specifications. Constraints may or may not
align with the design objectives. The design constraints are as follows:

ID Constraint

C0o01 HP DL360 servers should be used for compute resources

C002 A project budget of $200,000

C003 Syslog should be used to send server logs to an existing central Syslog server
Assumptions

Assumptions are the expectations of a system that have not yet been confirmed. If the
assumptions are not validated, risks may be introduced. Assumptions are as follows:

ID Assumption

A0O1 There is sufficient power, cooling, and floor/rack space available in the datacenter
to support the existing and consolidated environments during the migration

AO02 Resources should be provided to support a host failure during both normal and
maintenance operations

AO03 Growth is calculated based on the addition of 50 new customers each year over
the next 5 years

The conceptual design can also include diagrams that provide high-level overviews of the
proposed design. Conceptual diagrams of the functional blocks of the design include the
virtualization infrastructure, storage, servers, and networking. A conceptual diagram does
not include specifics about resources required or hardware vendors. Here is an example of a
conceptual diagram that shows how the virtualization infrastructure will leverage the existing
physical network:

vSphere ESXi HA/DRS Cluster

A o

C Existing Physical Network Infrastructure >

C IP Storage > C Virtual Machine Network >
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The diagram shows, at a very high level, how servers will be placed in a vSphere High
Availability (HA)/Distributed Resource Scheduler (DRS) cluster. The existing physical
network infrastructure will be leveraged to provide connectivity for IP storage and the virtual
machine networks. The diagram does not include any specifics about the type of servers, type
of array, or the resources required, but it provides an overview of how the different parts of the
design will work together.




vSphere Management
Design

In this chapter, we will cover the following recipes:

» ldentifying vCenter components and dependencies
» Selecting a vCenter deployment option

» Determining vCenter resource requirements

» Selecting a database for the vCenter deployment

» Determining database interoperability

» Choosing a vCenter deployment topology

» Designing for management availability

» Designing a separate management cluster

» Configuring vCenter Mail, SNMP, and Alarms

» Using Enhanced Linked Mode

» Using the VMware Product Interoperability Matrix
» Backing up vCenter Server components

» Upgrading vCenter Server

» Designing a vSphere Update Manager Deployment
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Introduction

This chapter discusses the design considerations that should be taken into account when
designing the management layer of the virtual infrastructure. We will look at the different
components that make up vCenter. You will learn how to size them correctly and how to
ensure compatibility between VMware products deployed in the environment. This chapter
also covers the different deployment options for vCenter and its components as well as the
importance of the availability, recoverability, and security of these components.

The following diagram displays how management design is integrated into the design process:

[ Discovery j [ Physical Design j—»[ Approval j

T

[Conceptual Designj—{ Logical Design j [ Implementation j
[Management]( Storage )( Network )( Compute )

Questions that the architect should ask and answer during the management design process
are as follows:

>

>

What components are necessary to manage the virtual environment?

How will management components be deployed?

What resources are required to support the management components?

What impact will the loss of a management component have on the environment?
How to recover from the loss of a management component?

How to upgrade and patch management components?
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Identifying vCenter components and

dependencies

The vCenter Server provides the central configuration and management of the ESXi servers
and the services provided by the virtual infrastructure. vCenter 6.x is composed of several
components and services such as the Platform Services Controller (PSC), the vCenter Server
Database, and the vCenter Server.

How to do it...

1. Identify the following core components and services of vCenter 6.x:

Q

The VMware PSC was introduced in 6.x. The PSC handles security functions
in the vSphere infrastructure. The PSC provides the vCenter Single Sign-On
(SS0) service, licensing management, registration services, and the VMware
Certificate Authority (VMCA). The PSC can be deployed as a standalone
server or be embedded on the same server with other required vCenter
components.

The vCenter SSO is deployed as part of the PSC in vSphere 6.x. SSO provides
identity management for administrators, users, and applications that interact
with the VMware vSphere environment. Active Directory (AD) domains and
Open Lightweight Directory Access Protocol (OpenLDAP) authentication
sources can be added to provide authentication to the vCenter management
components.

VMware Certificate Authority (VMCA) issues certificates for users
accessing vCenter Services, machines providing vCenter Services, and
ESXi hosts. The VMCA service is new to vSphere 6.x and is deployed with
the PSC. The VMCA not only issues and manages certificates to vSphere
services and components, but it also acts as Certificate Authority (CA)
for these certificates. The VMCA can be used as a subordinate CA in an
enterprise CA environment.

The VMware vCenter Server provides the configuration, access control,

and performance monitoring of ESXi/ESX hosts and virtual machines that
have been added to the inventory of the vCenter Server. In vSphere 6.x, the
VMware vCenter Inventory Service, the VMware vSphere Web Client, the
VMware Content Library Service, and other services not provided by the
PSC are all installed with the vCenter Server.

The VMware vCenter Inventory Service maintains application and inventory
data, so inventory objects including datacenters, clusters, folders, and virtual
machines can be searched and accessed. In a vCenter 6.x deployment, the
vCenter Inventory Service is installed on the vCenter Server.
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[m]

The VMware vSphere Web Client allows the connections made to vCenter
to manage objects in its inventory using a web browser. Many of the new
features and capabilities since vSphere Version 5.1 can only be configured
and managed using the VMware vSphere Web Client. To access and
configure new features in vSphere 6, the vSphere Web Client is required.
The vSphere Web Client Server is installed with the vCenter Server.

The vCenter Server requires a database to store configuration, logs, and
performance data. The database can be an external Microsoft SQL, Oracle
database server, or the embedded vPostgreSQL database. An external
Microsoft SQL Database is only supported with a Windows vCenter
Deployment.

2. ldentify the common dependencies required to install vCenter and the PSC:

[m]

[m]

DNS: Forward and reverse name resolution should be working properly for all
systems. Ensure that systems can be resolved by the Fully Qualified Domain
Name (FQDN), the short name or hostname, and the IP address.

Time: Time should be synchronized across the environment.

Each vCenter Server component or service has a set of dependencies. The following diagram
illustrates the core vCenter Server dependencies:

Platform Services Controller (PSC)
| Single Sign-On (SS0) |

| VMware Certificate Authority (VMCA) |

| Licensing |

DNS
Time Syncro

nization T

R G vCenter Database

| vCenter Inventory Service | Embedded PostgreSQL
or

— Microsoft SQL
| or
Oracle DB

| VirtualCenter Server

| VMware vSphere Web Client |

&)
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As with earlier vCenter versions, the vCenter 6.x installation media includes several other
tools that provide support and automation to deploy, manage, patch, and monitor the vSphere
virtual environment. These tools can be installed on the same server as other vCenter Server
components or on a separate server. The tools include the following:

» VMware vSphere Update Manager (VUM): This provides a central automated patch
and version management for ESXi hosts and virtual appliances. VUM can be installed
on the vCenter Server when running on Windows, but it must be installed on a
separate Windows Server when using the VCSA.

» ESXi Dump Collector: This collects memory dumps over the network in the event of
an ESXi host encountering a critical error.

» VMware vSphere Syslog Collector: This enables network logging and combines the
logs from multiple hosts.

» VMware vSphere Auto Deploy: This provides the automated deployment and
configuration of ESXi hosts.

Selecting a vCenter deployment option

There are a number of deployment options available to deploy vCenter. The vCenter Server
can be deployed on a dedicated physical server running a 64-bit Windows server operating
system, on a virtual machine running a 64-bit Windows server guest operating system, or as a
Linux-based virtual appliance. vCenter components can be installed on a single server, or the
components can be installed on separate virtual or physical machines.

How to do it...

Regardless of the deployment option selected, the vCenter Server components must be
installed and configured in a specific order so that the service dependencies are met.

The order of installation of the vCenter Server components is as follows:

1. Deploy VMware Platform Services Controller.
2. Deploy vCenter Server.

3. Other supporting components - VMware Update Manager, VMware Syslog Service,
ESXi Dump Collector, and so on.
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Deploying the vCenter Server components on a virtual machine is a practice recommended by
VMware. When vCenter is deployed on a virtual machine, it is possible to take advantage of the
portability and availability provided by the virtual infrastructure. One of the primary advantages
of deploying vCenter components on virtual machines is that VMware High Availability (HA)
can be leveraged to protect the management environment from a hardware failure or a virtual
machine crash.

The vCenter Server Appliance (VCSA) is a preconfigured Linux-based virtual machine that
has been optimized to run the vCenter Server and the associated services. It includes a
PostgreSQL-embedded database. A remote database connection can be configured to support
larger deployments.

Limitations of the VCSA are as follows:

» Microsoft SQL is not supported as a remote database
» VUM must be installed on a separate Windows server

The vCenter Linked Mode creates groups of vCenter Servers that can be managed centrally.
Logging in to one member of the vCenter Linked Mode group allows an administrator to view
and manage the inventories of all the vCenter Servers in the group. vCenter 6.x provides an
Enhanced Linked Mode that allows us to link both VCSA and the Windows vCenter Server
deployments.

The PSC, vCenter Server Services, and other supporting components can all be installed on
a single Windows server, or each component can be installed on a separate server. Installing
all the components on a single server simplifies deployment to support a small environment.
Installing each component on a separate server adds some complexity, but allows the
resources for each service to be adjusted as necessary and provides flexibility for larger
deployments.

Determining vCenter resource requirements

The minimum system requirements for the vCenter Server are dependent on the size of the
environment managed by the vCenter Server. Sizing vCenter Server correctly will ensure
proper operation. The size of the vCenter inventory, the number of hosts, and the number of
virtual machines all have an impact on the amount of resources required. Running multiple
vCenter Server components, an embedded PSC, for example, also determines the amount of
resources that will need to be allocated to the vCenter Server.
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How to do it...

The following steps will help you determine the vCenter system requirements:
1. Estimate the number of host and virtual machines that will be managed by the
vCenter Server.

2. Determine whether all the vCenter Server components will be installed on a single
server or on separate servers.

3. Size the vCenter Server to support the managed inventory.

The vCenter Server 6.x system requirements based on inventory size are given in the
following table:

Inventory size Number of 2 GHz Memory
CPU cores

Tiny 2 8 GB

10 hosts/100 virtual machines

Small 4 16 GB

100 hosts/1000 virtual machines

Medium 8 24 GB

400 hosts/4,000 virtual machines

Large 16 32GB

1,000 hosts/10,000 virtual machines

The PSC can be installed on separate physical or virtual machines. The following table lists
the minimum requirements for the PSC, if installed on separate physical or virtual machines:

Component 2 GHz CPU cores Memory
PSC 2 2 GB

If the PSC and vCenter Server are all installed on the same machine, the recommended
minimum requirements are four CPUs of 2 GHz and 10 GB of RAM. If the databases
are installed on the same machine, additional CPU, memory, and disk resources will be
necessary.

(&5}
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In vSphere 6.x, the vCenter Server Appliance sizing requirements mirror those of the vCenter
on Windows Server based on the size of the managed environment. When deploying the
VCSA, the inventory size is selected (tiny, small, medium, or large), and the VCSA appliance
is configured with the required resources, as shown in the following screenshot:

Ij VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Select appliance size

Specify a deployment size for the new appliance
+ 2 Connect to target server pech POy op

+ 3 Setup virtual machine Appliance size:

Tiny {up to 10 hosts, 100 VMs)
" 4 Select deployment type

Tiny (up fo 10 hosts, 100 VMs)
+ 5 Configure Single Sign-On Small {up to 100 hosts, 1,000 5
) _ Medium (up to 400 hosts, 4 /Ms)
|9 SR ERIC T T Large (up to 1000 hosts, 10,000 VIMs)

Description:

This will deploy a Tiny VM configured with 2 vCPUs and & GB of memory and requires 120 GB of disk space.
These resources will be used by the vCenter Server services.

Back Next Cancel

There's more...

VMware and third-party plugins and applications may require their own resources. For
example, if VUM is installed on the same machine as other vCenter components, the CPU,
memory, and disk capacity requirements will need to be adjusted to support the additional
resources required.

Selecting a database for the vCenter

deployment

The vCenter Server requires a supported database to be deployed to store virtual infrastructure
configuration information, logging, and performance statistics. The vCenter Server Appliance
and the vCenter Server on Windows both support an embedded or external database.
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How to do it...

Perform the following steps to select a database for the vCenter deployment:

1. Estimate the number of host and virtual machines that will be managed
by the vCenter Server.

2. Choose a supported database platform that is suitable to support the
vCenter inventory.

The database stores configuration and performance information. The three database
deployment options are as follows:

» Use the embedded vPostgreSQL database on the VCSA or the bundled vPostgreSQL
database, if installing the vCenter Server on Windows

» Install a full database server locally on the same server as the vCenter Server
components

» Connect to a database hosted on a remote server

The embedded database included with the VCSA can support an inventory of up to 1,000
hosts and 10,000 virtual machines, which makes it a suitable option for even very large
deployments. The embedded vPostgreSQL on Windows, which can be deployed as part of
the vCenter Server Windows install, is intended for smaller deployments of up to 20 hosts
and 20 virtual machines. If a Windows vCenter Server is deployed using the embedded
databases where the inventory is expected to grow beyond 20 hosts and 200 virtual
machines, a different supported database option should be selected.

The Microsoft SQL Express Database is no longer supported in vCenter 6.x. When upgrading
a vCenter 5.x Server, which was deployed using the embedded Microsoft SQL Express
Database, the vCenter database will be migrated to the vPostgreSQL database as part of
the upgrade process.

Reasons to use the embedded vPostgreSQL database when deploying a Windows vCenter
Server are as follows:

» Asmall environment of less than 20 hosts and 200 virtual machines

» Easy toinstall and configure

» Free! No need to license a separate database server software
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u Databases are created as part of the installation process when using

S the bundled vPostgreSQL and vCenter Server. If a full installation of a

Q database server is used, these databases and the ODBC connections
required for them must be manually created prior to the installation.

Installing a full Microsoft SQL or Oracle database locally on the same Windows server as the
vCenter components is supported, but this increases the amount of resources necessary for
the vCenter Server. Additional resources may be required depending on the size of the vCenter
inventory. Hosting the database locally on the same server is fully supported and can provide
faster access, since the access to the database does not rely on network resources.

A full installation of Microsoft SQL or Oracle can also be performed on a separate physical
or virtual machine. The vCenter components access the databases hosted on the remote
database server. The creation of the databases and the configuration of the vCenter
components is the same as with a full database installation on the same server as vCenter.
Accessing the databases requires network resources. As a result, network congestion or a
network outage can affect the accessibility to the databases.

Reasons to choose a remotely installed database are as follows:

» Leverage an existing database server already available in the environment

» Database administrators are responsible for administering the database servers,
while virtual administrators are responsible for administering the virtual environment

» High availability to the databases can be provided using Microsoft or Oracle clustering
» Reduces the amount of resources that need to be allocated to the vCenter Server

Determining database interoperability

VMware provides an online interoperability matrix in order to make it easy to determine which
database versions are compatible and supported with which versions of VMware products.

How to do it...

In order to determine database interoperability with VMware products, perform the following
steps:

1. Visithttps://www.vmware.com/resources/compatibility/sim/interop
matrix.php.
2. Select the Solution/Database Interoperability tab.

In the Select a Solution option, select VMware vCenter Server and Version from the
respective drop-down boxes.
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4. Add database versions using the database drop-down box. You can add multiple
database versions.

5. The database compatibility with the selected product will be displayed in the table,
as shown in the following screenshot:

VMware Product Interoperability Matrixes

nteroperability Solution/Database Interoperability Upgrade Path
1. Select a Solution
If you do not know the solution’s version leave it blank.

VMware vCenter Server v x6.0 U1

2. Add Databaze (optional)

Add dotabases to see if they are compatible with the selected solution

% Microsoft SQL Server 2008 Express - 64-bit | | x Microsoft SQL Server 2008 Datacenter (R2 SP1) - 32-bit
* Microsoft SQL Server 2012 Enterprise (SP2) - 64 bit

Hide empty rows/columns

Copy Excel Print

VMware vCenter Server 60w
Microsoft SQL Server 2008 Express - 64-bit
Microsoft SQL Server 2008 Datacenter (R2 SP1) - 32-bit

Microsoft SQL Server 2012 Enterprise (SP2) - 64 bit

Qa

Showing 1to 3 of 3 entries

Verifying database product interoperability ensures the supportability of the database and the
version that has been selected for use with a specific VMware product. The VMware Product
Interoperability Matrixes are regularly updated by VMware when new database or VMware
product versions are released.

Database and product interoperability should be checked for new installations, and
this should be done prior to upgrading VMware products or applying service packs to
database servers.

The interoperability matrix can be used to determine database operability for all supported
VMware products and solutions. It can also be used to determine supported upgrade paths
and interoperability between different VMware solutions.
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Choosing a vCenter deployment topology

The deployment topology for a vCenter 6.x deployment is dependent on the size of the
environment, the number of vCenters that will be deployed, the number of sites, and the
availability required.

How to do it...

To determine the vCenter deployment topology for a vCenter 6.x deployment, follow these steps:

1. Identify the use cases for each vCenter deployment topology. Factors to consider
include the following;:

a Size of environment
a  Number of vCenter Servers

o Number of sites

2. Select the vCenter deployment topology based on the environment requirements.

vSphere 6 supports up to 10 vCenter Servers linked together in Enhanced Linked Mode and
up to 8 PSCs to support the environment. vCenters and PSCs can be deployed on the same
site or across multiple sites. In a small environment, with a single vCenter Server, the PSC
and the vCenter Server can be combined onto a single appliance.

The embedded deployment is the topology with the least complexity. The embedded deployment
topology is suitable for a small, single-site, single vCenter environment. In this topology, the PSC
and vCenter Server are installed on the same virtual or physical machine. This is represented in
the following image:

PSC

Multiple vCenter Servers can be deployed with a single external PSC. This deployment topology
is used for a small, single site with multiple vCenter Servers. These vCenter Servers can be VCSA
or Windows, or a mix of both. This enables a single-screen management of the environment with
Enhanced Linked Mode. This topology is represented in the following diagram:

&)
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PSC
7'} 7}

| vCenter | | vCenter |

Multiple PSCs can be deployed to provide high availability of the PSC services. A single
vCenter or multiple vCenters access the PSCs within the same site through a load balancer.
There can be up to four PSCs per site behind a load balancer. The following image is a
representation of the topology where multiple PSCs are deployed for high availability:

| PSC |<—>| PSC |

A A

| Load Balancer |
A A

| vCenter | | vCenter |

In a multi-site topology, the PSC is deployed at each site. This provides replication of the PSCs
between sites and also enables Enhanced Linked Mode between vCenters at both sites.
The following image represents a multi-site deployment topology:

Site A Site B
| Psc e psc |
A A
| vCenter | | vCenter |

Choose a deployment topology that supports the size and requirements of the environment.
If multiple vCenters are used, the PSCs should not be deployed or embedded with a vCenter.
VMware does not support replication between embedded PSCs or using an embedded PSC to
provide services to external vCenter Servers.

Designing for management availability

The availability of the management functions of an environment becomes more critical, as
with virtual desktop environments and other self-service provisioning environments. In these
environments, if the vCenter Server is unavailable, so is the ability to provide the provisioning
of services.

[}
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If the environment does not provide these types of services, the ability to manage the
environment, especially during a failure or disaster, is also critical. How can you troubleshoot
an issue with a virtual machine or a group of virtual machines if the primary tool that is used
to manage the environment is unavailable?

How to do it...

To properly design for management availability, follow these steps:

1. Identify management environment dependencies:

o Infrastructure dependencies, including storage, networking, and host
hardware

o Service dependencies, including DNS, DHCP, and Active Directory

o VMware product dependencies, including the PSC, the vCenter Server,
and other supporting components

2. ldentify the potential single points of failure in the management environment.

3. Create a management design that ensures high availability of the management
components.

When designing the management network, single points of failure should be minimized.
Redundant network connections and multiple network interfaces connected to separate
physical switches should be configured to provide connectivity.

The storage that hosts the management components should be configured to support
the capacity and performance of the management components. The storage should also
be configured to be highly available so that a disk or path failure does not interrupt
management operations.

In environments where the vCenter Server provides provisioning, such as virtual desktops
or self-service cloud environments, the vCenter uptime is critical.

If the vCenter Server is running on a virtual machine, it can be protected with HA. If the host
that vCenter is running on or the operating system crashes, the vCenter Server is restarted on
a surviving host. There will be some downtime associated with the failure, but when designed
correctly, the vCenter Server services will be quickly restored.

[
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Sufficient resources should be dedicated to the vCenter Server and its components. We
discussed correct sizing of the vCenter Server earlier in the chapter. Sizing vCenter correctly
and reserving resources ensures not only performance but also availability. If a virtual
machine is running on the same host as the vCenter Server or one of its components and it
consumes too much of the host's resources, it may impact the performance and availability of
the vCenter Server services. Applying resource reservations to the vCenter Server will prevent
resource contention.

Another means of preventing resource contention is by designing a separate cluster to host
the management components. Management cluster design is discussed in the Designing a
separate management cluster recipe in this chapter.

Designing a separate management cluster

The management components of a virtual environment can be resource intensive. If you
are running vCenter and its dependencies as virtual machines in the same cluster as

the cluster managed by the vCenter server, the resources required by the management
infrastructure must be factored into the capacity calculations of the logical design. Creating
a separate management cluster separates the resources required by the vCenter and other
management components from the resources required by the applications hosted in the
virtual infrastructure.

How to do it...

Management cluster best practices are as follows:

» CPU and memory resources to support management applications

» Multiple network interfaces and multiple physical network switches to minimize the
single points of failure in the management network

» Multiple paths to the storage in order to minimize the single points of failure in the
storage network

» Storage designed to support both the capacity and the performance required for
management applications

To correctly size the management cluster, the services that will be hosted in the cluster need
to be identified. The following questions also need to be answered:
» What is the deployment topology of the vCenter Server environment?
» How many PSCs and vCenter Servers will be deployed to support the environment?
»  Will the cluster also provide the resources needed for the vCenter databases?

» What about other management tools such as vCenter Operations Manager and
vCenter Log Insight or other third-party management tools?

7}




vSphere Management Design

The design of a management cluster follows the same process as designing a cluster hosting
the production applications. Requirements need to be identified, and the logical design process
for storage, networking, and computing resources must be followed. Functional requirements
for the management network will probably include high availability, minimizing single points of
failure, and quickly recovering failed components.

There's more...

Affinity rules can be used to keep virtual machines together. For example, keeping the virtual
machine running the vCenter Server and the virtual machine running the vCenter Server
database on the same host reduces the load on the physical network. This is because all
communication between the two servers never leaves the internal host network.

Anti-affinity rules can also be used to separate virtual machines across hosts or groups
of hosts. In an environment where multiple PSCs are deployed to provide high availability,
separating the PSC using anti-affinity rules will ensure that a single host failure does not
impact the services provided by the PSC.

If hosting vCenter in the same cluster as other virtual machine workloads, affinity and
anti-affinity rules can be used to keep the vCenter Server running on specific hosts, creating
a pseudo management cluster. This will help to easily locate the server in the event of the
vCenter Server being unavailable.

Configuring vCenter Mail, SNMP, and Alarms

Alarms can be used to notify an administrator of issues, or potential issues, in a vSphere
environment. This notification allows an administrator to take corrective actions. Alarms can
be configured to send e-mail notifications and/or SMNP traps when conditions are triggered.
Alarm definitions contain a trigger and an action. Triggers include issues such as hardware
failures or states such as increased CPU or memory utilization.

Properly designing alarm notifications can ensure successful ongoing operations in a
vSphere environment.

How to do it...

The following steps will configure the Mail and SNMP settings for a vCenter Server and to
configure a defined alarm to send an e-mail or SNMP notification:
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1. Using the vSphere Web Client, go to Manage | Settings | General, as shown in the

following screenshot:

{7 192.168.1.27  Actions v

Summary  Monitor | Manage | Related Objects

|. Setlings | Scheduled Tasks | Storage Providers | Alarm Definitions | Tags | Pemissions | Sessions

“ vCenter Server Seftings
» Statistics Estimated space required: 16.71 GB
Licensin
9 » Runtime seitings vCenter Server name: 192.168.1.27
Message of the Day ) )
» User directory 60 seconds timeout
Advanced Settings
» Mail -
Auto Deploy
» SNMP receivers
Ports HTTF: B0 HTTPS: 443
Timeout settings Normal: 30 Long: 120
Logging options info
v Database Max connections: 50
S5L settings vCenter Server requires verified SSL certificates

2. Select Edit and Mail. Provide the Mail server option with an FQDN or an IP address
and the Mail sender with an address. The vCenter Mail configuration is shown in the

following screenshot:

() 192.168.1.27 - Edit vCenter Server Settings

statistics Mall
Enter the seftings thatvCenter Server uses to send email alerts.
Runtime settings

User directory Mail server |SmID company.com

_ Mail sender I'wcenter@cumpany com|

SNMP receivers
Ports

Timeout setings
Logging settings
Database

SSL setfings

oK Cancel ||
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3. To configure SNMP, select SNMP receivers and configure Primary Receiver URL,
Receiver port, and Community string. Select the Enabled checkbox to enable the
receiver, as shown in the following screenshot:

[} 192.168.1.27 - Edit vCenter Server Settings ) »

SNMP receivers N
Select where SNMP alerts are received

Statistics

Runtime setings

Timeout settings

Logging settings

Receiver 2 URL

W A Primary Receiver URL |Iucalhusl
Enable receiver [ Enablad
Recelver port [152
Community string |DLIDHC

|snmp company.com

Enable receiver [ Enabled
Database
Receiver port |152
SSL seftings
Community string |pri‘u'ate
Receiver 3 URL [
Enable receiver [] Enabled
Receiver port [182
Community string |
Receiver 4 URL [
Enable receiver [l Enabled
Receiver port [182 =

oK Cancel )

4. To configure an alarm, go to Manage | Alarm Definitions. Select the alarm and click
on the Edit... button:

(] 192.168.1.27  Actions +
Summary  Monitor | Manage ‘ Related Objects
[ setings | Scheduled Tasks ‘ Storage Providers | Alarm Definitions | Tags | Permissions | Sessions |
.'. b4 Q Filter - Hostconneclion and power state
e T . Name Host connection and power state
“t4 Hostconnection and power ... [*) This Object Defined in ) This Object
é Timed out starting Secondar... (5] This Object
- Default alarm to monitor host connection and
F§) vEphere APIs for 1O Filtering ... | () This Object Description power state
" » o s
53] Expired vCenter Server licen. _,J This Object Wonitar type Host
= Expired hostlicense This Object
= - Enabled Yes
[ ExpiredvCenter Servertime-..  [Z) This Object
» Triggers Expand for more details
F Expired hosttme-imitedlic.. | () This Object & "
B} Expired Virtual SAN time-limi.. | (5] This Object EITTE Mo actions defined
7@ Mo compatible host for Seco. (5] This Object
_é Host processor status [} This Object
gy Host memory status [Z) This Object
gy Host hardware fan status (@ This Object
iy Hosthardware voltage [Z) This Object
LI P S PSS T I Tlie e I
i) 156 items
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5. The Send a notification email or Send a notification trap action can be configured
in the alarm Actions section. When configuring the Send a notification email action,
the e-mail address to send the alert to is configured in the Configuration field.
Multiple actions can be configured for an alarm. Actions can be executed once or they
can repeat over a configured period of time, as shown in the following screenshot:

_155 Host connection and power state - Edit ?)
~ 1 General Specify the actions to take when the alarm state changes.
+ 2 Triggers + X
v S ed | A% | oA ane

Send a notification email hersey@company.com Once

Send a notification trap Repeat

Repeatactions every. |5 ~ minutes

/Ay Email sender is not configured

To receive an email when the alarm triggers, configure vCenter Server and setthe mail sender.
Back Finish Cancel

In order for the Send a notification e-mail alarm action to work, the vCenter Mail settings
must be configured with both the Mail server and the Mail sender address. The Mail sender
address is the mail from the address included on the vCenter alarm notification. The Mail
server is the server through which the SMTP mail will be relayed. The Mail server specified
must be configured to accept and relay mail from the vCenter Server.

Configured SNMP receivers will receive notification from alarms configured with the Send a
notification trap action. The SNMP configuration includes the receiver URL, the receiver port,
and the receiver community string. Multiple SNMP receivers can be configured and enabled.

There is an extensive list of pre-configured alarm definitions. Custom alarm definitions can
also be created. By default, the Send a netification e-mail action is not configured for any of
the pre-configured definitions. When an alarm is triggered and the Send a notification email
action is configured, an e-mail will be sent to the e-mail addresses configured.
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Alarm actions can be configured to send a single notification or to send repeat notifications.
Repeat notifications can be configured to repeat every set number of minutes while the alarm
state is triggered.

Using Enhanced Linked Mode

Enhanced Linked Mode allows multiple vCenter Servers to be connected together to provide
a single point of management. Enhanced Linked Mode enables the ability to view, search,
and manage multiple vCenter Servers and provides replication of roles, permissions, licenses,
and policies between vCenter Servers. This simplifies management of large environments
with multiple vCenter Servers deployed in the same site or across multiple sites. vCenter 6.x
supports linking vCenter Servers deployed as VCSA and as Windows Servers.

How to do it...

To enable Enhanced Linked Mode, follow these steps:

1. Ensure that Enhanced Linked Mode requirements are met:
a All PSCs are in the same vSphere SSO domain.

2. Deploy PSC and vCenter Servers in a supported deployment topology.

Enhanced Linked Mode enables a single point of management across all vCenter Servers in
the same vSphere SSO domain. This allows an administrator to easily manage the different
environments, for example, a virtual server environment and a virtual desktop environment,
across multiple sites as shown in the following diagram:

vCenter vCenter

7@
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Once enabled, the inventories of all vCenters in the same SSO domain will be linked in
Enhanced Linked Mode. Management of these vCenters is then accessible from a single
web client interface, as shown in the following screenshot:

Navigator X
4 Home D)
P | B B8 &

w 54 192.168.1.166

« [ SITEA
— B 192.168.1.161

i emvesat
« (71 192.168.1.168
- [[3 SITEB
- [g 192.168.1.162

G ermvcsaz

As with other new features, Enhanced Linked Mode is not supported when using the Windows
thick vSphere Client.

Using the VMware Product Interoperability

Matrix

The VMware Product Interoperability Matrix allows you to ensure compatibility between
VMware products. It is important to check for compatibility before deploying or upgrading
components of a vSphere environment to ensure support operability between product
versions.

How to do it...

Perform the following steps to validate interoperability of VMware products in a vSphere
deployment:

1. Visithttps://www.vmware.com/resources/compatibility/sim/interop
matrix.php.
2. Select the Interoperability tab button.

In the Select a Solution option, select the VMware Product and version from the
respective drop-down boxes.

4. Add a platform in the Add Platform/Solution option using the drop-down box.
You can add multiple solutions and versions.
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5. Interoperability with the selected products and solutions will be displayed in the table,
as shown in the following screenshot:

VMware Product Interoperability Matrixes

Interoperability Solution/Database Interoperability Upgrade Path
1. Select a Solution
If you do not know the solution’s version leave it blank.
VMware vCenter Update Manager v 60U1
2. Add Platform/Solution
Add platforms/solutions to see if they are compatible with the selected solution.
VMware ESX/ESXi v
=+ Add Another Solution
¥ Hide empty rows/columns
Copy = Excel | Print
VMware vCenter Update Manager 60w
VMware ESX/ESXi 6.0 U1
VMware ESX/ESXi 6.0
VMware ESX/ESXi 5.5 U3
VMware ESX/ESXi 5.5 U2

VMware ESX/ESXi 5.5 U1

I < <IN

VMware ESX/ESXi 5.5

Verifying product interoperability ensures supportability and interoperability between different
VMware products and versions. The VMware Product Interoperability Matrixes are regularly
updated by VMware when new products and versions are released.

Product interoperability should be checked for new installations, and this should be done prior
to upgrading VMware products.

In many environments, third-party products for monitoring, automation, and protection are
used. In a new vSphere design, there will likely be requirements or constraints for integration
with these third-party components. It is important to verify interoperability with these products
before deploying or upgrading a vSphere environment. The VMware Product Interoperability
Matrixes only include VMware products. Third-party product interoperability will need to be
verified with the product vendors.
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Backing up the vCenter Server components

vCenter and its components have become a critical piece of the virtual infrastructure. The
vCenter Server is no longer just the management interface. Provisioning, protection, and the
overall availability of the environment rely on the availability of the vCenter Server.

In order to recover the vCenter Server components in the event of an outage that results in
data loss or data corruption, it is necessary to perform backups of the databases and the
vCenter Server configurations. The PSC and vCenter Server each have specific configuration
information that should be backed up.

The frequency of backups depends on the Recovery Point Objective (RPO) requirement that
has been defined for the management environment. The time to recover the vCenter Server or
the Recovery Time Objective (RTO) requirement is also a critical piece of designing a vCenter
backup strategy. The RPO defines the maximum period of data loss that can be tolerated as

a result of an outage. If the RPO has been determined to be 4 hours, this means backups
should occur at least every 4 hours. The RTO determines how quickly the vCenter must be
available after an outage.

How to do it...

Follow this process to design a backup and recovery strategy for the vCenter Server
environment:

1. Determine the RPO and RTO requirements for the vCenter Server and the supporting
components.

2. Develop a backup and recovery strategy that ensures that the RPO and RTO
requirements are met.

VMware recommends that you use vSphere Data Protection (VDP) to create full virtual
machine backups of the PSC and vCenter Server when these components are running in
virtual machines. There are also many other third-party backup software products that can
also be used to take full virtual machine backups. This allows the virtual machines to be
quickly restored in the event of a failure.

If the PSC or vCenter Server is running as a physical machine, a third-party backup application
can be used to take a full bare metal backup. It is important to realize that this type of backup
will take longer to restore, impacting the RTO.
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Configuration and performance data is stored in the vCenter Server database. How backups
are done depends on the database software that is used to host the database. For example, if
the database is a Microsoft SQL database, a backup can be performed on demand in the SQL
Management Studio or as a scheduled SQL job. Third-party backup tools can also be used to
back up the vCenter databases.

If the vCenter is using the embedded vPostgreSQL database on either a Windows vCenter
Server or the VCSA, it can be backed up using a scripts from the VMware KB Article 2091961
located at http://kb.vmware.com/kb/2091961. There are separate scripts to support a
Windows or VCSA vCenter deployment.

The vCenter Server database should be backed up regularly based on the RPO that has been
defined for the management components.

Upgrading vCenter Server

Most environments today will already contain at least some virtualization. A vSphere design
will likely include upgrading an existing environment in order to enable new features to meet
new requirements for availability, security, performance, and manageability.

The management environment for vSphere has become more complex. The vCenter Server
and its components have become a critical part of the environment. In the virtualized
datacenter, the vCenter Server is no longer just a management interface; it also provides
provision, availability, security, and other services. Other vSphere and third-party components
require vCenter Server to operate correctly. Because of this, the upgrading of a vCenter Server
must be planned correctly.

How to do it...

Follow this high-level process to upgrade a vCenter Server:
1. Identify products and services that depend on the vCenter Server and those that the
vCenter Server depends on.

2. Verify product interoperability for all components and the upgraded vCenter version
using the VMware Product Interoperability Matrixes. Remember to also validate
compatibility with third-party products integrated with vCenter.

3. Verify database support for the upgrade version using the VMware Product
Interoperability Matrixes.

4. Determine the proper upgrade path to upgrade VMware products dependent on
vCenter using the VMware Product Interoperability Matrixes.

5. Determine the upgrade order necessary to ensure interoperability of all components.
Upgrade vCenter and supporting components.
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It is important to validate support and compatibility of all vCenter Server dependencies before
upgrading the vCenter Server. This is the most important process. Secondly, determine the
correct upgrade order that will ensure compatibility and interoperability is maintained through
the upgrade process.

Once dependencies and interoperability are validated, the upgrade order for components has
been determined, and supporting components have been upgraded to ensure interoperability,
the process of upgrading of the vCenter Server itself becomes simple. The Windows installer
for the vCenter Server on Windows and the VCSA installer both include upgrade installers to
upgrade previous versions of vCenter. The following screenshot shows the VCSA installer with
the Upgrade option:

vCenter- Server Appliance” 6.0

Install

To upgrade a Windows vCenter Server, simply run the installer from the installation media.
The installer will detect the previous version of the vCenter Server and upgrade it in place.

When upgrading an existing vCenter Server environment, consider the following points:
» Upgrading a Windows vCenter Server that was deployed using Simple Install will
upgrade the vCenter Server with an embedded PSC.

» Upgrading a VCSA deployed with embedded SSO will upgrade the VCSA with the
embedded PSC.

» If Microsoft SQL Express was used for the vCenter deployment, the vCenter database
will be migrated to the embedded vPostgreSQL database.

» A vCenter Server cannot be downgraded after the upgrade. Back up the vCenter
Server databases and other supporting components if you ever need to revert to
the previous version after the upgrade.
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Designing a vSphere Update Manager

Deployment

VMware regularly releases patches and updates to provide bug fixes, to address security
vulnerabilities, or to add new features. Regularly patching an environment is important to the
security and stability of the environment.

VMware vSphere Update Manager (VUM) is an optional vCenter component that provides
patching and upgrading of ESXi hosts, VMware tools, and VMware Guest Hardware. VUM
ensures compliance is maintained through patch and upgrade baselines. VUM also allows the
remediation of hosts or virtual machines that are not in compliance with configured baselines.

VUM must be deployed on a Windows Server and requires a supported database, either
embedded or external. The VUM architecture is shown in the following diagram:

Platform Services Controller (PSC)

.

vCenter Server

VUM Database

T Microsoft SQL Express
or
vSphere Update Manager (VUM) —p Microsoft SQL

or
Oracle DB

VUM requires a Windows Server, and there is a one-to-one relationship between VUM and
vCenter Servers. VUM 6.x is fully integrated into the vSphere Web Client.

How to do it...

To deploy VUM in a vSphere environment, follow these steps:
1. Verify product and database interoperability using the VMware Product
Interoperability Matrixes.
2. Determine the location and type of database to host the VUM database.
Allocate the required compute and storage resources to support the VUM server.

4. Run the vSphere Update Manager Server installation on the server selected for VUM,
as shown in the following screenshot:
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vmware vSphere

VMware vCenter Server Server

vCenter Server for Windows vSphere Update Manager is a windows based program that enables centralized,

o automated patch and version management for ESXi hosts, virtual machines, and virtual
|| VMware vCenter Desktop Client appliances.

vSphere Client

For a list of information you need to install this component, see the installation checklist:
vSphere Update Manager hitp: . vmware.com/

-

Embedded Database Option:

Download Service

VMware vCenter Support Tools Use Microsoft SOL Server 20412 Express as the embedded database
vSphere Authentication Proxy
This option is recommended for small scale deployments (maximum of 5 hosts and 50
WMs). If Microsoft® SQL Server® 2012 Express is not already installed on the system, it will
be installed automatically prior to VUM installation.

Prerequisites for Microsoft® SOL Server® 2012 Express:
http:imsdn.micros oft.comilibrary/ms143506%28v=S50L.110%29.aspx

Install

Explore Media  Exit

5. Once deployed, use the vSphere Web Client to create baselines and attach hosts and
virtual machines to the baselines. The following screenshot provides an example of
critical and non-critical host patch baselines associated with a group of hosts:

& 1924681153 | Acions ~

Gefting Started  Monitor | Manage |

[Setu'ngs | Hosts Baselines | VMs/vas Baseli | Patch Repository | ESX Imag | VA Upgrad
Go to compliance view
+ |7 X (@ Filter <) 4 (@ Filter -
Baseline Name Content Type Group Name Companent
ﬁ Critical Host Patches (Prede...  G6 Dynamic '@ ESXiPatch Host
@ Mon-Critical Host Patches (... 244 Dynamic -@Critical Host Patches (Predefined) Host Patch
ENOH—Critical HostPatches (Predefine Host Patch
4 1 * Rl 14 L3
[0 2items [op~ f ) Jitems [op~

&)
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6. Click on the Scan for Updates option to verify compliance with attached baselines.
The following screenshot displays a host in compliance with the attached critical and
non-critical patch baselines:

[T 192.168.1.161 | Actions ~ =
Getting Started  Summary  Monitor | Manage | Related Objects
Settings | Networking | Storage | Alarm Definitions | Tags | Permissions | Scheduled Tasks | Update Manager
Attach Baseline... || Scan for Updates... || Stage Patches. .. || Remediate.. || Go to Admin View
Attached Baseline Groups:
" All Groups and Independent Baselines 7
Attached Baselines:
Q -
Baseline ype Compliance Status
Critical Host Patches (Predefined) Haost Patch + Compliant
Mon-Critical Host Patches (Predefined) Haost Patch + Compliant
Updates (66)
Q -

7. Remediate hosts or VMs that are not in compliance.

VUM supports an embedded or external database. Microsoft SQL Express is included with the
VUM installation media. The embedded Microsoft SQL Express database is suitable for small
deployments of five hosts and 50 virtual machines. Larger deployments require a Microsoft
SQL or Oracle DB that can be installed on the same server or an external one.

VUM cannot be deployed on the same server as the VCSA. If VUM is required in an
environment managed by the VCSA, it must be installed on a separate physical or virtual
Windows server. VUM can be installed on the same server as a Windows vCenter Server as
long as sufficient resources are allocated. The following table lists the minimum requirements
for VUM:

Component 2 GHz CPU cores Memory
VMware Update 2 2GB
Manager (VUM)

=
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The disk space required to support VUM will depend on the size of the environment.
VMware provides a VUM Sizing Estimator for vSphere 6, which can be downloaded from
https://pubs.vmware.com/vsphere-60/topic/com.vmware.ICbase/PDF/
vsphere-update-manager-60-sizing-estimator.xls.

Patch and upgrade baselines contain patches or groups of patches. These baselines can be
fixed or dynamic. Critical and non-critical patch baselines are included by default. These are
dynamic baselines that are regularly updated. Baselines can be attached to a virtual machine,
a group of virtual machines, a host, a group of hosts, a cluster, or a datacenter. Hosts, clusters,
or datacenters can be scanned against the attached patch baseline and remediated.

The default pre-configured dynamic patch baselines poll an external Internet-accessible
repository for updates and to download the updates required for remediation. For vSphere
environments without access to the Internet, the Update Manager Download Service (UMDS)
can be used to download the patches and updates, and then export the updates and patches
information into a repository accessible to the isolated network.



https://pubs.vmware.com/vsphere-60/topic/com.vmware.ICbase/PDF/vsphere-update-manager-60-sizing-estimator.xls
https://pubs.vmware.com/vsphere-60/topic/com.vmware.ICbase/PDF/vsphere-update-manager-60-sizing-estimator.xls
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In this chapter, we will cover the following recipes:

>

Identifying RAID levels

Calculating storage capacity requirements
Determining storage performance requirements
Calculating the storage throughput
Storage connectivity options

Storage path selection plugins

Sizing datastores

Designing for VMware VSAN

Using VMware Virtual Volumes
Incorporating storage policies into a design
NFS v4.1 capabilities and limits

Design
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Introduction

Storage is an essential component of vSphere design and provides the foundation for
the vSphere environment. A solid storage design that addresses capacity, performance,
availability, and recoverability is the key to a successful vSphere design. The following
diagram displays how a storage design is integrated into the design process:

[ Discovery j [ Physical Design j—»[ Approval j

T

[Conceptual Designj—{ Logical Design ] [ Implementation j
(Management)[ Storage ]( Network )( Compute )

Several storage options and protocols are supported in a vSphere environment. The
architecture chosen for a vSphere deployment depends on the capabilities and features
required to meet the design requirements.

This chapter will cover the calculation of the storage capacity and performance requirements,
sizing datastores, and selecting a storage protocol. The calculations for the recipes in this
chapter will be based on the following requirements identified in Chapter 3, The Design Factors:

» There are 100 application servers.

» Each application server is configured with 100 GB disk space. The peak disk capacity
usage of a single application server is approximately 65% of the total or 65 GB. The
average disk performance of a single application server is 65 IOPS with an 10 profile
of 90% read and 10% write.

» Providing the capacity to support growth for 25 additional application servers over the
next 5 years.

Several new storage features have become available with the release of vSphere 6. These
new storage features include improvements to VMware Virtual SAN (VSAN), the introduction
of Virtual Volumes (VVOL), and support for NFS version 4.1. This chapter will also provide
an overview of these new storage options so that they can be incorporated into a vSphere 6
design.

(e
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Identifying RAID levels

Redundant Array of Independent Disks (RAID) combines multiple physical disks into a single
unit of storage. The advantages in speed, reliability, and capacity can be realized depending
on which RAID level is selected. RAID provides the first level of protection against data loss
due to a disk failure.

How to do it...

In order to select the proper RAID level required to support virtual workloads, you need to
perform the following steps:

1. Identify the different RAID levels and capabilities.

2. Select an appropriate RAID level to support a virtualized workload based on capacity
and performance requirements.

RAIDO stripes disks together to appear as a single disk with a capacity equal to the sum of all
the disks in the set. It provides excellent performance and capacity efficiency but offers no
data protection. If a disk fails in a RAIDO set, the data is lost and must be recovered from a
backup or some other source. Since this level offers no redundancy, it is not a good choice for
production or mission-critical storage.

The following diagram illustrates the disks in a RAIDO configuration:

RAIDO - 400GB
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RAID1 duplicates or mirrors data from one disk to another. A RAID1 set consists of two disks
and data is written on both the disks, which can then be read from either disk. If one of the
disks fails, the mirror can be rebuilt by replacing the disk. The following diagram illustrates
disks in a RAID1 configuration:

100GB 100GB

RAID1 - 100GB

RAID 1+0, RAID1/0, or RAID10 is a stripe of multiple mirrors. RAID10 provides excellent
redundancy and performance, making this the best option for mission-critical applications.
RAID10 is well suited for applications with small, random, write-intensive |10s, such as high
transaction applications, large messaging applications, or large transactional database
applications. A RAID10 set can recover from multiple drive failures as long as two drives in the
same mirror set do not fail.

Both RAID1 and RAID10 have a capacity efficiency of 50% since half of the disks in a RAID1
or RAID10 set are used to store the mirrored data. The following diagram illustrates disks in a
RAID10 configuration:

100GB 100GB

RAID10 - 400GB

In RAID5, data is striped across several drives and parity is written equally across all the
drives in the set. The parity allows recovery from a failure of a single drive in the set. This level
offers a balance of performance and capacity and is suitable for the storage of transactional
databases, web servers, application servers, file servers, and mail servers. The following
diagram illustrates disks in a RAID5 configuration:

5]
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RAID5 - 300GB

The capacity efficiency of a RAID5 set is calculated using the formula [(n - 1) / n] * 100, where
n is equal to the number of disks in the set. For example, a RAID5 set containing four 100 GB
disks would provide 75% of the total capacity or 300 GB:

[(4-1)/4]*100 = 75%
(100GB * 4) * .75 = 300GB

RAIDG is similar to RAID5, except that the two parity blocks are written and distributed equally
across all the drives in the set. The second parity increases the write penalty but protects
against two drive failures in the set. File archiving and file servers are common workloads
hosted on RAIDG.

The capacity efficiency of a RAIDG set is calculated using the formula [(n - 2) / n] * 100, where
n is equal to the number of disks in the set. A RAID6 set containing six 100 GB disks would
provide approximately 67% of the total capacity or 400 GB:

[(6-2)/6] *100=~67%
(100GB * 6) * .67 = ~400GB

There's more...

To increase the redundancy of a RAID set, hot spares should be configured in the array.
Hot spares are used to automatically replace a failed drive in a RAID set temporarily, until
the failed drive can be replaced. A single hot spare can be configured to provide protection
against multiple RAID sets.

Calculating the storage capacity

requirements

Capacity is typically measured in Gigabytes (GB) or Terabytes (TB). It should include the total
space required to support the current requirements, the space required to support growth, the
space required for virtual machine swapfiles, and the additional slack space for snapshots,
logs, and other virtual machine data.

i
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How to do it...

In order to calculate the storage capacity requirements, you need to perform the following
steps:
1. Determine the capacity required to support the current workloads.

2. Determine the capacity required to support future growth.

Capacity is calculated to support the current and future growth based on the design
requirements, as follows:

Current Capacity = 100 Virtual Machines x 100 GB = 10 TB
Growth Capacity = 25 Virtual Machines x 100 GB =2.5TB
20% Slack space =12.5TBx.20=2.5TB
Capacity=12.5TB+2.5TB=15TB

Each virtual machine will have a swapfile or . vswp file that is created when the virtual

machine is powered on. The size of the . vswp file for each virtual machine is equal to the size
of the allocated memory minus the memory reservation:

vSwap Capacity = (100 Virtual Machines + 25 Future
Virtual Machines) x 8 GB of Memory =1 TB

The total capacity required to support the requirements is 16 TB.

There's more...

The application servers are configured with 100 GB disk space, but the maximum space that
is actually consumed by a server is only 65 GB. Resizing the virtual machine disk or using thin
provisioning can reduce the required amount of storage capacity significantly.

Since only the actual used space is consumed, thin provisioning virtual machine disks allows
the disk capacity to be overallocated, which means that more capacity can be allocated to
the virtual machine disks than what is actually available in the datastore. This increases the
amount of management oversight required to monitor the capacity. vCenter datastore alarms
can be configured to monitor overallocation and datastore usage in order to assist capacity
management.
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Determining the storage performance

requirements

Storage performance is an important factor in storage design. The storage must be designed
to meet not only the capacity requirements, but also the performance requirements for writes
to and reads from the disk. Disk performance is measured in Input/Output per Second
(IOPS). One disk read request or one disk write request is equal to one 10. The storage
performance must support the current requirements and growth.

How to do it...

The I0PS required to support an application is calculated based on the percentage of read IO,
the percentage of write 10, and the write penalty of the RAID level the workload will be hosted
on.

To calculate the IOPS requirements, perform the following steps:

1. Determine the number of IOPS a workload requires.

2. ldentify the percentage of read |0 to write 10 for the workload.

3. Determine the write penalty of the RAID level that will host the workload.
4

Calculate the IOPS the storage must be capable of providing in order to support the
workload.

To get the total amount of the required I0PS, multiply the number of workloads by the number
of functional application IOPS:

Total IOPS = (100 current workloads + 25 future workloads) * 65 IOPS = 8125 IOPS
To calculate the functional IOPS required for a specific workload, use the following formula:

Functional Workload IOPS = (Workload IOPS * %Reads) + ((Workload IOPS *
%Writes) * Write Penalty)

The write penalty is based on the number of |0 operations a specific RAID configuration
requires for a single write request. Writing data to multiple disks in a mirror or parity
calculations in a RAID5 or RAID6 configuration adds |0 operations to the write request.
The write request is not completed until the data and parity are written to the disks.
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The following table illustrates the write penalty based on the RAID levels:

RAID Write penalty
0 1
1 2
5 4
6 6
10 2

Based on the requirements of 65 IOPS per workload with 90% reads and 10% writes on the
storage configured in RAID5, the actual workload IOPS will be 85 IOPS:

Functional Application IOPS = (65 * .90) + ((65* .10) * 4) = ~85 IOPS

Each disk in a storage array is capable of providing a number of IOPS. The number of IOPS a
single disk can deliver is calculated from the average latency and the average seek time of the
disk. The formula to calculate the disk performance is as follows:

IOPS = 1 / (average latency in milliseconds + average seek time in milliseconds)

The following table lists some approximate IOPS provided based on the spindle speed and the
drive type:

Drive speed ~ I0OPS
SSD > 2500
15k SAS/FC 175
10k SAS/FC 125
7200 NL-SAS/SATA 75
5400 SATA 50

Based on the number of IOPS required, there will be a need for 47 15k SAS drives to support
the workload:

8125 I0PS / 175 IOPS per drive = 46.4 or 47 15k SAS drives

The same workload on drives configured in RAID10 sets would require 52 15k SAS drives to
provide the required IOPS:
Functional Workload IOPS = (65 *.90) + ((65* .10) * 2) = 72 IOPS
Total IOPS = (100 current workloads + 25 future workloads) * 72 IOPS = 9000 IOPS
9000 IOPS / 175 IOPS per drive = 51.4 or 52 15k SAS drives
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There's more...

Many arrays provide a caching mechanism using memory or SSD disks to increase the
number of IOPS the array can deliver. This allows a few slow drives to deliver a higher number
of IOPS. This caching can greatly reduce the number of drives required to deliver the same
number of IOPS by writing to a faster cache instead of writing to disks directly. FAST Cache of
EMC and Flash Cache of NetApp are examples of vendor-specific SSD-caching technologies
that can be used to increase the storage 10 performance.

Calculating the storage throughput

The data transfer rate, or throughput, is the rate at which data can be read from or written to
the storage device, and is typically measured in MB/s. Storage adapters, connectivity, and
array controllers will need to support the storage throughput requirements.

How to do it...

Throughput should be calculated in order to ensure that the storage controllers and disk can
support the required data transfer rates. Throughput is also used to correctly size the storage
connectivity bandwidth.

To calculate the storage throughput requirements, perform the following steps:

1. Determine the IO size of the workload.
2. Determine the number of IOPS required to support the workload.
3. Calculate the throughput required.

Throughput is calculated by multiplying the 10 size of the workload by the number of IOPS.
Transactional databases and application servers typically have an 10 size between 4k
and 64k, whereas file archiving applications, backup applications, and media streaming
applications typically have larger 10 sizes from 64k to 1024k.

To calculate the throughput, the following formula is used:
Throughput = Functional Workload IOPS * 10 Size

Using the Functional Workload IOPS from the previous recipe and an 10 size of 8k, the
throughput required can be calculated as follows:

Throughput = 9000 * 8k = 72 MB/s
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The Network Interface Card bandwidth is usually expressed in Mbps. To convert MB/s to
Mbps, simply multiply by 8:

Bandwidth Mbps = 72 MB/s * 8 = 576 Mbps

The array will need to support a throughput of at least 72 MB/s, and the connectivity
bandwidth will need to be sufficient enough to support at least 576 Mbps.

Storage connectivity options

vSphere supports multiple storage protocols and connectivity options. Storage can be directly
connected to a host, or it can be centralized and shared with multiple hosts. Shared storage is
required when implementing many vSphere features, such as VMware High Availability (HA),
VMware Fault Tolerance (FT), and VMware Distributed Resource Scheduling (DRS).

How to do it...

In order to determine the storage connectivity requirements, perform the following steps:

1. Identify the supported storage protocols and connectivity options.
2. Select the storage protocol and connectivity that supports the design requirements.

Performance, availability, and costs are all factors that should be considered when choosing
a storage connectivity option. The following table provides a quick overview of the different
storage connectivity options and how they compare with each other in terms of performance,
availability, and costs:

Protocol Performance Availability Costs
Local storage Good Fair Low
Fibre channel Excellent Excellent High
iSCSI Good Excellent Medium
NFS Good Good Low
FCoE Excellent Excellent High

Direct attached or local storage is storage directly attached to a host. Since this storage is not
shared, many VMware features will not be available for virtual machines hosted on the local
storage.
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Best practices when using direct attached or local storage are as follows:

» Configure RAID to provide protection against a hard disk failure
» Use a hardware RAID controller that is on the VMware HCL

Fibre Channel (FC) is a block-level, low latency, high-performance storage network protocol
that is well suited for workloads with high 1/0 requirements. The FC protocol encapsulates the
SCSI commands into the FC frames. A Fibre Channel Host Bus Adapter (HBA) is required to
connect the host to the storage network or fabric. FC HBAs can provide a throughput of 2, 4,
8, or 16 Gbps depending on the capabilities of the HBA and the FC network. FC uses zoning
and LUN masking to configure which hosts can connect to which targets on the SAN.

The cost of deploying FC-connected storage can be significantly higher than other options,
especially if an existing FC infrastructure does not already exist.

The best practices when using FC are as follows:

» Use multiple HBAs in the host to provide multiple paths from load balancing and
redundancy.

» Ensure all HBAs and switches are configured for the same speed. Mixing the speed of
HBAs and switches can produce contention at the FC switch and SAN.

» Use single-initiator single-target zoning. A single HBA, the initiator, is zoned to a single
array target. Separate zones are created for each host HBA.

» Mask LUNs presented to ESXi hosts from other devices.
» Ensure firmware levels on FC switches and HBAs are up to date and compatible.

iISCSI provides block-level storage access by encapsulating SCSI commands in TCP/IP. iSCSI
storage can be accessed with the iSCSI software initiator, included with ESXi through a
standard network adapter or using a dependent or independent iSCSI HBA:

» A dependent iSCSI adapter depends on VMware networking and iSCSI configuration
for connectivity and management.

» Anindependent iSCSI HBA provides its own networking and configuration for
connectivity and management. Configuration is done directly on the HBA through
its own configuration interface.

Throughput is based on the network bandwidth, the speed of the network interface card
(1 Gbps or 10 GbE), and the CPU resources required to encapsulate the SCSI commands
into TCP/IP packets.

The cost of implementing iSCSI is typically significantly less than implementing FC. Standard
network adapters and network switches can be used to provide iSCSI connectivity. Using
dedicated iSCSI HBAs not only increases the performance, but also increases the cost.

The price of 10 GbE switches and 10 GbE adapters continues to drop as their deployment
becomes more widespread.

o7}
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The best practices when using iSCSI are as follows:

» Configure multiple vmks bound to multiple vmnics in order to provide load balancing
and redundancy for iSCSI connections.

» Use network cards with TCP/IP Offload Engine (TOE) enabled in order to reduce the
stress on the host CPU.

» Use a physically separate network for the iSCSI traffic. If a physically separate network
is not available, use VLANSs to separate the iSCSI traffic from other network traffic.

» Enable jumbo frames (MTU 9000) on the iSCSI network.

The Network File System protocol (NFS) can be used to access virtual machine files stored
on a Network Attached Storage (NAS) device. Virtual machine configuration files, disk
(VMDK) files, and swap (.vswp) files can be stored on the NAS storage. vSphere 5.5 supports
NFS Version 3 over TCP, and vSphere 6 added support for NFS v4.1. The capabilities and
limitations of NFS v4.1 will be discussed in a separate recipe later in this chapter.

Throughput is based on the network bandwidth, the speed of the network interface card (1
Gbps or 10 GbE), and the processing speed of the NAS. Multiple paths can be configured for
high availability, but load balancing across multiple paths is not supported with NFS.

The cost of implementing NFS connectivity is similar to iSCSI. No specialized network
hardware is required. Standard network switches and network adapters are used, and there is
no need for specialized HBAs.

The best practices when using NFS-connected storage are as follows:

» Use a physically separate network for the NFS traffic. If a physically separate network
is not available, use VLANSs to separate the NFS traffic from other network traffic.

» Hosts must mount NFS version 3 shares and non-Kerberos NFS version 4.1 shares
with root access.

» Enable jumbo frames (MTU 9000) on the NFS network.

Fibre Channel of Ethernet (FCoE) encapsulates Fibre Channel in Ethernet frames.
A Converged Network Adapter (CNA) that supports FCoE is required, or a network adapter
with FCoE capabilities can be used with the software FCoE initiator included with ESXi.

A common implementation of FCoE is with Cisco UCS blade chassis. The connectivity for
TCP/IP network and FCoE storage traffic is converged between the chassis and the Fabric
Interconnects. The Fabric Interconnects splits the traffic and provides the connectivity paths
to the TCP/IP network and storage network fabrics.
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The best practices when using FCoE are as follows:

» Disable the Spanning Tree Protocol (STP) on the switch ports connected to FCoE
adapters

» Ensure that the latest microcode is installed on the FCoE network adapter

» If the FCoE network adapter has multiple ports, configure each port on a separate
vSwitch

Storage path selection plugins

Multipathing allows more than one physical path to be used to transfer data between the ESXi
hosts and the storage array. In the event of a failure in a storage path, the host or hosts can
switch to another available path. Multipathing also provides load balancing by distributing the
storage 10 across multiple physical paths.

How to do it...

To determine the multipathing policy, we perform the following steps:

1. Identify the different native multipathing policies available and the capabilities of
each policy.

2. Select a multipathing policy based on the number of paths and the array type used.
Change the default multipathing policy using the esxcl1i command.
4. Configure the multipathing policy on the storage devices presented to the ESXi host.

The VMware Native Multipathing Plugin (NMP) supports storage arrays listed on the VMware
Hardware Compatibility List (HCL). NMP provides path selection based on the array type by
associating a set of physical paths with a storage device or LUN.

w

The Storage Array Type Plugin (SATP) monitors the available storage paths, reports changes
in the path status, and initiates failover between the paths when required. The Path Selection
Plugins (PSP) determine which available path to use for I10. There are the following three
Native Multipathing PSPs available:

» Fixed: The host always uses a preferred path if it is available. If the preferred path
fails, another available path is selected and used until the preferred path becomes
available. This is the default policy for active/active storage devices.

» Most Recently Used (MRU): The host uses the most recently used path. If the
current path fails, another path is selected. 10 does not revert to the previous path
when it becomes available. This is the default policy for active/passive storage
devices.

s
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» Round Robin (RR): 10 is rotated through all active paths. This provides load balancing
across all physical paths available to the hosts. This PSP can be used on active/
passive or active/active arrays.

Array vendors may provide their own path selection plugins in order to provide storage
multipathing. The use of third-party MPPs will depend on array-and-vendor best practices.
The NMP can be used for any supported array.

The optimal PSP to choose is dependent on the recommendations of the array vendor.

By default, a PSP is set based on the SATP used for the array. The SATP to use is identified by
the Pluggable Storage Architecture (PSA) using a set of claim rules that base the selection
on the vendor and the model of the array. The SATP then determines the default PSP to be
used.

The NMP PSP policies are as follows:

» VMW_PSP_MRU for MRU
» VMW_PSP_FIXED for Fixed
» VMW_PSP_RR for RR

The default PSP for an SATP can be changed using the following esxcli command:

esxcli storage nmp satp set -default-psp=<psp policy to set>
--satp=<SATP_ name>

Using the command line changes the default PSP for all new devices identified by the SATP.
The PSP for an individual device or LUN can also be changed. This can be done in the vSphere
Client or vSphere Web Client by managing the paths for a single storage device on a host.

To change the PSP of a device using the vSphere Client, navigate to Host and Clusters |
Hosts | Configuration | Storage Adapters and select the storage adapter that services the
paths you want to modify. In the Details section of the Storage Adapters window, right-click
on the device you want to modify the PSP on and select Manage Paths.

From the Manage Paths window, select the Path Selection option with the drop-down menu
and click on Change.

The following screenshot displays how to select and change the path selection policy for a
device using the vSphere Client:
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-
@ NEXENTA i5CEI Disk (naa.600144f048ac8d400000051a0b43f0001) Manage Paths [ﬁ
Policy
Path Selection: Rowdrobn(nver |
Storage Array Type: VMW _SATP_ALUA
Paths
Runtime Name Target LUN Status Preferred
vmhba37:C0:T0:L... ign.2008-01.0rg.nexenta:nexentasan:10.255.10.10:3260 100 @ Acdive (I/0) |
vmhba37:C1:T0:L... ign.2008-01.0rg.nexenta:nexentasan:10.255.10.10:3260 100 @ Acdive (Ij0) |
vmhba37:C2:To:L... ign.2008-01.0rg.nexenta:nexentasan:10.255.10,11:3260 100 @ Active (I/0)
vmhba37:C3:To:L... ign.2008-01.org.nexenta:nexentasan:10.255.10.11:3260 100 & Active (I/0) I

Refresh

MName: ign. 1998-01.com, vmware:homelab-00023d000002,ign. 2008-01,org.nexenta:nexentasan, t, 1-naa. 500 144f048ac8d0. ..
Runtime Name: wmhba37:C0:T0:L 100

||
||
i iSCSI
Adapter: ign. 1998-01. com.vmware:homelab
iSCSI Alias: hamelab
|| Target: ign, 2008-01,org. nexenta:nexentasan
|| 10.255.10. 10: 3260

Close | Help |
||

= =

Changing the default PSP for an SATP or the PSP for a device can be done without impacting
normal operations. A change made to the PSP for a single device takes effect immediately.
Changing the default PSP for the SATP changes only the settings of newly discovered devices
and not the PSP settings of the current devices.

Sizing datastores

A datastore is a logical representation of storage presented to an ESXi host where virtual
machine files are stored. A datastore can be a VMFS-formatted volume, an NFS export, a
Virtual Volume datastore, a Virtual SAN datastore, or a path on the local ESXi filesystem.
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How to do it...

Design requirements, the virtual machine disk size, IOPS, and recovery are all factors that

can determine the number of virtual machines to store on a single datastore. The size of the
datastore is calculated based on the number of virtual machines per datastore and the size of
the virtual machines:

1. Determine the number of virtual machines per datastore based on the capacity,
performance, and recovery requirements.
2. Understand the impact the SCSI reservations may have on the datastore sizing.

3. Understand how the recovery time impacts the datastore sizing.

A design factor that was identified in Chapter 3, The Design Factors, specified that no more
than 20 application servers should be affected by a hardware failure. Applying the same
requirement to datastore sizing would mean that no more than 20 application servers should
be hosted on a single datastore:

Number of VMs per datastore * (VM disk size + .vswp size) + 20% = Minimum datastore size

The datastore size for 20 application server workloads, each with 100 GB of disk storage and
8 GB of RAM with no reservations plus 20% for slack would be approximately 2.5 TB:

20 * (100GB + 8GB) + 20% = 2,592 GB or ~ 2.5TB

The storage backing the datastore has to provide enough I0OPS to support the virtual
machines running on it. If a virtual machine generates 50 IOPS and there are 20 virtual
machines on the datastore, the storage must be able to support 1000 IOPS.

[ Q The maximum size of a VMFS5 datastore is 64 TB. ]

Block storage formatted as a VMFS volume is susceptible to SCSI reservations or the locking
of the entire LUN for a very short period of time by a single host. A few operations that cause
SCSI reservations to occur are as follows:

» Creating a VMFS datastore

» Expanding a VMFS datastore

» Powering on a virtual machine

» Creating a template

» Deploying a virtual machine from a template
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» Creating a virtual machine

» Migrating a virtual machine with vMotion

» Developing a virtual machine disk

» Creating or deleting a file
With the introduction of VMFS5 along with the vStorage APls for Array Integration (VAAI)
hardware-assisted locking feature, the impact of SCSI reservations has become minimized.
If an array does not support the VAAI hardware-assisted locking feature, then the number of

virtual machines per datastore may need to be decreased in order to reduce the impact of
LUN locking for SCSI reservations.

The Recovery Time Objective (RTO) must also be taken into account when determining the
size of a datastore. If the datastore is lost or becomes inaccessible, how long will it take to
restore the virtual machines that were running on it?

Size of Datastore / GBs recovered per hour <= RTO

If 500 GB is to be recovered per hour, the time to recover a failed datastore can be calculated
as follows:

2.5 TB / 500GB = 5 hours to recover

If the RTO for the applications or workloads running on the datastore is less than 5 hours, the
datastore would need to be resized in order to ensure that recovery would take place within
the defined RTO.

There's more...

Multiple datastores can be aggregated to create a datastore cluster. A datastore cluster is a
collection of the member datastore resources with a shared management interface. vSphere
Storage DRS manages the datastore cluster resources to determine the initial placement
and the ongoing balancing of virtual machine VMDKs across the datastores in the cluster.
Datastore clusters are supported for both VMFS and NFS datastores.

A few recommended practices when using datastore clusters and Storage DRS are as follows:

» Cluster datastores with similar I0s and capacity characteristics
» Use separate datastore clusters for replicated and non-replicated datastores
» Do not mix NFS and VMFS datastores in the same datastore cluster

» Do not place datastores shared across multiple datacenters in a datastore cluster
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When a virtual machine is placed in a datastore cluster, Storage DRS determines which
datastore in the cluster the files will be stored in based on the space utilization and/or the
performance. The following diagram is a logical representation of the virtual machines placed
in a datastore cluster:

iy Vg Vig Wiy Vig

Datastore Cluster

Datastores

DS4

The best practices when using datastore clusters are as follows:

» Datastores in a cluster should have similar performance capabilities
» Keep similar virtual machine 10 workloads together on the same cluster
» Do not mix replicated and non-replicated datastores in the same cluster
» Do not mix NFS and VMFS datastores in the same datastore cluster

» Use VMDK affinity rules to keep virtual machine disk files together on the same
datastore within the datastore cluster

» Use VM anti-affinity rules to ensure that virtual machines run on different datastores
within the datastore cluster

The VMware vSphere Storage DRS Interoperability whitepaper can be found at http://www.
vmware.com/files/pdf/techpaper/vsphere-storage-drs-interoperability.
pdf. This whitepaper provides an overview of the datastore cluster's best practices and the
interoperability of datastore clusters along with other VMware products.
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Designing for VMware VSAN

VMware Virtual SAN (VSAN) is integrated into the ESXi hypervisor. VSAN virtualizes and

aggregates the local direct-attached disks in ESXi hosts. This creates a single pool of storage
resources from the local disks with each host, which is shared across all hosts in the VSAN
cluster, as shown in the following illustration:

VSAN Datastore
ESXi Host ESXi Host ESXi Host
I I I

SSD SSD SSD
o o o
3 HDD 3 HDD 3 HDD
» ¥ ®
o HDD K] HDD o) HDD
a a a

HDD HDD HDD

How to do it...

To use VSAN for storage in a vSphere virtual infrastructure design, follow these steps:

1. Identify the hardware requirements to support VSAN.
Verify that disks and controllers are on the VSAN Hardware Compatibility List (HCL).

2
3. Size VSAN to support performance and availability.
4

Enable VSAN on the vSphere Cluster.

VSAN presents shared storage to ESXi hosts across a vSphere Cluster. Each host providing
storage to the VSAN cluster requires the following:

» Solid-state disks (SSD) to provide performance

» Hard disk drives (HDD) or SSDs to provide capacity

» Disk controller

» Network connectivity between hosts
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As with all hardware in a vSphere environment, the hardware supporting VSAN must be
verified on the HCL located at http://www.vmware.com/resources/compatibility/
search.php?deviceCategory=vsan. The compatibility of the SSD, HDD, and disk
controller, including the firmware, should all be validated on the HCL. Many server hardware
vendors offer VSAN-ready nodes that have been preconfigured with supported hardware/
firmware.

VSAN can be deployed as a hybrid, SSD and HDD disks, or as All-Flash. VSAN requires network
connectivity between hosts. A 10 GbE network should be used for VSAN to provide the best
performance, but 1 GbE is supported in a hybrid VSAN. 10 GbE is required for All-Flash VSAN.
A VMKernel is configured and enabled for VSAN traffic, as shown in the following screenshot:

VMkemel port settings

TCPIP stack: i ]

Available senices

Enable senvices: [ ] vMotion traffic
[ ] Provisioning trafiic
[] Fault Tolerance logging
[ ] Management trafiic
[]vSphere Replication trafiic
[]vSphere Replication NFC trafiic
] Virtual SAN traffic

VSAN is enabled on a vSphere Cluster. ESXi hosts participating in the VSAN, whether the host
is providing storage or consuming storage, must be in the same cluster. The VSAN storage
cannot be directly consumed by hosts outside the cluster. VSAN is enabled by simply turning
on VSAN for a vSphere Cluster, as shown in the following screenshot:
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[ LABCluster - Edit Virtual SAN Settings (3)

[V Turn ON Virtual SAN

Add disksto storage  [Manual | v |

Requires manual claiming of any new disks on the included
hosts to the shared storage.

[ ok || cancel |

When enabling VSAN, disks can be automatically or manually claimed. Disks are claimed to
be used by VSAN and placed into disk groups. A disk group must contain at least one flash
(SSD) disk and one or more HDDs. A single host can be configured with up to five disk groups,
and each disk group can contain up to 8 disks, 1 SSD, and 7 HDDs. All flash disk groups are
supported as well. In a VSAN disk group, the flash disk provides performance and the HDD
disk provides capacity. Claiming disks for VSAN is shown in the following screenshot:

[ LABCluster - Claim Disks for Virtual SAN Use 2)

When claiming disks for Virtual SAN, the following rules apply:

1. Hosts that contribute to the Virtual SAN cluster must contribute atleast 1 flash disk.

2. The number of HDD disks that a host contributes must be greater than or equal to the number of flash disks it contributes.
Maore flash disks means better performance, and more HOD disks mean more datastore capacity.

Unselectall | — TS Show | Eligible hosts [+](a -

Mame Drive Type Capacity Transport Type

v [V] [ n-esxit.nestedlocal

# & Local WVMware Disk (mpxvmhba1:C0:T2:L0) HDD 100.00 GB Farallel SCSI
[ @ Local Vidware Disk (mpxvmhba1:C0:T1:L0) Flash 10.00 GB Parallel SC3I
+ [V] [ n-esxiz.nested.local
[ &2 Local Vidware Disk (mpxvmhba1:C0:T2:L0) HOD 100.00 GB  Parallel 5C3I
!'1"[.: Local YMware Disk (mpxvmhba1:C0:T1:LD) Flash 10.00 GB Farallel SCSI
v [¥] [ n-esxi3.nestedlocal
[ & Local VMware Disk (mpxvmhbat:C0O.T2:L0) HOD 100.00 GB  Parallel SC3I
[ @ Local Vidware Disk (mpxvmhbal:CO.T1.L0) Flash 10.00 GB Parallel SC3I
i gitems [~
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When sizing VSAN, VMware recommends that the SSDs be sized to 10% of the HDD capacity
in a disk group. For example, if there is 1 TB of HDD capacity, the SSD should be at least 100
GB. The capacity of the disk group is the sum of the HDD capacity. If there are three 1 TB
HDDs in the disk group, the group will provide 3 TB of capacity storage. The size of the VSAN
in a datastore is the aggregate of all disk groups claimed by VSAN across all hosts.

Three hosts participating in a VSAN cluster, each with a disk group of three 1 TB HDD to
provide capacity, will present a VSAN datastore with approximately 9 TB of usable capacity.

When sizing VSAN, it is important to take into account failures to tolerate (FTT) and Fault
Domain policies for virtual machines. A virtual machine consuming 100 GB of storage on a
VSAN datastore with the FTT policy configured to 1 will consume twice the capacity, or 200
GB. This is due to the virtual machine storage being duplicated across two hosts, so the
virtual machine disks will be available in the event that a single host fails. If the FTT is set
to 2, then a virtual machine will consume thrice the capacity. We will take a deeper look at
storage policies later in this chapter.

There's more...

At the time of writing, VMware has just released the latest version of VSAN. This new version,
VSAN 6.2, includes a number of significant features and improvements, including the
following:

» Deduplication and compression in order to improve the capacity efficiency
» Erasure coding to provide better resiliency
» Quality of service to control IOPS on a per-virtual machine basis

VMware continues to develop and improve the capabilities, efficiencies, and the performance
of VSAN storage, making it a suitable alternative to traditional storage for virtual machine
workloads. More details on VSAN design and sizing can be found in the VMware Virtual SAN
6.0 Design and Sizing Guide found at http://www.vmware.com/files/pdf/products/
vsan/VSAN Design and Sizing Guide.pdf.

Using VMware Virtual Volumes

Virtual Volumes (VVOL) is a virtual disk management and array integration framework
introduced with vSphere 6. VVOLs enables policy-based storage for virtual machines. A
datastore is presented backed by raw storage supporting multiple different capabilities,
such as snapshotting, replication, deduplication, raid level, performance, and so on. These
capabilities are exposed to the vSphere environment. Policies are created and assigned to
virtual machines. When a virtual machine is placed on a VVOL datastore, the placement on
the array is based on the requirements defined in the policies.
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How to do it...

To successfully incorporate VVOLs as part of a vSphere infrastructure design, perform these

steps:

1.

2.
3.
4

Identify the components and characteristics of VVOL.

Chapter 5

Identify the limitations and interoperability of VVOLs with other vSphere components.

Create a new storage provider in vCenter.

Add a VVOL datastore.

The following table outlines the different components that are required to make up a VVOL
environment:

Component

Description

vSphere APIs for Storage
Awareness (VASA)

The VASA provider is a software component developed
by the storage array vendor. It provides storage
capability awareness to vCenter and ESXi hosts.

Storage Containers (SC)

A pool of storage capacity and storage capabilities
in the array. A storage container represents a virtual
datastore.

Protocol Endpoint (PE)

A logical 10 proxy that provides a data path from virtual
machines to virtual volumes.

VVOL Objects

Encapsulation of virtual machine files and disks.
Objects are stored natively on the array storage
containers.

VVOLs differ from other vSphere storage in that there is no filesystem. The storage container
is comprised of raw storage capacity grouped by capabilities. This storage container is
presented as a datastore to the vSphere environment through the protocol endpoint. The

protocol endpoint can provide a data path and supports IP-based (iSCSI, NFS, and FCoE) and
FC connectivity. The VASA provider communicates with vCenter and ESXi hosts to expose the

storage capabilities of the VVOLs.
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The following figure provide a logical overview of VVOLs and the connectivity between the
components:

VVOL Datastore

ESXi Host ESXi Host ESXi Host
Control
FC, FCoE, iSCSI, NFS
Y Storage
Data Policies
l ) vCenter
Protocol Endpoint Server
I
Data
Control

Storage Container

= B2 g e Provicer

Performance  Shapshots Replication  Deduplication

A
A 4

VVOLs is a new feature that has only just been introduced with vSphere 6. There are still a
number of limitations to the features and the products supported. For example, features such
as Storage 10 Control (SIOC), IPv6, Fault Tolerance (FT), and Raw Device Mapping (RDM)
are not supported on VVOL. Products such as vSphere Data Protection (VDP) and VMware
Site Recovery Manager (SRM) do not currently support the use of VVOLs. If a vSphere
design requires these features or products, VVOLs will most likely not be a viable choice to
provide storage to the environment. For a complete list of supported/unsupported features
and products, refer to the VMware Knowledge Base article at https://kb.vmware.com/
kb/2112039.

To create a new storage provider, the name of the provider, the URL for the VASA 2.0 provider,
and a username and password or a certificate for authentication are required. Storage
providers are configured per vCenter Server, as shown in the following screenshot:
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summary  Monitor | Manage | Related Objects

|. Setftings | Scheduled Tasks | Storage Providers | Alarm Definitions | Tags | Permissions ‘ Sessmns.

Storage Providers

+ B8 X

Group by:
Storage Frovider/Storage System Status Active/Standby Friarity URL Last Rescan Time  VASA AP| Versi
- VVOLs Connected - - hitps:/192.168.1.162:8443asa... - 20
Mo Storage System (0/1 onli... Active -
i

Storage Provider Details

General
General

Supported vendor IDs

Cerfificate info Provider name WoLs

Provider status Connected
Active/standby status -

Activation Autornatic

URL https:/i192.168.1.162:844 3vasaversion.xml

Once the storage provider has been configured the VVOL, the datastore is added using the

New Datastore wizard and by selecting the VVOL datastore type, as shown in the following
screenshot:

3 New Datastore 2 M
+ 1 Location Type
4 Name and container Create a VMFS datastore on a disk/LUN
selection i
(_JNFS
4 Select hosts accessibility -
Create an NFS datastore on an NFS share over the netwaork.
5 Ready to complete -
(#) VWOL
Create a Virtual Volumes datastore on a storage container connected to a storage pravider.
Back Next Cancel
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When VWOL is selected as the type in the New Datastore wizard, the available storage
containers will be displayed. Enter a name in the Datastore name field and select the
Backing Storage Container option, as shown in the following screenshot:

3 Mew Datastore ?) M

+ 1 Type Datastore name: "‘.-"".-'OLfDSﬂ

¥4 , Name and container
selection

3 Readyto complete

Backing Storage Container

Identifier Maximum Disk Size Existing Datastore

Prod_Datastore wiol:2e51490882904f93-9... 16.00TB -

[y litems [mp~

Once complete, the datastore will be created, presented to the hosts in the environment, and
available for virtual machine storage.

Incorporating storage policies into a design

Storage policies are configured to simplify the provisioning of a virtual machine in the storage.
Storage policies ensure that service levels are met for the storage performance, protection,
and availability. For Software Defined Storage (SDS), including VSAN and VVOL, these policies
are a key component required to determine the virtual machine placement during provisioning
and throughout a virtual machine's life cycle.

How to do it...

When incorporating storage policies into a vSphere design, perform the following steps:
1. Determine the storage services and capabilities required by virtual machine
workloads:
o What data protection service will be required for virtual machines?

o Are capabilities such as encryption at rest, deduplication, or compression
required?

o Are different tiers of storage required?
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2. ldentify how storage array capabilities will be discovered:

o Is a VASA provider available for providing awareness about storage
capabilities?

o Will tags be used to manually tag datastores based on capabilities?

3. Create the policies' mapping storage capabilities to virtual machine requirements.
4. Assign storage policies to virtual machines and virtual machine disks.

VM Storage Policies are created and managed through the vSphere Web Client, as shown in
the following screenshot:

EF% vm Storage Policies

Objects

i |/ G 2F | @hactons ~

HName Desariptecn

ES Virtual SAN Default Storage . | Storage policy used as dafaultf..

L‘r'S Vol Mo Requirements Palicy Allow the datastore to deferming
T Synology NFS Synology NFS Storage
[E'- isCs Synology ISCSI Connaclad Stor

VM Storage Policies contain a rule or a set of rules. These can be based on tags or data
services. Tag-based rules are created from tags the administrator creates for storage
capabilities and then manually assigns to datastores. Data services-based rules are created
from capabilities discovered from a data service provider, for example, for a VASA provider on
a VWOL-enabled array. A rule set based on data services is shown in the following screenshot:

ﬁ’ﬁ Create New VM Storage Policy 2 M
+ 1 Name and description Rule-Set1
Select rules specific for a datastore type. Rules can be based on data senvices provided by datastore or based on tags
+ 2 Rule-Sets The VM storage policy will match datastores that satisfy all the rules in atleast one of the rule-sets
3 Storage compatibiliy Rules based on data services \m|
4 Readyfo complete Service Level @ [] Piatinum | @
[ Gold
[ silver
[] Bronze -
| <Add rule= K3

Rules based on tags

[ Add tag-based rule_ |
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VM Storage Policies can be assigned to a virtual machine or to individual virtual machine
disks. The Manage VM Storage Policies dialog box for a virtual machine is displayed in the
following screenshot:

1 LABSQLO1: Manage VM Storage Policies 7
Select a commaon storage policy for all storage objects or use the table below to define different policies for the different storage objects.
WM storage policy: | WOL-HIGHPERF - Applyto a
ame Disk Size WM Storage Policy Datastore Datastore Type
£ VM home VWOL-HIGHPERF ] NFS_Datastore2 NFS
&3 Hard disk 1 40.00 GB VWOL-HIGHPERF B NFS_Datastore2 NFS
&5 Hard disk 2 100.00 GB VVOL-HIGHPERF B NFS_Datastore2 MFS

This is based on the requirements for the virtual machine; for example, a virtual machine
running SQL may require different storage capabilities for the disks containing the OS, the
logs, the tempDB, and the databases. Policies can be assigned to each virtual disk in order to
ensure the correct placement of the disks and also to ensure compliance through the virtual
machines' life cycle.

NFS version 4.1 capabilities and limits

vSphere 6 has added support for NFS version 4.1. NFS clients for both NFS version 3 and NFS
version 4.1 are included as part of ESXi. Using NFS version 4.1 provides additional features
and functionalities over NFS version 3, but there are some significant caveats and limitations
that must be accounted for when using NFS version 4.1 in a vSphere design.

How to do it...

To determine how NFS version 4.1 can be incorporated into a vSphere 6 design, follow these
steps:

1. Identify the capabilities of NFS version 4.1:
o What design requirements will NFS version 4.1 satisfy?

2. Determine the limitations of NFS version 4.1.
3. Identify the requirements for configuring a NFS version 4.1 datastore.
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NFS version 4.1 in vSphere 6 provides the following capabilities:

» Multipathing support for NFS datastores
» Non-root user access when using Kerberos
» Stateful server-side locking
» Better error recovery
These features provide enhancement to performance, security, and availability. There are still

a number of limitations that will have an impact on using NFS version 4.1 in a vSphere design.
These limitation include the following:

» No support for vSphere Fault Tolerance (FT), VMware Site Recovery Manager
(SRM), Virtual Volumes (VVOL), or Storage 10 Control (SIOC)

» IPv6 is only supported for non-Kerberos datastores

» NFS version 3 datastores cannot be upgraded to NFS version 4.1

» No VAAI-NAS hardware acceleration

Features including vSphere High Availability, vSphere vMotion, and vSphere Distributed
Resource Scheduler (DRS) are all supported when using NFS version 4.1 datastores.

Presenting both NFS version 3 and NFS version 4.1 datastores is supported. ESXi includes
separate NFS clients to support each version. However, a single NFS share should not be
accessible by both protocol versions; this will most likely result in data corruption.

The NFS server providing storage must support NFS version 4.1, and as with all IP
connected storage, VMkernel interfaces are required on each ESXi host to support the
storage connectivity.

NFS Kerberos Credentials provides significant security improvements, and this allows
non-root access to the NFS export. NFS Kerberos credentials are configured for each
hosts. Only a single credential can be created.
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The NFS Kerberos credentials are created and managed from the Authentication Services
settings on a host, as displayed in the following screenshot:

" Edit NFS Kerberos Credentials

Username: |LAEI\nfs_svc

Password: I****“‘*“l

Flease note thatthe provided credentials are currently
& notvalidated until you mount a datastore with kerberos
authentication.

NFS version 4.1 datastores are mounted to ESXi hosts using the New Datastore wizard.

A datastore name and the folder location of the NFS share are required just as with NFS
version 3. Multiple NFS servers can be added to provide multiple paths to the NFS version 4
share, as shown in the following screenshot:

3 New Datastore

2w

v 1 Type
«/ 2 Select NFS version

3 Name and configuration

Configure Kerberos
authentication

5 Ready to complete

Datastore name: |MFSw41

NFS Share Details

@ Enterthe NFS share details. Ifthe server that will back this datastare has trunking enabled, below you can enter additional IPs,
which the ESXi hostwill use to achieve multipathing to this NFS server mount point.

Folder:  [INFS41_datastore |
E.g: /datastore-001

Server(s) | |-|-
E.g: nas, nas.it.com or 192.168.0.1

(@ Fitter -
Servers to be added
192.168.1.150
192.168.1.151
7] 2 items

@ ifyou plan to configure an existing datastare on new hosts in the datacenter, itis recommended to use the "Mountto additional
hosts” action instead.

Access Mode

] Mount NFS as read-only

Back Next Cancel
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In this chapter, we will cover the following topics:

» Determining network bandwidth requirements
» Standard or distributed virtual switches

» Providing network availability

» Network resource management

» Using private VLANs

» |P storage network design considerations

» Enabling jumbo frames

» Designing for VMkernel services

» Creating custom TCP/IP stacks

» vMotion network design considerations

» IPv6 in a vSphere design

Introduction

In order to effectively design a virtual network infrastructure, a design architect must
understand the virtual network architecture, including which features are available and how
they are configured. This chapter contains recipes that a design architect can use to design a
virtual network architecture that provides the capacity and availability required to support the
virtual infrastructure.
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The logical network design includes the calculation of the network capacity or the bandwidth
required to support the virtual machines and the determination of the capacity required

to support VMware technologies, such as vMotion and fault tolerance. If IP-based storage
connectivity is required, the design must account for the networking required to support the
storage traffic as well. The following diagram displays how a network design is integrated into
the design process:

/
Discovery Physical Design
o
i A
/

Conceptual Design Logical Design Implementation

.

4 N
Management Storage Network Compute
o )

Approval

This chapter discusses the different virtual network switch technologies available in vSphere
and the different features available in each. It also covers how load balancing and teaming
are used to improve network utilization efficiency and increase availability. Network capacity
resource management using traffic shaping, jumbo frames, and network I/0 control is also
covered.

Determining network bandwidth

requirements

Bandwidth refers to the capacity of the network and is measured in either gigabits per
second (Gbps) or megabits per second (Mbps). The bandwidth required is based on the
amount of data transferred or the throughput required by the virtual machines. Most modern
networks are capable of transferring data at 1 Gbps or 10 Gbps. Network adapters that
support 40 Gbps have recently become available.

The number of physical network adapters in each host required to support a solution is
dependent on the amount of bandwidth required to support virtual machine network traffic,
the number of virtual switches required, and the network redundancy requirements.

From the case example in Chapter 3, The Design Factors, the following information is used to
help calculate the network bandwidth requirements:

» Cisco switches are used for network connectivity. Separate VLANSs exist for
management connectivity and production application connectivity.
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» No more than 20 application servers, or 200 customers, should be affected by
hardware failure.

» Currently, each physical server contains a single gigabit network interface card.
Peak network usage is 10 Mbps.

How to do it...

1. Calculate the total amount of bandwidth required to support virtual machine network
traffic using the following formula:

Total Number or Virtual Machines x Bandwidth per Virtual Machine
(Mbps) = Total Bandwidth Requirement (Mbps)

2. Calculate the amount of bandwidth required per host. This is dependent on the
maximum number of virtual machines that can be run on a single host.

3. Determine the network requirements for other vSphere services and features,
such as vMotion, iSCSI, NFS, and fault tolerance.

4. Select the type and number of network adapters in order to provide the network
connectivity required to support the design requirements.

The physical network infrastructure must be capable of supporting the total throughput
requirement of the environment. The total throughput requirement is calculated by multiplying
the number of virtual machines by the throughput required by a single virtual machine:

100 Virtual Machines x 10Mbps = 1000 Mbps Total

The throughput required for a single host is calculated by multiplying the number of virtual
machines that will run on a host by the throughput required by a single virtual machine:

20 Virtual Machines x 10 Mbps = 200 Mbps per Host

Network adapters are generally capable of delivering throughput equal to approximately

80% of the adapter speed, for example, 800 Mbps for a 1 Gbps network adapter. A single
gigabit Ethernet connection would provide sufficient bandwidth to support the virtual machine
throughput requirements calculated previously. An additional network adapter would be
required to support failovers.

There are also network bandwidth requirements to support VMkernel interface network
connectivity for management, vMotion, IP storage, and fault tolerance. The minimum
bandwidth requirements for VMkernel network connectivity are as follows:

» Management: 100 MB

» vMotion: 1 GB
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» IP storage: This is dependent on the amount of storage throughput required but is
limited to the bandwidth of a single path
» Fault tolerance: 1 GB (10 GB required for multi-vCPU fault tolerance)

Sufficient physical network connectivity and bandwidth must be included in the design to
support these services.

Network connectivity can be provided using multiple 1 GB network adapters, or 10GbE
Converged Network Adapters (CNA) can be used to carry multiple network traffic types,
including virtual machine network traffic and VMkernel (management, vMotion, fault
tolerance, and IP storage) network traffic on a single 10GbE network adapter, as shown

in the following figure:
Ym Ym I

(Management vmkj( vMotion vmk ][ iSCSI vmk ][ Virtual Machine j
Virtual Switch (vSwitch or vDSwitch) j

10GbE CNA 10GbE CNA

When CNAs are used to provide physical uplink connectivity to virtual switches, traffic shaping
or Network 1/0 Control (NIOC) can be configured in order to ensure that sufficient network
bandwidth is available to each traffic type serviced by the CNAs.

For a virtual machine with very high network I/0 requirements, DirectPath /0 allows a
physical network adapter to be passed through directly to the virtual machine.

The following figure shows how a virtual machine is provided direct access to a physical
network card using DirectPath 1/0:
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When DirectPath 1/0 is used, the network adapter is made available only to the virtual
machine, it is passed to and cannot be shared with other virtual machines. The full bandwidth
capacity of the network adapter is available to the virtual machine. Because a virtual machine
with DirectPath I/0 configured is dependent on the physical network card in the host, neither
can it be moved to other hosts using vMotion, nor be protected using VMware HA.

Standard or distributed virtual switches

The connectivity of the virtual network to the physical network in a vSphere environment

is accomplished using one of two virtual switch technologies: the standard virtual switch
(vSwitch) or the virtual distributed switch (vDSwitch). VMware technologies such as VMware
HA, VMware DRS, and fault tolerance require that virtual switch configurations be consistent
across all ESXi hosts in a cluster.

How to do it...

1. Identify the features and capabilities of virtual standard switches and distributed
virtual switches.

2. Based on the design requirements, determine which virtual switch technology should
be selected to support them.

The virtual switch technology chosen is dependent on the connectivity, availability,
manageability requirements, and the features available in the virtual switch.

A standard virtual switch is configured and managed independently on each ESXi host and
supports up to 1024 virtual switch ports per vSwitch. Because vSwitches are configured

on each individual host, it increases the administrative overhead required to support large
environments. Advanced network features such as port mirroring, NetFlow integration, and
private VLANs are not available when using standard virtual switches. vSwitches are available
on all vSphere license levels.
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Several networks can use the same vSwitch, or networks can be separated across multiple
vSwitches. Multiple physical uplinks can be associated with a vSwitch to provide redundancy
and load balancing. vSwitches can be created with no physical uplinks to keep the virtual
machine network traffic isolated on a single host.

The following figure depicts a common logical network design using standard virtual switches
to provide virtual machine network connectivity:

Y ¥y $E w9

( Portgroup VLAN 10 Portgroup VLAN 11 Portgroup VLAN 10 Portgroup VLAN 11

Standard vSwitch Standard vSwitch

vDSwitches are configured and managed by vCenter. A vDSwitch guarantees consistent
network policy configurations and PortGroup configurations across all hosts with uplinks
that are connected to it. vSphere Enterprise Plus Licensing is required to use vDSwitches.

Multiple physical uplinks from each host can be associated with a vDSwitch in order to provide
redundancy and load balancing. A vDSwitch will not be available for use by a host without any

physical uplinks associated with it. The following figure depicts a logical virtual network design
using a virtual distributed switch:
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vCenter is required to manage vDSwitches. vCenter controls the configuration state and
keeps track of virtual machine connection information for the vDSwitch. If the vCenter Server
managing the vDSwitch is unavailable, new connections to the vDSwitch will not be possible.

The features available when using a vDSwitch are as follows:

» The central management of the virtual switch and virtual machine port groups
» Link Aggregation Control Protocol

» Ingress and egress traffic shaping

» Load balancing based on physical NIC load

» NetFlow integration

» Port mirroring

» Third-party virtual switches (Cisco Nexus 1000v)

» Private VLANs

» Network I/0 Control

Third-party virtual switches, such as the Cisco Nexus 1000v, can be used to extend the
functionality of a vDSwitch. They provide an interface for the provisioning, monitoring, securing,
and configuring of the virtual network using standard vendor network management tools.
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Providing network availability

Network availability is obtained by minimizing Single Points of Failure (SPOF) and providing
sufficient capacity. Multiple network ports, network adapters, and physical switches can be
used to minimize single points of failure, and link aggregation can be used to provide load
balancing across multiple network adapters.

vSphere virtual network configurations offer multiple NIC teaming and load balancing options.
The options used are dependent on the number of network adapters available, the number
of virtual machines connected, the physical network's topology, and the amount of bandwidth
required.

How to do it...

Identify the availability options on virtual switches and virtual switch port groups.

Determine the load balancing policies to provide availability based on the design
requirements.

3. Determine the network adapter teaming policies to provide availability based on the
design requirements.

Load balancing distributes the network load across multiple available adapters. Load
balancing policies are configured as part of the NIC Teaming and failover options on virtual
switches, virtual machine port groups, and VMkernel interfaces.

The following screenshot illustrates the Edit Settings dialog to configure Teaming and failover
options on a virtual machine port group on a standard virtual switch:
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Q VM Network - Edit Settings b
Properties Load balancing: [ override
ettty Network failure detection: ] Override
Traffic shapin
i Motify switches: [] override
‘eaming and failover -
Failback: [] Override
Failover order
/] Override
¢ All | Properies CDP  LLDP
Active adapters Adapter Intel Corporation 8285
vmnic Controller (Copper)
[ vmnicl MName vmnicO
Standby adapters Location PCI02:00.0
Unused adapters E.LLS ALY
Status
Status Connected
Configured speed, Duplex Auto negotiate
Actual speed, Duplex 1000 Mb, Full Duple:
Select active and standby adapters. During a failover, standby adapters activate in the order spe -
4 e »
OK Cancel

The following load balancing policies can be applied to virtual switches or virtual port groups:

>

Route based on originating virtual port: This is the default load balancing policy.
When it is used, the load is balanced based on the number of physical NICs and
the number of virtual switch ports in use. Virtual port connections are distributed
across the physical NICs available to the virtual switch. A virtual machine connected
to the virtual port will always use the same physical NIC, unless the NIC becomes
unavailable.

Route based on IP hash: This load balancing policy uses a hashing algorithm that
determines the physical path based on the source and destination IP addresses
of the virtual machine traffic. A virtual machine's network traffic can use multiple
available NICs. This policy is used when using either EtherChannel or the LACP link
aggregation.

Route based on source MAC hash: This load balancing policy is similar to the Route
based on originating virtual port policy, except that the physical NIC used for the
virtual machine traffic is based on the virtual network adapter's MAC address and not
the virtual port connection.
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» Use explicit failover order: This policy is not really a load balancing policy because
network traffic always uses the physical NIC uplink that is configured as the highest
order active physical uplink available.

» Route based on physical NIC load: This is an additional load balancing option
offered by vDSwitches that is not available to vSwitches. It is the most efficient
because it distributes the load across active uplinks based on the actual workload
of the physical NICs.

Redundancy in the virtual network is provided by configuring Failover order. These
configurations define the physical uplinks that are actively used to pass the network traffic,
and those that are available stand in the event of an active uplink failing.

The available adapters are as follows:
» Active adapters: These are adapters that are available for use by the virtual switch,

a virtual machine network port group, or a VMkernel interface.

» Standby adapters: These are adapters that become active only in the event that an
active adapter becomes unavailable.

» Unused adapters: These adapters are unused. They will never be used by the virtual
switch, a virtual machine port group, or a VMkernel interface.

The following screenshot shows adapters configured in Active and Standby. If Active
adapters (vmnicO) fails, Standby adapters (vmnicl) will become active:

eaming and failover

Failback: ] override

Failover order

(/] Override
T+t 3 All | Prope
Active adapters Adapter
B vmnicO
Standby adapters Mame
[ vmnici Location

Unused adapters o

Status

The following figure shows an example of an active/standby network configuration commonly
used in small environments to provide connectivity and redundancy for the host management
and vMotion networks:
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( Management j( vMotion j
RN 7]

( \ Virtual Switgh / j

Active Uplink
-------- Standby Uplink

Network Failover Detection and Failback are settings that control how a network failure is
detected and what happens when an Active adapter is returned to service after a failure.

How a network failure is detected is configured using the Network Failover Detection option.
Two failure detection options are available: Link Status Only and Beacon Probing. The Link
Status Only option uses the link state, up or down, of the physical NIC to determine whether
the uplink is available. The Beacon Probing option detects network failures by sending and
receiving beacon probes to all physical uplinks on the virtual switch and can detect the link
state and switch failures. At least three active uplinks are required for beacon probing to
work effectively. The VMware Knowledge Base article located at http://kb.vmware.com/
kb/1005577 provides more information on how beacon probing works with virtual switches.

The Failback setting defines whether or not an Active adapter is returned to the service if

the adapter becomes available after a failure based on the value set for Network Failover
Detection. If a physical switch fails and Failback is enabled with Link Status Only being used
for Failover Detection, the adapter may become active and will be returned to the service
before the physical switch is available to pass the traffic.

Network resource management

In a vSphere environment, physical network resources are shared across multiple virtual
machines and services. The ability to ensure that sufficient capacity is available across
shared resources, therefore, becomes important. If a single virtual machine or a VMkernel
network service, such as vMotion or fault tolerance, saturates the available network capacity,
other virtual machines and services, including host management services, may be adversely
impacted.
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How to do it...

1. Identify the traffic shaping and network resource controls available in the virtual
network switches.

2. Determine the network resources required for different traffic types: management, IP
storage, vMotion, and virtual machine traffic.

3. Design traffic shaping, Network /0 Control (NIOC) policies, and Network Resource
Pools to guarantee or limit network resources for the network traffic types based on
the design requirements.

Traffic shaping is used to limit the amount of bandwidth available to virtual switch ports.
NIOC is used to apply limits and guarantee traffic to different virtual network service types.

Traffic shaping can be configured on vSwitches, vDSwitch uplinks, VMkernel interfaces, and
port groups to restrict the network bandwidth available to the network ports on the virtual
switch. Traffic shaping is applied at all times regardless of the amount of network capacity
available. This means that if traffic shaping is enabled and configured on a virtual switch or
port group to limit the peak bandwidth to 1,048,576 Kbps (1 Gbps), only 1,048,576 Kbps of
bandwidth will be used even if more bandwidth is available.

The following bandwidth characteristics can be applied to the traffic shaping policy:

» Average bandwidth: This is the allowed average load measured in Kbps

» Peak bandwidth: This is the maximum allowed load measured in Kbps

» Burst size: This is the maximum number of bytes, measured in Kbytes,
that can be burst over the specified average bandwidth

Traffic shaping policies on a vSwitch apply only to egress or outbound traffic. vDSwitch traffic
shaping policies can be configured for both ingress (inbound) and egress (outbound) traffic.

The following is a screenshot of the configuration screen in order to apply Traffic shaping to a
virtual machine port group on a standard virtual switch:
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& VM Network - Edit Settings

Properties Status: [/] Override | Enabled | 3
Security Average bandwidth (kbitls): 100000 =
W Peak bandwidth (kbit/s): 100000 ?
Teaming and failover —
Burst size (KB): 102400 =

The following screenshot shows the Ingress traffic shaping and Egress traffic shaping
settings that can be applied to a virtual machine port group on a vDSwitch:

<% dvPortGroup-Prod - Edit Settings

General Ingress traffic shaping
Advanced
Status: | Enabled |+ |
Security -
Average bandwidth (kbit's): 100000 :
raffic shaping f—
Peak bandwidth (Kbit/s): =
VLAN ( ) 100000 =
Burst size (KB): 102400 =

Teaming and failover

~ITHETIT Egress traffic shaping

Traffic filtering and marking

) Status: | Enabled |+ |
Miscellaneous —
Average bandwidth (kbitis): 100000 :

Peak bandwidth (kbit/s): 100000 ?

Burst size (KB} 102400 ?

o Traffic shaping policy is applied individually to each port in the port group.

Unlike traffic shaping, NIOC provides control over network bandwidth for specific network
protocols only during times of network contention. NIOC can only be enabled on vDSwitches.

Shares, limits, and reservations can be applied to network traffic types in order to limit and
guarantee bandwidth to the different network traffic types, including the following:

» Management traffic

» vMotion traffic

» IP storage traffic (NFS/iSCSI)

» Virtual SAN traffic
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» Fault tolerance traffic
» VvSphere replication traffic
» vSphere Data Protection backup traffic
» Virtual machine traffic
The System traffic screen in the vSphere Web Client provides information about the

bandwidth capacity and the allocation of network resources across the different traffic types.
The following screenshot illustrates the NIOC configurations of a vDSwitch:

@ DSwitch | Actions + ="
Summary  Moniter | Manage | Related Objects
Seftings | Alarm Definifions | Tags | Permissions | Network Protocol Profiles | Ports | Resource Allocation
“ f , ] Network IO Control Enabled
0 Gbits 075 Goits  1.00 Gbit's Version 3
Network resource pools Total bandwidth capacity 1.00 Gbit's Physical network adapters 2
Minimum link speed: 1,000 Mbit/s
Maximum reservation allowed 0.75 Ghits
Configured reservation 0.10 Gbit's
Available bandwidth 0.90 Gbit's
& Q -
Traffic Type 14 Shares Shares Value Reservation Limit
Fault Tolerance (FT) Traffic Normal 50 0 Mbit/s Unlimited
Management Traffic Mormal 50 0 Mbitis Unlimited
NFS Traffic MNaormal 50 0 Mbitis Unlimited
Virtual Machine Traffic High 100 100 Mbitis Unlimited ::
Virtual SAM Traffic MNarmal 50 0 Mbit/s Unlimited
ISCSI Traffic MNaormal 50 0 Mbit/s Unlimited
viotion Traffic Normal 50 0 Mbit/s Unlimited
vSphere Data Protection Backup Traffic Mormal 50 0 Moit's unlimited
vSphere Replication (VR) Traffic MNormal 50 0 Mbit/s Unlimited |=
i gitems |4~

Shares define the share a specific traffic type will receive from the available bandwidth

on a physical NIC attached to the vDSwitch at the time of network bandwidth contention.
Reservation is the Mbps guaranteed to a specific traffic type. Limit is the Mbps limit applied
to all hosts connected to the vDSwitch.

The percentage of bandwidth a traffic type receives is based on the total number of shares
available; for example, in the default configuration, the virtual machine traffic receives 100

shares of the 400 (50 + 50 + 50 + 50 + 100 + 50 + 50) shares available. The formula for this
is as follows:

Shares Value / Total Available Shares = Percentage of Physical Network Bandwidth
Therefore, 100 / 400 = 25%.

The amount of bandwidth available to vMotion would be calculated based on the 50 shares
allocated to the vMotion traffic, as follows:

50/400=12.5%
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Network resource pools can be created in order to allocate virtual machine traffic reservations
across distributed port groups. For example, if 100 Mbps is reserved for virtual machine
traffic, this reservation can be applied across different port groups. In the following
screenshot, New Network Resource Pool is created, allocating 90 Mbps of the 100 Mbps

reservation to a pool named CriticalVMs:

DSwitch - New Network Resource Pool

Mame: CriticalVis
Description:
Reservation quota: a0

Max. quota:

-

100 Mbit's

OK

Mbit/s

-

Cancel

Note that Reservation quota is the bandwidth network resource pool will be guaranteed out
of the overall reservation. Reservation quota cannot be set to a value higher than the total

reservation allocated to the virtual machine traffic.

Network resource pool is then assigned to a portgroup on the virtual distributed switch,

as shown in this screenshot:

25 DPortGroup - Edit Settings

Mame: DPofGroup
R Fort binding: Static binding
Security . -

Port allocation: Elastic
Traffic shaping
VLAN

Mumber of ports: 8

Teaming and failover

Metwork resource pool: CriticalViMs

Monitoring

O Eastic port groups automatically increase or decrease the number of p-:nrt:::

Trafiic filtering and marking Description:

Miscellaneous

OK Cancel

This allocates the reservation from the CriticalVvMs network resource pool to the

DPortGroup port group.
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Using private VLANSs

Private VLANs (PVLANSs) are an extension of the VLAN standard. PVLANs can be configured
on virtual distributed switches in order to isolate traffic between virtual machines in the same
VLAN.

How to do it...

Identify the types of PVLANs available and the functionalities of each.

Determine the use cases for the PVLANs and identify whether the PVLANs can be
used to satisfy the design requirements.

3. Design the PVLANs to meet the design requirements.

A primary PVLAN is created on a vDSwitch, and secondary PVLANs are associated with the
primary PVLAN. There are three types of secondary PVLAN: Promiscuous, Community, and
Isolated. They are depicted in the following diagram:

+“—>
Wiy Wiy

PVLAN
Promisuous (120,120)

PVLAN
Community (120,121)

Yy iy
\/I\4 ¢ ’ \/“4 PVLAN
Isolated (120,122)

The virtual machine connections in a Promiscuous PVLAN can communicate with all the
virtual machine connections in the same primary PVLAN. When a primary PVLAN is created,
a Promiscuous PVLAN is created with the same PVLAN ID as the primary PVLAN.

Virtual machine connections in a Community PVLAN can communicate with other virtual
machine connections in the same Community PVLAN and virtual machine connections in the
Promiscuous PVLAN. Multiple Community PVLANs can be associated with a single primary
PVLAN.
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machine connections in the Promiscuous PVLAN. Only one Isolated PVLAN can exist per

primary PVLAN.

PVLANs are created by editing the settings of a vDSwitch, as follows:

dvSwitch-PROD - Edit Private VLAN Settings

Primary VLAN ID

+

+

Secondary V...

200

VLAN Type

Promiscuous

L Community

|,|

Add || Remove |

Isolated

[ Add | Remove |

[ ok || cancel |

Once the PVLAN has been configured on the vDSwitch, a virtual machine network portgroup is
created with the PVLAN type and ID assigned, as follows:

<% dvPortGroup-Prod - Edit Settings

General
Advanced
Security
Traffic shaping

Teaming and failover

VLAN type: | Private vLAN | -]

Private VLAN ID: | Promiscuous (200... | * |

Promiscuous (200, 200)

Community (200, 201)
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There's more...

In order for PVLAN traffic to be passed between ESXi hosts connected to a vDSwitch, the
physical switch must be PVLAN-aware and properly configured to support PVLANs. The
process to configure PVLANs on a physical switch will vary from vendor to vendor. The
following process shows the steps required to configure PVLANs on a Cisco I0S switch:

1. Enter the Cisco switch configuration mode:

switch# configure terminal

2. Enable the PVLAN feature on the switch:

switch(config)# feature private-vlan

3. Create the PVLAN on the switch and set the PVLAN type:

switch(config)# vlan <vlan-ids>
switch(config-vlan)# private-vlan primary

4. Associate the secondary PVLANs with a primary VLAN:

switch(config-vlan)# private-vlan association <secondary
pvlan>

5. The switch ports that are connected to the vDSwitch uplinks need to be configured to
allow the PVLAN traffic:

switch(config)# interface GigabitEthernetl/1
switch(config-if)# switchport mode trunk

switch(config-if)# switchport trunk allowed vlan
<vlan/pvlan ids>

IP storage network design considerations

iSCSI, NFS, and Fiber Channel over Ethernet (FCoE) are IP-based storage protocols
supported in a vSphere environment. This recipe covers the design considerations when
designing the IP networks that will be used for storage traffic.

How to do it...

1. Identify the network connectivity and virtual switch configurations required for
IP-connected storage.

2. Determine the best practices to be used to provide connectivity for IP-connected
storage.

3. Design the IP storage connectivity to meet the design requirements.
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IP storage traffic should be separated from other IP traffic. This separation can be provided
by either using physically separate hardware (network adapters and physical switches), or
separate VLANSs for IP storage traffic. The networks associated with IP storage should be
directly connected and non-routable.

Multiple network paths to storage should be configured to provide redundancy and load
balancing. Single points of failure should be minimized so that the loss of a single network
path does not result in the loss of storage connectivity.

Software iSCSI, NFS, and software FCoE each require a VMkernel interface to be created
on a virtual switch. VMkernel interfaces used for iSCSI and FCoE must be bound to a single
physical active adapter. Having more than one Active adapter or a Standby adapter is not
supported with software iSCSI or software FCoE.

NFS v3 over TCP does not provide support for multipathing. Using link aggregation will only
provide failover and not load balancing. NFS will always use a single physical network path even
if multiple VMkernels are configured. To manually load-balance NFS traffic, create separate
VMKkernel ports connected to separate networks and mount separate NFS v3 datastores.

NFS v4.1 supports multipathing for NFS servers that support session trunking. Multiple
VMkernel ports can be configured to provide access to a single NFS volume configured with
multiple IP addresses. This provides load balancing and resiliency for NFS v4.1.

The VMkernel port binding for software iSCSI is configured in the properties of the software
iSCSI adapter. Only VMkernel ports that are compliant will be available for binding, as shown
in the following screenshot:

192.168.1.25 - Bind vmhba37 with VMkernel Adapter 2 )(x

VMEkernel network adapter

Port Group VMkernel Ad... Physical Metwork Adapter

® Wanagement Metwork (vSwitch0) [Es vmk0 vmnich (1 Gbit's, Full)
& NFS2 (vSwitch4) [E8 vmk3 vmnic2 (1 Gbit/s, Full)
- - vmnic3
— = vmnic4

VMKernel port binding

Status | PortGroup Switch  VMkernel Adapter  Physical Adapter

Port group policy: /] Compliant
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To enable the software FCoE adapter, an NIC that supports FCoE offloads must be installed on
the host. If a supported NIC is not installed, the ability to add the software FCoE adapter will
not be available.

Physical network binding for FCoE is done when enabling a software FCoE adapter. Compliant
and supported physical adapters are available when adding the software FCoE adapter.
Separate FCoE adapters should be enabled and connected to each storage network fabric. A
single ESXi host can support up to four software FCoE adapters. Each software FCoE adapter
requires a dedicated VMkernel port bound to a dedicated physical adapter.

Using jumbo frames

Enabling jumbo frames on the networks used for vMotion or IP Storage can increase
performance and throughput. When jumbo frames are configured, iSCSI or NFS packets can
be transferred over the network in a single frame; there is no fragmentation. This decreases
the amount of CPU overhead required to encapsulate and de-encapsulate IP storage packets.

How to do it...

Determine use cases to enable jumbo frames.
Configure jumbo frames on virtual switches.
Configure jumbo frames on VMkernel ports.

P NP

Ensure jumbo frames are configured end to end on the physical network: physical
switches and array network interfaces.

5. Test the network for proper end-to-end jumbo frames configuration.

Jumbo frames must be supported and enabled on the network from end to end; this includes
the physical network infrastructure as well. In vSphere, jumbo frames are enabled either in
the vSwitch configuration or on the vDSwitch uplinks by setting the Maximum Transmission
Unit (MTU) value to 9000. Jumbo frames must also be enabled on VMkernel interfaces by
setting the value of MTU (Bytes) for the PortGroup to 9000.
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To enable jumbo frames, set the value of MTU (Bytes) on the vSwitch to 9000, as shown in
the following screenshot:

£ vswitcho - Edit Settings (7)
Mumber of ports: Elastic
Securi ) *
y WMTU (Bytes): 9000 =
Traffic shaping o

Teaming and failover

1 e &

|. oK | | Cancel |

If using a vDSwitch, MTU (Bytes) is set to 9000 in the Advanced settings in order to enable
jumbo frames:

2 DSwitch - Edit Settings (?)
=R MTU (Bytes): [s000] 3
m Multicast filtering mode: | Basic | - |
Discovery protocol
Type: | Cisco Discovery Protocol | - |
Operation: | Listen | v |

Administrator contact

MName: |

Other details: |

4 14 L3

[ ok |[ cancel |
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The MTU setting must also be changed to 9000 on a VMkernel interface on the vSwitch or
vDSwitch in order to enable jumbo frames, as shown in the following screenshot:

[E8 vmk1 - Edit Settings 7

Port properties MTU:

IPv4 seftings

anoon :

Analyze impact

OK Cance

When using jumbo frames, the physical switch must also be configured to support the MTU.
This will vary depending on the switch vendor and version. To enable jumbo frames on a Cisco
Catalyst Series switch, use the following command:

Switch(config)# system mtu jumbo 9000

In this case, the switch must be reloaded for the setting to take effect. Other switches may
allow, or require, per-port MTU configuration.

If using jumbo frames for the storage network, jumbo frames will need to be enabled on the
network interfaces of the array. The process for this will vary greatly between array vendors.
If the array interfaces are not configured correctly, traffic may not pass or performance may
be significantly impacted.

The jumbo frame configuration can be tested from the ESXi shell using the vimnkping
command with the data fragment (DF) bit (-d) and the size (- s) options set, as shown here:

ESX1 # vmkping -d -s 8972 <IP Address of IP Storage Array>

If jumbo frames are not configured correctly, vimkping will fail.

Creating custom TCP/IP stacks

TCP/IP stacks provide flexibility in the VMkernel interface design by allowing you to apply
specific DNS and default gateway configurations to a VMkernel interface on a host.

There are three preconfigured TCP/IP stacks:

» Default TCP/IP stack: Supports management traffic
» vMotion TCP/IP stack: Supports live migration, vMotion, of virtual machines

» Provisioning TCP/IP stack: Supports cold migration, cloning, and snapshot creation
of virtual machines
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Custom TCP/IP stacks can be used to handle the network traffic of other applications and
services, which may require separate DNS and default gateway configurations.

How to do it...

1. Create a custom TCP/IP stack on an ESXi host.
2. Configure DNS, Default Gateway, and Advanced settings on TCP/IP stack.
3. Assign TCP/IP stack to a VMkernel adapter.

Using TCP/IP stacks for VMkernel network traffic provides the following benefits:

» It separates VMkernel routing tables
» It provides a separate set of buffers and sockets
» ltisolates traffic types to improve performance and security

Currently, a custom TCP/IP stack cannot be created in the Web Client interface. A custom
TCP/IP stack is created using esxc1i on the ESX host, as shown here:

ESX1 # esxcli network ip netstack add -N "Name_of_ Stack"

DNS configuration associated with the TCP/IP stack can then be configured. This can be
automatically obtained from a VMkernel adapter using DHCP or set manually, as shown in
the following screenshot:

@ 192.168.1.28 - Edit TCPIP Stack Configuration _?. H
Name () Obtain setings automatically rom a \kernel network adapter
DN configuration WMkernel network adapter:
Routing
Advanced

(=) Enter settings manually

Praferrad DNS server: ‘1?2.28.50.200 |
Alternats DNS server: |1?2.28.50.201 |
Search domains: ‘Ia:.l-:ucal |

Example: site.com site.org site.net

oK || cancel |
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VMkernel gateway can be assigned to the TCP/IP stack, as shown in the following
screenshot:

@ 192.168.1.28 - Edit TCP/P Stack Configuration

Name WVikernel gateway 172 . 28 . 50 . 1

DNS configuration

Advanced

1Py VMkernel gateway:

3

[ ok ][ cancet |

Advanced TCP/IP stack settings include the maximum number of connections and the
congestion control algorithm to be used for the stack.

The TCP/IP stack option is then assigned to a VMkernel adapter when it is created, as shown
in this screenshot:

El 192.168.1.28 - Add Networking

Port properties

+ 1 Selectconnection fype
Specify Wkernel port settings

+ 2 Selecttargetdevice

3 Connection seffings VMkemel port setiings

3a Port properiies

MNetwork label: Wikernel 2
3b IPvd settings
4 Fmr e s VLAM ID: MNone (D) ZI
IP settings: [ IPva [~
TCPAP stack: | Default |~ @

Available senices NFS
Provisioning
viiotion

Enable semvices:

D Fault Tolerance logging
[] Management traffic
[] vSphere Replication trafic

[[luSnhare Ranlicatinn MEF trafie
i *

Back Hext Cancel

140



Chapter 6

Designing for VMkernel services

VMkernel interfaces are configured to provide network connectivity for services in the vSphere
environment. VMkernels provide network paths for service connectivity. Multiple VMkernel

interfaces can be created to provide physical or logical separation for these services.

How to do it...

1.
2. Create a VMkernel interface to support the service.
3. Enable services on the VMkernel interface.

Identify services that require a VMkernel interface.

Most vSphere services require a VMkernel interface to provide network connectivity.

These services include the following;:

>

>

ESXi management

vMotion

Fault tolerance

Virtual SAN

vSphere replication

IP storage (NFS, iSCSI, FCoE)
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Multiple services can share a single VMkernel port, or the services can be separated across
multiple VMkernel ports for performance, management, and security. Services can be enabled
on VMkernel interfaces at the time of creation or by editing Port properties, as shown in the
following screenshot:

B8 vmk1 - Edit Settings ?
Port properties VMkemel port settings
NIC setfings
TCPIP stack: = i ]
IPvd setings
Analyze impact Available services
Enable services: [] wMation traffic

[ Provisioning traffic

|:| Fault Tolerance logging

[] Manzagement trafiic

[[] vSphere Replication traffic

|:| vSphere Replication NFC traffic
[] virtual SAN traffic

0K Cancel

Once services have been enabled, the VMkernel interface will provide connectivity for the
services selected. As discussed in the previous recipe, TCP/IP stacks can be used to configure
specific DNS settings and a default gateway for a service.

vMotion network design considerations

vMotion allows the running state of a virtual machine to be transferred from one ESXi host to
another. The network traffic required for the migration uses the VMkernel interfaces that have
been enabled for vMotion. vMotion connectivity between ESXi hosts is required when using
Distributed Resource Scheduler (DRS) in order to balance the virtual machine load across
hosts in a DRS-enabled cluster.

How to do it...

Identify vMotion network requirements.

Determine the best practices to configure the network connectivity required to
support vMotion.

3. Identify the benefits of keeping virtual machines together on the same host in order
to minimize the network traffic that must transverse the physical uplinks.
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4. Design the vMotion network connectivity to support the design requirements.
5. Design DRS rules to support the design requirements.

vMotion requires, at a minimum, a single, active 1 Gb network adapter. A second standby
adapter should be configured to provide redundancy for the vMotion network.

A vMotion migration can consume all available network bandwidth. If the vMotion network
is shared with other network traffic, traffic shaping or NIOC should be enabled in order to
prevent vMotion from impacting other virtual network traffic. If possible, vMotion should be
configured on a separate physical network or a separate VLAN.

vSphere 5 introduced the ability to configure multiple adapters for use with vMotion. Multiple-
NIC vMotion allows the bandwidth of multiple physical NICs to be leveraged by vMotion in
order to speed up the migration of virtual machines between hosts.

To configure Multiple-NIC vMotion, create multiple VMkernel interfaces with vMotion
enabled. Configure each VMkernel interface to use a single Active adapter, and configure
other available adapters as standby adapters. When a virtual machine is vMotioned, either
manually or by DRS, all available links will be used for the vMotion traffic. More information
on Multiple-NIC vMotion can be found in the VMware Knowledge Base article at http://
kb.vmware.com/kb/2007467.

Network communications between virtual machines that are connected to the same virtual
switch on the same ESXi host will not use the physical network. All the network traffic between
the virtual machines will remain on the host.

Keeping virtual machines that communicate with each other together on the same host
will reduce the load on the physical network; for example, keeping a web frontend server,
application server, and database server together on the same host will keep network traffic
between the virtual servers from leaving the host.

If the VMware DRS is configured on a vSphere Cluster, DRS rules can be configured on the
cluster to keep virtual machines together on the same host.
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In the following screenshot, a virtual machine affinity rule has been created to keep two virtual
machines together on the same host:

[% Production-Cluster - Create DRS Rule Z) b

Mame: |Prod_App
[w] Enable rule.

Type: Keep Virtual Machines Together A

Descripti Kee;.r.\ﬂdual Machines Tcn-gether
) !Separate Virtual Machines
The listed

|"v"irtual Machines to Hosts

Add.. Remove |

Prod1

{ip Prod2

OK Cancel

With DRS enabled, the virtual machines assigned to the DRS rule will use vMotion to run on
the same host.

Virtual machine anti-affinity rules (Separate Virtual Machines) can also be configured

to ensure that virtual machines run on separate hosts. This can be used when service
redundancy is provided by multiple virtual machines, such as with multiple virtual domain
controllers. Keeping virtual machines separate will ensure that a host failure does not impact
the service redundancy.

IPv6 in a vSphere Design

Internet Protocol version 6 (IPv6) was developed to replace IP version 4 (IPv4). IPv6
addresses are 128-bit IP addresses compared to the 32-bit addresses in IPv4. IPv6 is
becoming more common in datacenter network environments, and vSphere has included
support for IPv6 since vSphere 5.x.
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How to do it...

1. Enable IPv6 on the ESXi host.
2. Determine the vSphere features and services with IPv6 support.
3. Configure VMkernel interfaces to use IPv6.

By default, IPv6 support is enabled on ESXi hosts. If the IPv6 support is changed, disabled,
or enabled, a host reboot is required. Enabling or disabling IPv6 is done on each ESXi host by
editing Advanced Network Settings from the Networking management tab for the host, as
shown in the following screenshot:

[J 192.168.1.25 - Edit Advanced Network Settings ?)

IPvé support | Disabled |~ ]

& Changes will nottake effect until the system is restarted.

[ ok |[ cancel |

Once enabled, IPv6 can be configured for supported vSphere features and services.
The following vSphere features and services support IPv6:

» ESXiand vCenter Management
» vMotion and vSphere DRS

» Fault tolerance

» vSphere HA

» NFS v3 storage

» iSCSI (software or hardware)
Currently, IPv6 is not supported with the following vSphere features:

» Auto deploy
» DPM with IPMI/iLO

» Virtual Volumes

» Virtual SAN
» Authentication proxy
» NFSv4.1
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When IPv6 is enabled on an ESXi host, VMkernel interfaces can be created with IPv4, IPv6,
or both IPv4 and IPv6 settings, as shown in the following screenshot:

E 192.168.1.28 - Add Networking

+ 1 Selectconnection type Port properties
Specify Vilkkernel port settings
" 2 Selecttargetdevice

3 Connection setings VMkemel port settings

3a Port properfies

) Metwork 1abel hkemel
3b IPvG setftings
VLAN ID: \
P VLAN ID None o) [-]
IP settings | 1P |~ ]

) e

TCPIP stack
IPvE
Available senvices IPv4 and IPVE
Enable senices [] wiotion traffic

[] Provisioning traffic

|:| Fault Tolerance logging

[[] Management trafiic

[] vSphere Replication traffic

[[] vSphere Replication NFC traffic
[] virtual SAM traffic

Back Next Cancel

IPv6 addresses can be configured automatically using DHCP or router advertisement, or the
IPv6 address can be a static address that is manually assigned.
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In this chapter, we will cover the following topics:

» Calculating CPU resource requirements

» Calculating memory resource requirements
» Transparent Page Sharing

» Scaling up or scaling out

» Determining the vCPU-to-core ratio

» Clustering compute resources

» Reserving HA resources to support failover
» Using Distributed Resource Scheduling to balance cluster resources
» Ensuring cluster vMotion compatibility

» Using resource pools

» Providing fault tolerance protection

» Leveraging host flash
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Introduction

This chapter covers logical compute design. Compute refers to the processor and memory
resources required to support the virtual machines running in the vSphere environment.
Calculating the required CPU and memory resources is an important part of the design process
and ensures that the environment will be able to support the virtual machine workloads.
Design decisions, such as scaling up, scaling out, and clustering hosts, are covered as well.
The following diagram displays how the compute design is integrated into the design process:

[ Discovery j [Physmal Des@nj—)[ Approval j
Eonceptual Desgﬂ{ Logical Design j [Implementatlonj

Management [ Storage j [ Network j [Computej

In a physical environment where a single operating system or a single application is installed
on a dedicated physical hardware, compute utilization usually averages 10-20 percent of the
available resources. A majority of the memory and CPU resources are idle and wasted. In a
virtual environment, the resources available are utilized by multiple operating systems and
applications. It is not uncommon to see a usage of 65-80% of the available resources.

This chapter takes a look at the clustering hosts' resources in order to take advantage of the
advanced VMware features: vSphere High Availability (HA), vSphere Distributed Resource
Scheduler (DRS), and vSphere Fault Tolerance (FT). Ensuring that significant resources are
available for failover and providing vMotion compatibility are key factors of cluster design.
Methods to reserve or limit resources and provide flash-based caching are also covered.

Calculating CPU resource requirements

There are several factors that must be considered when calculating CPU resources'

requirements, such as the amount of CPU resources required to support the current
workloads, the amount of CPU resources required to support future growth, and the
maximum CPU utilization threshold.

The following discovery information from Chapter 3, The Design Factors, will be used to
calculate the CPU requirements:

» Currently, there are 100 physical servers, each hosting a single application.
Each application services 10 customers.
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» The business expects to add 50 new customers over the next year.
» Support growth over the next 5 years.

» Each application server is configured with two dual core 2.7 GHz processors.
The peak usage of a single application server is approximately 10% of the total
or approximately 1 GHz.

How to do it...

1. Determine the amount of CPU resources required to support the current workloads:
Number of Workloads x CPU Speed in MHz or GHz = Current CPU Resources Required
2. Determine the maximum utilization threshold. This is the maximum percentage
of available resources that should be consumed.

3. Determine the amount of growth in CPU resources that the environment
should support.

4. Calculate the amount of CPU resources required:

Current Workload CPU Resources + Future Growth + Maximum
Utilization Threshold = Total CPU Resources Required

Calculating the required CPU resources required to support the current workloads is
straightforward using the following formula:

Number of Workloads x CPU Speed in MHz or GHz = Current CPU Resources Required
100 x 1 GHz = 100 GHz

In order to determine the total CPU resources required, the amount required to support future
growth should also be calculated. The amount of CPU resources required for future growth
will be determined by the design requirements. Based on the requirements identified in
Chapter 3, The Design Factors, the environment should be designed to support a growth

of 25 additional virtual machines over the next 5 years.

A maximum utilization threshold must also be determined and accounted for in CPU resource
requirements. This threshold determines the maximum percentage of total CPU resources
that will be consumed. It is unlikely that the environment would be configured to consume
100% of the CPU resources available. If the maximum utilization threshold is 75%, an
additional 25% of CPU resources will be added to calculate the total CPU resources required:

Current CPU Resources Required + Future Growth = Total CPU Resources Required
100 GHz + (25 x 1 GHz) = 125 GHz




vSphere Compute Design
When the maximum utilization threshold is 75%, the calculation will be as follows:
125 GHz * (100/75) = ~167 GHz

The environment must be designed to support the 167 GHz of CPU resources that are in turn
required to support the current workloads, future workloads, and provide for a maximum
utilization threshold of 75%.

Calculating memory resource requirements

There are several factors that must be considered when calculating memory requirements;
these factors include the amount of memory required to support the current workloads, the
amount of memory required to support the future growth, the amount of memory required for
the virtual machine memory overhead, and the maximum memory utilization threshold.

As with CPU requirements, the discovery information from Chapter 3, The Design Factors,
will also be used to calculate the memory requirements:

» Currently, there are 100 physical servers, each hosting a single application.
Each application services 10 customers.

» The business expects to add 50 new customers over the next year.

» Support growth over the next 5 years.

» Each application server is configured with 8 GB of memory. The peak usage of
a single application server is approximately 65% or around 5.2 GB.

How to do it...

1. Determine the amount of memory resources required to support the current
workloads:

Number of Workloads X Memory Usage = Current Memory Required

2. Determine the memory overhead required.

Determine the maximum utilization threshold. This is the maximum percentage
of available resources that should be consumed.

4. Determine the amount of growth in the memory resources that the environment
should support.

5. Calculate the amount of memory resources required:

Current Workload Memory Usage + Memory Overhead + Future
Growth + Maximum Utilization Threshold - TPS Savings = Total
Memory Resources Required
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To calculate the amount of memory required to support the current workloads, the following
formula is used:

Number of Workloads x Memory Usage = Current Memory Required
100 x 5.2 GB =520 GB

The memory overhead of a virtual machine must also be accounted for when calculating
memory requirements. The amount of memory required for an overhead depends on the
configuration of the virtual machine.

The number of vCPUs allocated to the virtual machine, the amount of memory allocated to
the virtual machine, and the virtual hardware configured for the virtual machine will have an
impact on the amount of memory required for the overhead:

* \Virtual Machine Memory m}
| |
| |
0GB 200 GB
WM Consumed 54000 MB

[ B VM Overhead Consumed 30.00 B |

r Reservation 1.00 GB
= Limit Unlimited
Configured 2.00GB
Shares Mormal (20480)
v Worst Case Allocation 2.06 GB
Qverhead Reservation 40,49 MB

Typically, the memory overhead required for a virtual machine is between 20 MB and 150 MB.
Memory overhead estimations based on the amount of RAM and the number of vCPUs can be
found in the vSphere documentation:

» vSphere 5.5: https://pubs.vmware.com/vsphere-55/topic/com.vmware.
vsphere.resmgmt .doc/GUID-B42C72C1-F8D5-40DC-93D1-FB31849B1114.
html

» vSphere 6.0: https://pubs.vmware.com/vsphere-60/topic/com.vmware.
Vsphere.resmgmt.dOC/GUID—B42C72Cl—F8D5—4ODC—93D1—FB31849B1114.
html
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This may seem like a small amount of memory, but over dozens or even hundreds of virtual
machines, it can have a significant impact on the amount of total memory required:

(Number of Workloads x Memory Usage) + (Number of Workloads x Memory Overhead) =
Current Memory Required

(100 x 5.2 GB) + (100 x 50 MB) = 525 GB

To calculate the total memory required, future growth must be considered. When memory
is calculated for growth, the memory overhead required to support the additional virtual
machines must also considered.

The maximum utilization threshold must also be determined for memory resources. This
threshold defines what the maximum percentage of the total memory resources that will

be consumed is. If the maximum utilization threshold is 75%, an additional 25% of memory
resources will need to be added in order to calculate the total memory resources required:

Current Memory Required + Future Growth * (100/Maximum Threshold%) = Total Memory
Resources Required

525 GB +[(25x 5.2 GB) + (25 x 50 MB)] * (100/75) = ~875 GB

875 GB of memory is required to support the current workloads, future growth, and a
maximum utilization threshold of 75%.

Transparent Page Sharing

Transparent Page Sharing (TPS) is a memory saving technology used by vSphere, which
allows duplicate memory pages to be shared between virtual machines. To address security
concerns with sharing memory between virtual machines across security domains, TPS can
be disabled, enabled across groups of virtual machines with the same salt setting, or enabled
across all virtual machines in the environment.

How to do it...

1. Identify the different options to share duplicate memory pages within a virtual
machine and across groups of virtual machines.

2. Configure TPS to meet the requirements for security and the performance of
the environment.

3. Configure salt values on virtual machines to enable or disable page sharing between
virtual machines.

152



Chapter 7

TPS deduplicates pages of memory, both within a virtual machine, Intra-VM, and across virtual
machines, Inter-VM. By default, Inter-VM TPS is disabled due to security concerns on sharing
memory pages between virtual machines that cross security boundaries, for example, virtual
machine guests within the DMZ and virtual machine guests in the production environment.
TPS can be configured to allow Inter-VM sharing between all virtual machines or only across
certain groups of virtual machines by adding a salt value to the virtual machines. The

VMware Knowledge Base article, http://kb.vmware.com/kb/2097593, provides

more information on changes and enhancements to TPS.

The host advanced configuration option, Mem.ShareForceSalting, can be set to configure

how TPS will be used. This setting is configured per ESXi host, as shown in the following
screenshot:

[ 192.168.1.25 | Actions v

Summary  Monitor | Manage | Related Objects
['Settings | Networking | Storage | Alamm Definitions | Tags | Permissions |

o Advanced System Setings

w Virtual Machines X
VM Startup/Shutdown 3
Mame 1a Value

Agent VIl Settings Mem.ShareForceSalting 0
Swap file location
Default VM Compatibility
w System
Licensing
Host Profile
Time Configuration
Authentication Services
Certificate
Power Management

Advanced System Settings

System Resource M

Mem.ShareForceSalting can be set to a value of 0, 1, or 2, adding the sched.mem.pshare.
salt setting to a virtual machine to set the salt value. Page sharing can be configured to share
pages only between virtual machines with the same salt value. The following table outlines

how Intra-VM and Inter-VM page sharing is impacted based on the Mem.ShareForceSalting
setting:
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The following screenshot displays the memory utilization for a specific virtual machine, showing the
amount of the shared memory:

Mem.ShareForceSalting | Inter-VM sharing Intra-VM
settings sharing
0 Yes, between all virtual machines on the host. Virtual | Yes
machine salt value is ignored.
1 Sharing between virtual machines with the same Yes
sched.mem.pshare.salt setting. Sharing between
virtual machines where sched.mem.pshare.salt is
not present.
2 (default) Only among virtual machines with the same sched. Yes
mem.pshare.salt setting. The virtual machine vc.uuid
is used as the salt value by default.

The following screenshot displays the memory utilization for a specific virtual machine,
showing the amount of the shared memory:

fp LABSQLO1 | Actions ~

Summary | Monitor | Manage Related Objects

Issues | Performance | Policies | Tasks | Events | Utilization

¥ Virtual Machine CPU ) | = Virtual Machine Memory m}

* Guest Memory O

| | l! - |

oce =ooce VM Cansumed 101GB
Active Guest Memaory G1.00 MB B VM Overhead Censumed 32.00MB
B Frivate 739.00 MB r Reservation 0.00 B
Wl Shared 1.27 GB ~ Limit Unlimited
Compressed oooB Configured 2.00GB
B Swapped 0.00 B Shares Naormal (20480)
Ballooned 0.00B v Waorst Case Allocation 0.00B
Unaccessed T.00MB Cverhead Reservation 36.50 MB

Note the savings the Shared memory provides when compared to the VM Consumed memory,

which is the amount of physical memory consumed on the host. The following screenshot

shows the TPS savings across a vSphere cluster:
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[J LABCLUSTER | Actions +

Summary | Monitor | Manage Related Objects

Issues | Profile Compliance | Performance | Tasks | Events | Resource Reservation | vSphere DRS | vSphere HA | Utilization

¢ Cluster CPU > Cluster Memory

* Guest Memory

_ 0GB 62.72 GB
ocE 11442 G8 Consumed 2219 GB

Active Guest Memory 433 GB I Cverhead 429.00 MB
Il Frivate 20.55 GB Capacity 63.72 GB
B shared 9.33GB

Compressed 0.00B

Swapped n.ooe

Ballocned o.ooB

Unaccessed 5454 GB

There's more...

When large memory pages are used, TPS only provides a benefit when there is memory
pressure on the host. When memory utilization on a host reaches 95%, large pages are
broken down into small pages in order to enable TPS. Large memory pages can be disabled
on the ESXi hosts. This is done by setting Mem.AllocGuestLargePage to 0. This configuration
must be done on each host. Disabling large pages will increase sharing and decrease the
amount of physical memory required, but it can have a performance impact, especially

with memory-intensive workloads.

Scaling up or scaling out

Once the total CPU and memory resource requirements have been calculated, the amount
of resources per host must be determined. Host resources can be designed based on two
resource-scaling methodologies, scaling up or scaling out.

When scaling up, fewer, larger hosts are used to satisfy the resource requirements. More
virtual machines run on a single host; because of this, more virtual machines are affected
by a host failure.

When scaling out, many smaller hosts are used to satisfy the resource requirements.
Fewer virtual machines run on a single host, and fewer virtual machines will be affected
by a host failure.
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How to do it...

Determine whether the host in the environment should scale up or scale out.
Determine the number of virtual machine workloads per host.

Based on the number of virtual machines per host, calculate the number of hosts
required. This should also include the number of hosts required to support growth
and failover:

(Number of Workloads / Number of Workloads per Host) + (Number
of Future Workloads / Number of Workloads per Host) + Number of
Failover Hosts = Number of Physical Hosts Required

4. Using the identified CPU requirements, calculate the CPU resources required
per host:
Total CPU Resources Required / (Number of Physical Hosts Required
- Failover Hosts) = CPU Resources per Host
5. Using the identified memory requirements, calculate the memory resources required
per host:

Total Memory Resources Required / (Number of Physical Hosts Required -
Failover Hosts) = Memory Resources per Host

Many CPU and memory resources were calculated in the earlier recipes in this chapter and
are stated as follows:
» The total number of CPU resources required is 167 GHz
» The total number of memory resources required, taking into account a 25% savings
for Transparent Page Sharing, is 657 GB

Based on the design factors, a decision can be made about whether a host should be
designed to scale up or scale out. In this case, the following design information provides
what is required to size the individual host resources:

» Currently, there are 100 physical servers, each hosting a single application.
Each application services 10 customers

» No more than 20 application servers or 200 customers should be affected by a
hardware failure

» The business expects to add 50 new customers over the next year
» Support growth over the next 5 years
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Based on the requirements, the total number of hosts required to support the current
workloads, the future workloads, and the redundancy requirements can be calculated
as follows:

Total Hosts Required = (100 physical servers / 20 virtual servers per host) + [((50 new
customers x 5 years) / 10) / 20] + 2 failover hosts = 8.25 = 9 Physical Hosts Required

Use the following to determine the number of CPU resources required per host (the failover
hosts are not included here because these resources are effectively reserved for failovers):

167 GHz / 7 = 23.8 GHz CPU per Host

Use the following to determine the number of memory resources required per host (as with
CPU resources, the failover hosts are not included in the calculation):

657 GB/ 7 = ~94 GB Memory per Host

Each physical host will need to be sized to support 20 virtual machines and will require
23.8 GHz of CPU resources and 94 GB of memory resources.

There's more...

The requirements from Chapter 3, The Design Factors, are very specific about the maximum
number of virtual machines that can be run on a host. This simplifies the scale-up or
scale-out design decision. The following are a couple of other possible design requirements
to work through in order to demonstrate the impact that scaling up and scaling out will have
on resources.

» What if a requirement were to virtualize the environment using three hosts? What
resources would be required for each host? If there are 100 virtual machines, how
many will be impacted during a host hardware failure?

» What if the requirement was that each host should be configured with resources
to support no more than 10 virtual machines? How will that change the number of
resources required for each host? If there are 100 virtual machines, how many will
be impacted during a host hardware failure?

Determining the vCPU-to-core ratio

The number of virtual machine vCPUs allocated compared to the number of physical CPU
cores available is the vCPU-to-core ratio. Determining this ratio will depend on the CPU
utilization of the workloads.

If workloads are CPU-intensive, the vCPU-to-core ratio will need to be smaller; if workloads are
not CPU-intensive, the vCPU-to-core ratio can be larger. A typical vCPU-to-core ratio for server
workloads is about 4:1—four vCPUs allocated for each available physical core. However, this
can be much higher if the workloads are not CPU-intensive.
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A vCPU-to-core ratio that is too large can result in high CPU Ready times—the percentage
of time that a virtual machine is ready but is unable to be scheduled to run on the physical
CPU—which will have a negative impact on the virtual machine's performance.

How to do it...

1. Determine the number of vCPUs required:
vCPUs per Workload x Number of Workloads Per Host = Number of vCPUs Required
2. Determine the vCPU-to-core ratio based on the CPU utilization of the workloads. If
the workloads are CPU-intensive, the vCPU-to-CPU-core ratio will be lower; for less

CPU-intensive workloads, the ratio will be higher. The ratio of 4:1 is generally a good
starting point for server workloads.

3. Calculate the number of CPU cores required to support the vCPU-to-CPU-core ratio:
Number of vCPUs / vCPU-to-core ratio = Number of Cores Required

The vCPU-to-core ratio is calculated based on the number of vCPUs allocated and the number
of physical CPU cores available. For example, if two vCPUs are allocated to each virtual
machine, the following is the result:

2 vCPUs allocated to each virtual machine x 20 virtual machines = 40 vCPUs

In a design with 40 vCPUs that requires a 4:1 vCPU-to-core ratio, a minimum of 10 physical
cores would be required.

If dual 8-core processors are used, the vCPU-to-core ratio can be calculated as follows:

2 x 8 Cores = 16 Total Cores

40 vCPUs and physical 16 Cores = 2.5 vCPUs to each physical core, or a 2.5:1
vCPU-to-core Ratio

Clustering compute resources

A vSphere cluster is a group of ESXi hosts. The CPU, memory, storage, and network resources of
each host are combined to form a logical set of cluster resources. A vSphere cluster is required
to facilitate the use of features such as vSphere HA, vSphere DRS, and fault tolerance.

A single vSphere 5.x cluster can contain up to 32 hosts. For vSphere features such as vSphere
HA and DRS to work correctly, the configurations must be consistent across all hosts in the
cluster. The consistency of shared storage and network configurations is a necessity.
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How to do it...

1. Using the vSphere Web Client of vSphere Client, create a new vSphere cluster.
2. Enable vSphere High Availability on the cluster.
3. Enable vSphere Distributed Resource Scheduling on the cluster.

A new cluster is created using either the vSphere Web Client or vSphere Client. Right-click
on the datacenter object in which you want the cluster to be created and select New Cluster.
The New Cluster dialog will open, as shown in the following screenshot:

% New Cluster 2 »
MName |Pr0d_CIL|ster
Location LAB
~ DRS [] Turn ON
Automation Level | Fully automated | A |
Migration Threshold Conservative ——"——— Aggressive
~ vSphere HA [ Turmn 0N

Host Monitoring
~ Admission Control

Admission Control Status

Palicy

~ WM Maonitoring

WM Monitoring Status

Monitoring Sensitivity

» EVC

» Virtual SAN

[\] Enable host monitoring

Admission control will prevent powering on VMs that violate availability
constraints

[V] Enable admission control

Specify the type of the policy that admission control should enforce.

(=) Hostfailures cluster tolerates: |1 %

(_) Percentage of cluster resources reserved as failover spare capacity:

[ Disabled [~

Overrides for individual Vs can be set from the VM Overrides page
from Manage Settings area.

Low ————"; High
|' Intel® "Sandy Bridge” Generation | v |
] Turm oM

OK Cancel
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A name must be provided for the cluster. Other cluster options, such as enabling DRS and
vSphere HA, can be configured during the new cluster creation or at a later time by editing
the properties of the cluster.

Once the cluster has been created, hosts can be added to the cluster. New hosts are added to
the cluster using the Add Host wizard by right-clicking on the cluster and selecting Add Host.
Existing hosts can be added to the cluster by dragging-and-dropping the host inventory object
into the new cluster. The cluster's Summary tab displays the available cluster resources, the
cluster resource usage, and details of vSphere DRS and vSphere HA configurations:

] LABCLUSTER | Actions ~ =
Summary | Monitor Manage Related Objects

LABCLUSTER
Total Processors: 12
Total vMotion Migratiens: 26

I i r,
I E e

* Cluster Resources * vSphere DRS

Hosts 3 Hosts Balanced

Totalvirtual flash resources 0008 { el Ll

EVC mode Intel® “Sandy Bridge” Generation
| | Migration automation level

Migration threshold:
* vSphere HA g

Admission Control: Disabled
Host Monitoring: Enabled

VM Manitoring: Disabled )
g Power management automation level: Off

DRS recommendations 0

T Tags DRS faulls: 0 | .

Hosts within a cluster should be configured with similar compute resources. In a cluster where
the VMware DRS is enabled, processor compatibility is required. Checking for processor
compatibility is covered later in this chapter.

Reserving HA resources to support failover

When vSphere High Availability has been enabled on a vSphere cluster, the virtual machines
running on the cluster are protected from a host hardware failure or a virtual machine guest
operating system crash.

In the event that a host suffers a hardware failure or if ESXi crashes, the virtual machines are
restarted on the surviving hosts in the cluster. Resources must be reserved in the cluster to
guarantee that the required resources are available in order to restart the virtual machines.
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How to do it...

Edit the settings of the vSphere cluster to enable High Availability.
Enable the HA Admission Control policy.
Select the HA Admission Control policy that should be applied to the cluster.

N

Define the failover settings required based on the HA Admission Control
policy selected.

VMware HA Admission Control ensures that enough physical resources are available to meet
the CPU and memory reservation requirements needed to restart the virtual machines on
surviving hosts in case there is a host failure:

@ LAB-Cluster - Edit Cluster Settings 20 b
vSphere DRS . B
s Admission control is a policy used by vSphere HA to ensure failover capacity within a cluster.

Raising the proportion of ensured host failures increases the availability constraints and

capacity reserved in the cluster.

(=) Define failover capacity by static number of hosts
Reserved failover capacity. |1 -3 Hosts
Slot size policy

(=) Cover all powered-on virtual machines

Calculate slot size based on the maximum CPU/Memory reservation and overhead o
all powered-on virtual machines.

() Fixed slot size
Specify the slot size explicitly.

VM requiring multiple slots: ew [ Calculate |

() Define failover capacity by resening a percentage ofthe cluster resources.

() Use dedicated failover hosts.

14 i 0

[ ok |[ cancel |

When HA Admission Control is enabled, virtual machines cannot be powered on if there are
insufficient resources to meet the reservation requirements for the virtual machines protected
in the HA cluster. The resource requirements are calculated based on the HA Admission
Control policy selected.
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In vSphere 5.x, there are three HA admission control policies:

» Define the failover capacity by the static number of hosts
» Define the failover capacity by reserving a percentage of the cluster resources
» Use dedicated failover hosts

The Define failover capacity by static number of hosts policy (for a vSphere client, Host
failures cluster tolerates) reserves failover resources based on the slot size. The slot size
is determined by the largest CPU and memory reservation for a virtual machine that has
been powered on. The number of slots available in the cluster and the number of slots to be
reserved based on the failover capacity selection are calculated by HA.

A single virtual machine with a large memory or CPU reservation will have an impact on the
number of slots available. The value of Fixed slot size configured using the vSphere Web
Client defines the amount of CPU and memory resources that make up a slot. In the versions
of vSphere prior to 5.1, the slot size could be configured with the vSphere Client by setting HA
advanced options as das . slotCPUInMHz for CPU resources and as das . slotMeminMB for
memory resources.

Using the Define failover capacity by reserving a percentage of the cluster resources
policy (for a vSphere client, Percentage of cluster resources reserved as failover spare
capacity) allows a percentage of the memory and CPU resources to be reserved in order to
accommodate a host failure. This reservation is distributed across all hosts in the cluster. To
guarantee resource availability in the event of a host failure, the percentage should be set to
reserve the CPU and memory resources equal to a single host in a cluster; for example, for a
5-host cluster, 20% of cluster resources should be reserved. This will guarantee that enough
resources are available to support a single host failure.

The Use dedicated failover hosts policy (for a vSphere client, Specify failover hosts) reserves
a configured host to be available for failover. The hosts specified as failover hosts will not
provide resources to virtual machines during normal operations. The host is a hot spare and
virtual machines will only be started on the hosts.

If HA Admission Control is disabled, virtual machines can be powered on even if there are
not enough resources available to ensure the failover capacity. If surviving hosts are not able
to provide the resources with the reservations required to start virtual machines, the virtual
machines will not be restarted when a host fails.

Using Distributed Resource Scheduling to

balance cluster resources

The vSphere DRS determines the initial placement and balances resources across available
host resources in a vSphere cluster. Virtual machine resources can be guaranteed or limited.
Rules can be applied to keep virtual machines together on the same host or to ensure that
virtual machines run on separate hosts.
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How to do it...

Edit the settings of the vSphere cluster to enable vSphere DRS.

Select a value for the DRS Automation level that should be applied to the
DRS-enabled cluster.

3. Select a value for Migration Threshold that should be applied to the DRS-enabled
cluster.

vSphere DRS can be enabled when creating a new vSphere cluster or by editing the settings
of an existing cluster:

[ Data - Edit Cluster Seftings ?) M
Sridielbs [] Turn ON vSphere DRS
vSphere HA » DRS Automation Fully Automated | ~
» Power Management of hd
» Advanced Options Mone
4 H 3
oK Cancel |

When DRS is enabled, the DRS Automation Level and Migration Threshold value is set to
determine how DRS will place and migrate virtual machines between hosts in the cluster in
order to balance the resources across all hosts in the cluster.

If Automation Level is set to Manual, vCenter will make suggestions for initial virtual machine
placement and virtual machine migrations. When a virtual machine is powered on, DRS
makes a suggestion for the initial placement of the virtual machine based on the balance of
cluster resources, but this must be acknowledged by, or can be changed by, the administrator.
Migrations will not be performed unless they are acknowledged by an administrator.

Setting Automation Level to Partially Automated will make vCenter automatically select a
cluster host to place the virtual machine at power-on, but it will only make recommendations
for virtual machine migrations. Migrations are not performed unless acknowledged by

an administrator.
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When Automation Level is set to Fully Automated, it allows vCenter to automatically
determine the initial placement of virtual machines. This setting also causes vCenter to
automatically migrate virtual machines between the hosts in the cluster in order to balance
resource usage across all cluster hosts. When Automation Level is set to Fully Automated,
virtual machines will also be automatically migrated to other hosts in the cluster when a host
is placed in the maintenance mode.

\ The default DRS migration threshold will typically provide the best balance
5 for most clusters. If cluster resources are not balanced or if too many DRS
Q migrations are invoked, the migration threshold can be adjusted to be either
more conservative or more aggressive.

Migration Threshold determines how the cluster will be balanced when Automation Level is
set to Fully Automated or how DRS recommendations will be generated when Automation
Level is set to Manual or Partially Automated.

A conservative migration threshold setting will only cause virtual machines to migrate if the
migration will result in a significant improvement in the balance of resources. Setting the
migration threshold to be more aggressive will cause virtual machines to migrate if any benefit
can be realized from the migration. Setting the migration threshold to be too aggressive can
result in unnecessary virtual machine migrations or virtual machines constantly migrating in
an attempt to aggressively balance the resources.

Ensuring cluster vMotion compatibility

vMotion provides for running virtual machines to be migrated between vSphere hosts. In order
to facilitate live vMotion, the processors between hosts must contain the same CPU features
and present the same instruction sets. Enhanced vMotion Compatibility (EVC) masks
compatibility issues between the hosts in a cluster.

1
‘Q Enabling EVC on a cluster ensures that hosts added to the cluster in the

future will not have vMotion compatibility issues.

Processors must be from the same manufacturer; EVC does not provide vMotion compatibility
between Intel and AMD processors. EVC is not required to support HA across different
processor types and only supports live vMotion between hosts.
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How to do it...

1. Edit the settings of the vSphere cluster.
2. Change the value of EVC Mode to Enable EVC and select an EVC mode baseline.

The EVC mode is enabled on the cluster when the cluster is created or by editing the
properties of the cluster. The EVC baseline is selected based on the processor manufacturer
(EVC for AMD hosts or EVC for Intel hosts). The selected baseline compatibility is validated
against all hosts in the cluster.

The following screenshot shows the EVC mode enabled for Intel hosts and the mode set to
Intel® "Sandy Bridge" Generation:

[P LABCLUSTER | Actions v

Summary  Monitor | Manage | Related Objects

‘.Selﬁngs | Scheduled Tasks | Alarm Definitions | Tags | Permissions |

L] VMware EVC

« Services

VMware EVC is Enabled
vSphere DRS

vSphere HA - lode
+ Virtual SAN Name Intel® "Sandy Bridge” Generation
General Description Applies the baseline feature set of Intel® "Sandy Bridge” Generation processors to all hosts ir
cluster.
Disk Management
Fault Domains Hosts with the following processor types will be permitted to enter the cluster
Intel® "Sandy Bridge” Generation
Health Intel® vy Bridge” Generation
« Configuration Intel® "Haswell” Generation
Future Intel® processors
General
Licensing Compared to the Intel® "Westmere” Generation EVC mode, this EVC mode exposes addition:
m features including AVX, XSAVE, and ULE.
VMiHost Groups Mote: Some "Sandy Bridge” microarchitecture processors do not provide the full "Sandy Bridge

) feature set. Such processors do not support this EVC maode; they will only be admitted to the Ir
ROREICE RN Mehalem” Generation mode or below.
VM Overrides

) For mare information, see Knowledge Base article 1003212,
Host Options

_ v Current CPUID Details  Expand for CPUID Feature Flags
Profiles

The EVC baseline configuration and the processor supported for each EVC baseline can be
found on VMware Knowledge Base at http://kb.vmware.com/kb/1003212.
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Using resource pools

Resource pools are logical abstractions of resources that can be grouped into hierarchies to
reserve or limit CPU and memory resources to virtual machines and subordinate Resource
Pools. Shares, limits, and reservations can be applied to a pool and expanded from child

pools into parent pools.

How to do it...

Understand how resource pool shares, reservations, and limits are applied.

Create and configure resource pools to reserve or limit resources to virtual machines.
The following screenshot shows how a resource pool is created and configured with
Shares, Reservation, and Limit for CPU and Memory resources:

3 LABCLUSTER - New Resource Poal

2

42

- CPU
Shares

Reservation

Reservation type

Limit

» Memory
Shares

Reservation

Reservation type

Limit

Mame: |Critical

MNarmal -
0 -
Maxreservation: 28054 MHz
v] Expandable

Unlimited -

Max limit: 30,254 MHz

Mormal -
0 -
Maxreservation: 32,651 MB
] Expandable

Unlimited v

Max limit: 49,654 MB

OK

IMHz

MHz

B

B

Cance
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Resource pools are used to define how CPU and memory resources are shared between
virtual machines during times of contentions in order to guarantee CPU and memory
resources to a group of virtual machines and to limit the amount of resources available to
virtual machines.

When creating a resource pool, the following resource allocations can be applied:

» Shares: These are used at the time of CPU or memory contention to determine how
virtual machines will be scheduled against available CPU and memory resources.
Access to resources is relative to the number of shares allocated. Each virtual
machine in a resource pool receives a percentage of the shares available to the pool.

» Reservation: These include CPU and memory resources guaranteed to the resource
pool. Reservations can be set to expandable, which means that if there are not
enough resources in the pool to meet the reservation, it can expand into the parent.
If resources are not available to meet the reservation, virtual machines cannot be
powered on.

» Limit: This is about the upper limit of CPU and memory resources available to the
resource pool. If a limit is configured, the resource pool will not exceed this limit
even when additional resources are available.

Resource pools can be configured in a hierarchy of parents and children. This can be helpful
in delegating shares, reservations, and limits to multiple applications or departments. The
following figure provides a logical example of how resources pools can be used to allocate
available resources between critical virtual machine workloads and DEV/Test environments:

Root Resources
32 GB Memory
20000 MHz CPU

CriticalVM Resource Pool DEV/TEST Resource Pool
Memory Expandable Reservation: 8GB Memory Reservation: 8GB
CPU Expandable Reservation: 4000 MHz CPU Expandable: 4000 MHz
Share: 3000 Share: 1000

DEV Resource Pool TEST Resource Pool
Memory Limit : 4GB CPU Limit : 2000 MHz
Share : 1000 Share : 1000
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Resources available and consumed by virtual machines in a resource pool can be viewed in a
vSphere Web Client, as shown in the following screenshot:

@ Critical  Actions ~

il
Ii

Summary | Monitor | Manage Related Objects

Issues | Performance | Tasks | Evenis | Resource Reservation | Utilization

“ |

CPU 0GE 2245 GB
m Configured Reservation 200GB
Storage Used Reservation 1.13GB
Available Reservation 4333 GB
Reseration Type Expandable
Q -
Name o 1B Limit {MB Type
G LABFILED1 0 Unlimited Fixed
l—“b LABSQLO1 1024 Unlimited Fixed

Note that the Configured Reservation option of the pool is set to 2.00 GB, but Available
Reservation is 43.33 GB. Since Reservation Type is set to Expandable, the memory

resources in the parent resource pool—in this case, the cluster—are available to this
resource pool.

Resource pools add complexity to a design and should be used only if necessary. Do not use
resource pools to organize virtual machines.

Providing fault tolerance protection

vSphere Fault Tolerance (FT) provides protection from a host or storage hardware failure for
critical virtual machines by enabling a secondary running copy of the virtual machine running
on a separate host and stored on a different datastore. The secondary virtual machine is
identical to the primary protected virtual machine, and the failover is instant and transparent:

B VMAG (primary) wemFT Fast Check-Pointing> @ VMAG (secondary)

l Esx1 | l ESX2 ]
vMAG6 VvMAG6
Datastore 1 Datastore 2
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vSphere FT Fast Check-Pointing keeps the primary and secondary virtual machines in sync in
order to allow the secondary virtual machine to instantly take over should the primary virtual
machine be impacted by a host or storage failure.

How to do it...

P NP

Identify use cases for vSphere FT.

Identify requirements to enable vSphere FT.
Enable vSphere FT for a virtual machine.

Test vSphere FT for an enabled virtual machine.

FT protects critical virtual machines against host and storage hardware failures. Prior
to vSphere 6, FT supported only a single vCPU virtual machine. Support for Symmetric
Multi-Processing (SMP) now provides more use cases to utilize FT to protect virtual
machines, including the following:

>

>

>

Protecting critical virtual machines with up to 4 vCPUs and 64 GB memory.
Reduced complexity of other clustering services.

Protecting applications sensitive to loss of TCP connections. FT failover maintains
TCP connections between clients and to protect the virtual machine.

The requirements to enable FT protection for a virtual machine are as follows:

>

10 GbE network connectivity between hosts when protecting multi-vCPU
virtual machines.

vSphere 6 FT supports virtual disks that are provisioned thin, thick, or eager-zeroed
thick.

Up to 4 FT-protected (primary or secondary) virtual machines with up to 8 vCPUs total
per host. For example, across two hosts, four virtual machines with two vCPU each
can be protected.

All virtual machine's allocated memory will be reserved for both primary and
secondary virtual machines when FT is enabled.

NFS v3 and block storage is supported. VSAN, VVOLS, and NFS v4.1 datastores are
not supported for primary or secondary FT-protected virtual machines.
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FT requires 10 GbE to protect virtual machines with multiple vCPUs. If protecting a single vCPU
virtual machine, 1 GbE can be used. The Fault Tolerance logging service must be enabled on
a VMkernel port, as shown in the following screenshot:

Q 192.168.1.28 - Add Networking 2

+ 1 Selectconnection type Port properties
Specify Vivkernel port settings.
+ 2 Selecttargetdevice

3 Connection setfings

3a Port properties

VMkemel port settings

Network [abel: FaultTolerance
3b IPw4 settings
VLAN ID None (0) v
IP seftings: P4 -
TCPIP stack: Default -~ | 0

Available senices

Enable senvices: [] vMotion trafiic
[] Provisioning trafiic
@ Fault Tolerance logging
|:| Management trafiic
|:| vSphere Replication trafiic
|:| v3phere Replication NFC traffic
[] virtual SAN traffic

Back Next Cancel

To enable FT for a virtual machine, select the virtual machine in the inventory, right-click on it,
and from the Fault Tolerance menu, select Turn On Fault Tolerance, as shown here:

Fault Tolerance r Turn On Fault Tolerance

WM Paolicies ]

Compatibility 3
Export System Logs...

_% Edit Resource Settings...
5 Edit Settings...

IMove To... e

The Turn On Fault Tolerance wizard will prompt for a host to run the initial secondary virtual
machine and the datastore to store the secondary virtual machine configuration file, vindk
files, and tie breaker file. These should be stored on a separate datastore from the primary
virtual machine but can be stored together on the same datastore; this will not provide
protection against a storage outage.
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When FT is enabled, a secondary virtual machine is created on a different host from the
primary virtual machine, and the virtual disk is copied to the selected datastore. Once
enabled, the vSphere Web Client displays Fault Tolerance status, Secondary VM location,
and Log bandwidth usage for the FT-protected virtual machine on the virtual machines
Summary page, as shown here:

~ Fault Tolerance
Fault Tolerance status Protected
Secondary VM location @ 192.168.1.25

Log bandwidth usage 386 Kbps

Once FT has been enabled on a virtual machine, it can be tested by selecting Test Failover
from the Fault Tolerance menu of the virtual machine, as shown here:

Turn O Fault Tolerance

Suspend Fault Tolerance

Migrate Secondary...

Test Failover

Test Restart Secondary

When testing a failover, the secondary virtual machine becomes the primary virtual machine
and a new secondary virtual machine is created.

Leveraging host flash

Virtual Flash enables the use of Solid State Disks (SSD) or PCle-based flash storage in ESXi
hosts in order to accelerate the performance of virtual machines by providing read caching
and host swapping.

How to do it...

1. Configure local SSDs or flash devices as Virtual Flash Resource.
2. Configure vSphere Flash Read Cache (VFRC) for virtual machine disks.
3. Allocate Virtual Flash capacity for the host swap cache.
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Configuring local SSDs for use as Virtual Flash Resource is done from ESXi host settings, the
Virtual Flash Resource Management menu. Adding the capacity will display the flash device
that is eligible to be used as Virtual Flash Resource, as shown in the following screenshot:

@ 182.168.1.25 - Add Virtual Flash Resource Capacity

Select one or more eligible flash devices. Hosts appearin the list only if they are configured for virtual flash and have eligible
flash devices.
A The selected flash devices will be formatted so that the virtual flash resource can use them. All existing data on the devices

will be erased.

b—

Select All E Q ~
Mame Capacity
+ (V| @ 192.168.1.25

|¥] & Local ATA Disk (t10.ATA, KINGSTOMN_SV1008264G .. 59.63GB

oK Cancel

Flash devices selected as virtual flash cache are formatted with Virtual Flash File System
(VFFS), and the capacity can only be used for Virtual Flash Resource.

Once the flash capacity has been added, virtual machines are configured to consume the
Virtual Flash Resource as vSphere Flash Read Cache (VFRC). vVFRC is configured per virtual

machine disk.

Configuring flash read cache for a virtual machine is done using Edit Settings. Select the
virtual machine hard disk to configure for vFRC, check the Enable virtual Flash Read Cache
option and allocate the amount of cache to reserve and Block Size for the virtual machine,
as shown in the following screenshot:
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[+] Enable virtual Flash Read Cache

Reservation () |1 |[eB

Block Size |s

A portion of Virtual Flash Resource capacity can be reserved for the host swap cache. This
cache can be shared by all virtual machines running on the host and provide low-latency
caching for virtual machine swap files. Using Virtual Flash Resources for host caching will
reduce the performance impact on virtual machines should VMkernel swapping occur.
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In this chapter, we will cover the following topics:

» Using the VMware Hardware Compatibility List
» Understanding the physical storage design

» Understanding the physical network design

» Creating the physical compute design

» Creating a custom ESXi image

» Best practices for ESXi host BIOS settings

» Upgrading an ESXi host

Introduction

The vSphere physical design process (shown in the following diagram) includes choosing

and configuring the physical hardware required to support the storage, network, and

compute requirements:
Discovery ] [Physical Design
2 L

Conceptual Design Logical Design

Approval

Implementation
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During the physical design process, the hardware and configuration choices should map to
the logical design and satisfy the functional and nonfunctional design requirements.

A design architect should answer the following questions about each design decision:

» Does the design meet the requirements of the logical design?
» Does the design satisfy the functional and nonfunctional requirements?
» Is the selected hardware supported?

There will often be more than one physical solution that will meet the design requirements.
The job of the architect is to choose the hardware to provide the resources required while
meeting the design requirements and constraints.

This chapter contains recipes to check whether or not our hardware is supported by checking
VMware's Hardware Compatibility List (HCL), the physical design of storage, network, and
compute resources, creating a custom ESXi image, and best practices for BIOS settings on

a server running ESXi. This chapter also provides an overview of methods used to upgrade
existing ESXi hosts.

Using the VMware Hardware Compatibility

List

VMware's HCL is a database of all tested and supported physical hardware. The physical
hardware chosen to support the created design must be checked against the HCL in order
to ensure that it will be supported. This includes storage devices, |/0 devices, and servers.
It is important to not only ensure that the hardware vendor and model is supported, but also
check the firmware version of the hardware.

Verifying supportability against the HCL is important for new designs as well as when
upgrading a design from one version to another on vSphere. Legacy hardware is often
removed from the HCL when new versions of vSphere are released.

How to do it...

To check whether or not a certain hardware device is supported with the current version of
vSphere, perform the following process:

1. Visithttp://www.vmware.com/go/hcl/.

2. Select the type or category of device to determine its compatibility by selecting it
using the What are you looking for dropdown. For example, if the compatibility of a
Network Interface Card (NIC) is being determined, select 10 Devices, as shown in
the following screenshot:

176


http://www.vmware.com/go/hcl/

Chapter 8

vmware

Products

Home > Resources > Compatibility Guides

VMware Compatibility Guide

Cloud Services

Support Downloads

Consulting Partners

Search Compa Gi (e.0. compatibility or esx or 3.0)

Looking fora

Al Listings

search? Use the Guided Search Wizard

What are you looking for:

Systems / Servers

- Compatibility Guides

Product Release Version:
All

ESXi 6.0 U2

ESXi6.0 1

ESXi 6.0

ESKi 5.5 U

ESXi 5.5 U2

Partner Name:

All

A10 Networks

Aberdeen LLC

Ace Computers

Acer Inc.

ACMA Computers

Action

Adlink technology inc.
Advantech Corporation
Aleatel-Lucent

AMAX Information Technol
AMD {Advanced Micro Dey

Keyword: @

Update and View Result

Looking for informatio

Platform & Compute

CIM Providers (HW Monitoring)
CPU Series

Guest 08

Host0S

Host Profiles

10 Devices

Systems / Servers

Storage & Availability

Site Recovery Manager (SRM)
Storage/SAN

Virtual SAN

VMware Flash Read Cache

vSphere APIs for Storage Awareness (VASA)
vSphere APls for Virtual Volumes (VVols)

Solutions & Architectures
Certified Pariner Architeciure
Networking & Security

Networking and Security Services

Management & Orchestration

vRealize Operations
VRealize Orchestrator

End User Computing

View (Thin Clients)

View Rapid Desktop Appliances (Turnkey
Appliances)

End User Computing Storage

View Proven Storage for VDI Capacity
View Composer Array Integration (VCAI) - Horizon
Virtual Volumes (VVols) - Horizon

Graphics
Shared Pass-Through Graphics

Virtual Dedicated Graphics Acceleration (vDGA)
Virtual Shared Graphics Acceleration (VSGA)

L

Help Current Resuits: [0)]

!‘x Certified Memory:

thanced vMotion Capability Modes:

Opteron™ Genaration 1
Opteron™ Generation 2

Opteron™ Generation 3

Opteron™ Generation 3 without 3D
Opteron™ Generation 4 -

Uit Tolerant C Sets:

Bulldozer Generation

Opteron™ Generation 3

Piledriver Generstion

well

® Haswiell Gengration

® hvy-Bridge Generation

B Nehslem Generstion

§ Penryn Generation -

Company

3. Select values for Product Release Version, Brand Name, and 1/0 Device Type,
as shown in the following screenshot:

Product Release Version: ' Device Type: Features:
Al - Al - All e
ESXi&.0 U2 Block IPvEe
ESXi&a0 W FC RS5
ESXi 6.0 FCoE CNAs SR-IOW
ESXi55 U3 Memory Channel Attached Storage (MCA Secondary LUNID (Ensbles WViiols)
ESXi5.5 U2 =~ NvMe UEFI W FCoE Boot
Network WN2VN
Brand Name: PATA VSA
All - RoCE WHLAN-Offload
Adaptec SAS Wersatile /O
Adaptec by PMC SAS SATA Combo
Alled Telesis SAS-RAID
AMCC ¥ | |SAS-RAID-Passthrough - -
Keyword:Q Driver Types: Posted Date Range:
| \ [an v| [an v

Update and View Results

Reset

Help

Additional Criteria: (Collapse All)

=VID:

Cumrent Resul

[0

= DID:

[An

= SVID:

[An

[=/Max SSID:

[An
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4. Enter a value for Keyword, such as the model number. In this example, the search
will be for NC364T, which is an HP quad port 1 Gb server adapter, as shown in the
following screenshot:

Search Recults: Your etumed one rezult Back to Top
Brand Name Model Device Type Supported Releases
HP HP MC364T PCle Quad-port Gigabit Server Adapter MNetwaork ESX 41 41 41 41 40 40 40
us uz wm uUs Uz vz
ESXi 35 35 35 35 35 35
Installable Us u4 U3 uz wn
ESXi 35 35 35 35 35 135
Embedded us us Ul vz wnm
ESXi 60 60 60 55 55 55 55
uz uz w2z wn

5. Clicking on the device model will display details about the device, the firmware
versions that are supported, and the device driver used by ESXi, as shown in the
following screenshot:

—_——————————— :
< Back to Search Results Print

Mode! Details
Model. HP NC364T PCle Quad-port Gigabit Server Adapter

Device Type: Network DID: 10bc

Brand Name: HP SVID: 103c

Number of Ports: 4 SSID:. 704k
VID: 8086

MNotes: Please refer to hitpkb vmware com/kb/2030218 for latest recommended driver and firmware combinations

Click here to be notified when this page is updated: 55 feed

Mode!l Release Details Expand All | Collapse All
Vhiware Product Name

Release Device Driver(s) Firmware Version Type Features
= ESXi6.0U2 e1000e version 2 5 4-Bvmw MN/A VMware
Inbox

Footnotes : iBFT Enabled
Support iSCSI SAN Bootusing IBFT

< Back to Search Results Print

The VMware HCL provides an easy-to-search online database of hardware that has been
tested and is supported in a vSphere environment.
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Hardware that is not listed on VMware's Hardware Compatibility List may still
M work with vSphere. However, if the hardware is not listed on the HCL, it may
Q cause issues with obtaining support from VMware in the event of issues with

the environment. Only hardware found on the HCL should be used in vSphere
production environments.

Selecting the hardware type, VMware product and version, hardware vendor, device type, and

supported features, allows a design architect to quickly view and select supported hardware.

Details about the supported firmware or BIOS versions, the availability of native drivers, and

the requirement for third-party drivers can also be quickly viewed for hardware information
on the HCL.

There's more...

VMware also provides compatibility guides. The compatibility guides can be accessed through
a menu on the HCL page located at http://www.vmware.com/go/hcl. These guides
provide details about the features supported by a specific piece of support hardware and

can be seen in the following screenshot:

Whatareyou ooking or: [[SIET S - Corp=ily Gudes

Product Release Version: /0 Device Type: Fe Systems Compatibiity Guide 1
Al Al A I
ESXi 6.0 UZ Elock 1§ Storage/SAN Compatibility Guide
ESXi 5.0 U1 FC R =
ESXI 6.0 FCoE CNAS 5 /O Device Compatibility Guide v oL
ESXI5.5 U3 Mamory Channel Attached Storags (MCA s
ESXi5.5 U2 | [NvMe U \What's New L

MNetwork A 1
Brand Name: PATA Vi Introduction
Al RoCE v
Adaptec SAS v Linux Driver Compatibility I
Adaptec by PMC SAS SATA Combo ) I
Allied Telesis SAS-RAID Storage and Network I/O Driver b
AMCC ~ | |SAS-RAID-Passthrough | Versions I
Keyword:Q Driver Types: Pt  Download Full I/O Compatibility
NC364T Al 4 Guide

Guest OS Compatibility Guide
Click here to Read Important Support Information. View (Thin Clients) Compatibility
Guide
I/O Device and Model Information VASA Compatibity Guide
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The following screenshot is an excerpt from the Storage/SAN Compatibility Guide option,
highlighting the support details of the EMC VNX Series arrays:

SATP_ALUA_CX/VMW_PSP_FIXED *13, 34,74 DGC
SATP_ALUA_CX *13, 34,74, 80, 182, 24, 148, 158

196,76, 168, 187, 260, 171, 201, 202, 270, 243, 172, 271,
272,273,274, 275

EMC VNX5100 FC

EMC VNX5200 FC VMW_SATP_ALUA_CX *13,34, 74, 80, 182, 24, 148, 158 RAIDS
196,76, 168, 187, 260, 171, 201, 202, 270, 243, 172, 271,
272,273,274, 275

SATP_ALUA_CX/VMW_PSP_FIXED *13, 34, 74 DGC
SATP_ALUA_CX *13, 34,74, 80, 182, 24, 148, 158

76, 168, 187, 260, 171, 201, 202, 270, 243,172, 271,
272,273,274,275

EMC VNX5300 FC

EMC VNX5400 FC MW_SATP_ALUA_CX *13, 34, 74, 80, 182,24, 148, 158 RAIDS

68, 187, 260, 171, 201, 202, 270, 243,172, 271

EMC VNX5500 FC VMW_SATP_ALUA_CX *13 34, 74, 80, 182, 24, 148, 158 DGC
196,76, 168, 187, 260, 171,201, 202, 270, 243, 172, 271
272 74,275

VMW _SATP_ALUA_CX/VMW_PSP_FIXED *13, 34, 74, 24

Another important guide to reference is VMware's Product Interoperability Matrix, located at
http://partnerweb.vmware.com/comp guide2/sim/interop matrix.php. This
guide provides interoperability information about vSphere products, databases, and host
operating systems. If multiple VMware products are to be used in the storage design, their
interoperability must be checked against the matrix in order to determine which versions are
compatible with which products.

For example, if the VMware Site Recovery Manager (SRM) is going to be used in a vSphere
6 design, the interoperability matrix is checked to determine which versions of SRM are
compatible with that version of ESXi 6 as shown in the following screenshot:

Interoperability Solution/Database Interoperability Upgrade Path

1. Select a Solution

If you do not know the sofution’s version leave it blank.
VMware ESX/ESX] v 6.0

2. Add Platform/Solution

olutions 1o see if they are compatible with the selected solution.

VMware Site Recovery Manager v

=+ Add Another Solution

¥ Hide empty rows/columns

VMware ESX/ESXi 6.0

VMware Site Recovery Manager 6.1

(I

VMware Site Recovery Manager 6.0

The VMware compatibility guides are also available on the Product Interoperability
Matrixes page.
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Understanding the physical storage design

Storage is the foundation of any vSphere design. Properly designed storage is the key for
vSphere features, such as High Availability, Distributed Resource Scheduling, and Fault
Tolerance, to operate correctly.

How to do it...

Performance, capacity, availability, and recoverability are all factors that must be taken
into account when determining the hardware and configuration of the physical storage.
The physical storage design requires the following steps:

1. Select a storage hardware that satisfies the logical storage design. This includes
the storage array, storage host bus adapters, and any switching, fiber channel, or
Ethernet that may be required to support storage connectivity.

2. Verify the compatibility of each storage hardware component using the VMware HCL.

Design the storage configuration to satisfy the design factors related to availability,
recoverability, performance, and capacity.

The physical storage design must meet the capacity and performance requirements defined
by the logical storage design, and these requirements must be mapped back to the design
factors.

The logical storage design identifies the capacity, IOPS, and throughput required to support
the vSphere design. The design factors identify the functional requirements, such as
availability and recoverability, and any constraints that may be placed on the physical design,
such as using an array from a specific vendor or using a specific storage protocol.

The logical storage design specifications are as follows:

» Storage capacity: 16 TB

» Storage IOPS: 6250

» 1/0 profile: 8k

» 1/0 size: 90% read / 10% write

» Total storage throughput: 55 MB/s

» The number of virtual machines per datastore: 20
» Datastore size: 2.5 TB
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The factors that influence the physical storage design include the following:

» Shared or local storage
» Block storage or file storage

» Array specifications—such as active/active or active/passive—the number of storage
processors, and cache

» A storage protocol that uses Fiber Channel, iSCSI, NFS, or Fiber Channel over
Ethernet (FCoE) as well as the type and number of disks and the RAID configuration

» Support for VMware integration such as vStorage APIs for Array Integration (VAAI)
and vSphere APIs for Storage Awareness (VASA)

» Support for advanced storage technologies such as de-duplication, tiering, and
flash-based cache

» Recovery Point Objective (RPO), which is the amount of data that will not be lost in
the event of a disaster, and Recovery Time Objective (RTO), which is the amount of
time it takes to recover the system and the data in the event of a disaster

The chief considerations when choosing a storage platform are I0PS, throughput, and support
for features such as VAAI, VASA, SRM, and accelerated backups. Physical storage design
should focus on both performance and capacity. The physical storage design must be able to
meet the performance requirements of the design.

Meeting the design capacity requirements is typically easy to accomplish, but ensuring that
the storage will meet the performance requirements takes a bit more work. The |/0 profile
of the workloads, the number of IOPS required, the types of disks used, and the RAID level
selected—all have an impact on the storage performance. It is a good practice to first design
the storage to meet the performance requirements and then design to meet the capacity
requirements.

Understanding the physical network design

Network connectivity must be provided for both virtual machine network connectivity and
VMkernel connectivity. Physical switches, uplinks, virtual switches, and virtual port groups
are all components of the physical network design.

How to do it...

Performance, capacity, availability, and recoverability are all factors that must be taken into
account when determining the hardware and the configuration of the physical network. The
following steps are required in order to successfully complete the physical network design:

1. Select the network hardware that satisfies the logical network design, including
physical network switches and network interface cards.
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2. Check whether or not the network 1/0 device hardware, such as network interface

cards and converged network adapters (CNA), is compatible and supported using
the VMware HCL.

Design the physical network topology and virtual network configuration to satisfy the
design factors related to availability, recoverability, performance, and capacity.

The physical network design must satisfy the performance and availability requirements
defined by the logical network design, which in turn must support the design factors. The
logical network design identifies the capacity requirements, and the design factors define
the availability and recoverability requirements.

Besides providing virtual machine connectivity, many vSphere features, such as High
Availability, vMotion, and Fault Tolerance, have specific virtual and physical network
connectivity requirements, which must be taken into account when designing the physical
network. If IP-connected storage, iSCSI, or NFS is used, then the physical network connectivity
for these must also be included as part of the physical network design.

The logical network design specifications are as follows:

>

The total virtual machine throughput: 1000 Mbps
Virtual machines per host: 20

Virtual machine throughput per host: 200 Mbps
IP storage: iSCSI

Storage throughput: 55 MB/s

vMotion/DRS: Enabled

The factors that influence the physical network design include the following:

The number and type of physical switches

The topology of the existing physical network

Using either physically or logically separated networks (such as VLANSs)
The number of physical uplinks per host

The physical adapter type: 1 Gb or 10 Gb

Teaming and link aggregation

The network bandwidth and throughput

Failover and failback policies

Quality of service and traffic shaping
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» The type of virtual switches to use: virtual standard switches or virtual distributed
switches

» Networks required for VMkernels to support management, vMotion, fault tolerance,
and IP-connected storage

In the following diagram of an example virtual and physical network design, the VLANs and
virtual standard switches have been configured to distinguish traffic types, single points
of failure have been minimized using multiple uplinks, and failover policies have been
configured to provide redundancy and performance:

vmkO vmk1l vmk2 vmk3
Management Management Management Management
VLAN100 VLAN101 VLAN200 VLAN201
(2 (2 (2

Sﬁ Senver22 PG| (Server23 PG
o | vianz2 VLAN22

— ]
B BN a EEEEEE BREaw
Active
,,,,,, Standby
Physical Uplink
Stack Cable

Creating the physical compute design

The physical compute design selects the CPU and memory resources to meet the
requirements of the design. Besides the CPU and memory resources, the physical compute
design also includes the selection of the form factor to support the interface cards required
to support the design.

How to do it...

As with other parts of the physical design, the performance, capacity, availability, and
recoverability are all factors to consider in the physical compute design. The following steps
can be performed to create the physical compute design:

1. Select the server hardware that satisfies the logical compute design.
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Verify the compatibility of each component of the compute hardware using the
VMware HCL.

Configure compute resources to satisfy the design factors related to availability,
recoverability, performance, and capacity.

The logical compute design defines the capacity and performance requirements for CPU and
memory resources.

The logical compute design specifications are as follows:

>

>

>

>

>

Total CPU resources: 167 GHz

Total memory resources (25% TPS savings): 657 GB
The number of virtual machines per host: 20

The number of hosts required (N+2): 9

CPU resources per host: 23.8 GHz

Memory resources per host: 94 GB

The hardware selected for the physical compute designh must satisfy the resource
requirements of the logical compute design. These resources include the CPU and memory
resources. The physical hardware selected must also be able to support the network and
storage connectivity resources defined in the logical network and storage design.

Along with the design requirements and constraints, the factors that influence the physical
compute design include the following:

>

>

The required CPU resources

The required memory resources

The vCPU-to-CPU-core ratio

The processor manufacturer and model

The number of hosts required: scale up or scale out
The host form factor: rack or blade

The number of PCl slots

The number and type of network uplinks

The number and type of Host Bus Adapters (HBA)

Power, space, and cooling requirements
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The following diagram is an example of a physical compute design using the Cisco UCS blade
platform; the blades have been configured to support the logical requirements and multiple
chassis have been chosen to eliminate single points of failure:

2 x Cisco 5108 Chassis
4 ¥ Cisco UCS 2208 FE

9 x Cisco UCS B220 M3
2 % ES-2960 (8 core, 2.9 GHz)
56 GB Memory

Cisco UCSVIC 1240

2 % Cisco UCS 6248 FI

Management
Network

Fl Crossover Link
1GbE - IP Network

The following diagram is the rear view of the Cisco UCS blade solution, showing the supporting
components, including the connectivity of the chassis to the fabric interconnects. The diagram
also shows connectivity between the fabric interconnects and the network and storage. Multiple
links to the chassis, network, and storage not only provide the capacity and performance
required, but also eliminate single points of failure, as shown in the following diagram:

UCS-FI-A — 172.17.100.91

Switch

UCSFI Cluster IP
1721710030
Swiich2

[
i

UCS-FI-B—172.17.100.92

UCS Chassis Uplinks
———— 10GLE - IP Metwork
BGk FC Storage
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Creating a custom ESXi image

Drivers for some supported hardware devices are not included as part of the base ESXi image.
These devices require a driver be installed before the hardware can be used in vSphere.

How to do it...

Third-party drivers are packaged as vSphere Installation Bundles (VIBs). A VIB file is similar
to a ZIP archive in that it is a single file that includes an archive of the driver files, an XML
descriptor file, and a signature file. VIB files have the .vib file extension.

The required drives can be installed after ESXi has been installed, using the esxc1i command:
esxcli software vib install -v <path to vib package>

When installing from a bundle or ZIP, the following esxc1i command is used:

esxcli software vib install -d <path to vib zip bundle>

A custom ESXi image can also be created using the Image Builder tools included with
PowerCLI. PowerCLI can be downloaded from https://www.vmware.com/support/
developer/PowerCLI/. Custom ESXiimages can be used when deploying hosts using
VMware Auto Deploy, or custom images can be exported to an ISO to be used for installation
or upgrades. Perform the following steps to create a custom EXSi image:

1. Download ESXi Offline Bundle from the My VMware portal. The following screenshot
displays the ESXi Offline Bundle download link on the My VMware portal:

Product Downloads Drivers & Tools Open Source Custom 1SOs
File Information

For VMware Tools 10.0.6 Click here

ESXiISO image (Includes VMware Tools) Download Now

File size: 357.95 MB Do oa anage

File type: iso

Read More

ESXi Offline Bundle Download Now

File size: 680.91 MB
File type: zip

Read More

VMware vSphere Client 6.0 Update 2 Download Now

File size: 348.81 MB
File type: exe

Read More
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2. Download the required third-party VIBs. This example uses the drivers of QLogic FC-
FCoE downloaded from the My VMware portal, as shown in the following screenshot:

Product Downloads

File Information

VMware ESXi 6.0 glnativefc 2.1.24.0-1 FC-FCoE driver for QLogic and OEM-branded FC and CNAs D load N

3. Use Image Builder PowerCLI to add ESXi Offline Bundle and third-party VIBs as
software depots, as follows:

Add-EsxSoftwareDepot <pathtoESXiOfflineBundel.zip>
Add-EsxSoftwareDepot <pathto3rdPartyVIB.zip>
4. The following screenshot illustrates how to add Offline ESXi Bundle and third-party

software bundles using the Add-EsxSoftwareDepot Image Builder PowerCLI
command:

a L
| B yMware vSphere PowerCLI 6.3 Release 1 - ] x

PowerCLI C:\temp> Add-EsxSoftwareDepot C:\vSphere6\VMW-ESX-6.0.8-qlnativefc-2.1.
20.08-offline_bundle-2731168.zip

zip:C:\vSphere6\VMW-ESX-6.0.8-glnativefc-2.1.28.08-0ffline_bundle-2731168.zip...

PowerCLI C:\temp>

5. List the available software packages required to locate the Qlogic drivers and note
the package names:

Get-EsxSoftwarePackage | where {$ .Vendor -eq "Qlogic"}
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The following screenshot illustrates the use of the Get -EsxSoftwarePackage
PowerCLI command to locate the package name of the third-party package that
will be added to the new ESXi image:

7

| @ yMware vSphere PowerCLI 6.3 Release 1 - m} X

PowerCLI C:\temp> Get-EsxSoftwarePackage | Where {$_.Vendor -eq "Qlogic"}

Name Version Vendor Creation

2.1.20.0-10EM.600.8.08.2159203 QLogic 4/9/2015 ...

PowerCLI C:\temp>

List the available image profiles using the following command:

Get-EsxImageProfile

The following screenshot illustrates the output of the Get -EsxImageProfile
PowerCLI command that lists the available profiles:

q _
| @ vMware vSphere PowerCLI 6.3 Release 1 — ] x i

PowerCLI C:\temp> Get-EsxImageProfile
Vendor Last Modified

ESXi-6.8.0-20166301801s5-n0-... VMware, . 3/4/2016 3:3... PartnerSupported
ESXi-6.8.0-201663020801-stan... VMware, . 3/4/2016 3:3... PartnerSupported

ESXi-6.8.0-201663016801s-sta... VMware, . 3/4/2016 3:3... PartnerSupported
ESXi-6.8.0-20160302801-no-t... VMware, . 3/4/2016 3:3... PartnerSupported

PowerCLI C:\temp>

Create a clone of an image profile to apply customizations to. The clone will allow the
profile to be manipulated without making changes to the original profile:
New-EsxImageProfile -CloneProfile <ProfiletoClone> -Name

<CustomProfileName> -Vendor Custom -AcceptanceLevel
PartnerSupported
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The following screenshot illustrates the output of the New-EsxImageProfile
PowerCLI command that creates a clone of an existing profile:

190

&% VMware vSphere PowerCLI 6.3 Release 1 - m} X

ard -Name CustoméQlogic -Vendor Custom -AcceptancelLevel PartnerSupported

Name Vendor Last Modified Acceptance Level

CustoméQlogic Custom 3/4/2016 3:3... PartnerSupported

ierCLI C:\temp>

ESXTmag,

Add the software packages to the cloned image profile; this step is repeated for each
package to be added to the new image profile:

Add-EsxSoftwarePackage -ImageProfile <CustomProfileName> -
SoftwarePackage <SoftwarePackagetoAdd>

The following screenshot displays the output of the Add-EsxSoftwarePackage
PowerCLI command when the third-party software package is added to the new
ESXi image:

& vMware vSphere PowerCLl 6.3 Release 1 - ] X
PowerCLI C:\temp> Add-EsxSoftwarePackage -ImageProfile Customé6Qlogic -SoftwarePa
ckage glnativefc

Last Modified Acceptance Level

Custom 4/2/2016 7:

PowerCLI C:\temp>

Create an ISO from the cloned image profile using the following command; the ISO
will include the additional software packages:

Export-EsxImageProfile -ImageProfile <CustomProfileName> -
ExportToIso -filepath <Pathtonew.iso>
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The following screenshot shows the Export-EsxImageProfile PowerCLI
command. There will be no message output from the command if it completes
successfully, but the ESXi image ISO will be created and made available in the
provided path:

T
K ¥ vMware vSphere PowerCLI 6.3 Release 1 - m} X I
~

Directory: C:\vSphereé

LastWriteTime Length Name

4/2/2016 7:43 AM 375396352 CustomESX6.0-Qlogic.iso

PowerCLI C:\temp>

The new ISO image includes the third-party VIBs and can be used to install ESXi.

The Image Builder PowerCLI commands are used to create a custom image from ESXi Offline
Bundle and the vendor-provided bundle. In order to maintain the smallest footprint possible,
not all supported hardware drivers are included with the native ESXi installation package.

ESXi Offline Bundle contains multiple profiles: one that includes VMware tools—the standard
profile—and one without VMware tools—the no-tools profile. A clone of the profile is created
and the vendor software is added to it. When all of the required software has been added to
the profile, it is exported to an ISO image that can be used to deploy ESXi hosts.

. Custom image profiles created using the Image Builder PowerCLI commands

% are also used when using Auto Deploy to deploy stateless or stateful hosts.
i The procedure to create a custom image profile to be used by Auto Deploy is
the same, with the exception of the profile being exported to the custom ISO.
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There's more...

Custom ESXi ISOs are also provided by manufacturers. Cisco, HP, Hitachi, Fujitsu, and
other hardware manufacturers provide these custom ESXi ISO images, which can be
downloaded from the My VMware portal using the Custom ISOs tab, as illustrated in
the following screenshot:

Product Downloads Drivers & Tools Open Source ‘Custom I1SOs
Custom ISOs Release Date

' OEM Customized Installer CDs

CISCO Custom Image for ESXi 6.0 U2 GA Install CD 2016-04-01 Go to Downloads
NEC Custom Image for ESXi 6.0U1b Install CD 2016-03-16 Go to Downloads
HPE Custom Image for ESXi 6.0 U2Install CD 2016-03-15 Go to Downloads
Fujitsu Custom Image for ESXi 6.0U1b Install CD 2016-02-12 Go to Downloads
CISCO Custom Image for ESXi 6.0.0 GA Install CD 2016-02-05 Go to Downloads

These custom ISOs are preconfigured to include the drivers required for manufacturer-specific
hardware.

Best practices for ESXi host BIOS settings

The BIOS settings will vary depending on the hardware manufacturer and the BIOS version.
Supported BIOS versions should be verified on the VMware HCL for the hardware selected.
The following screenshot shows the HCL details of a Dell PowerEdge R620 with the supported
BIOS versions:

P
Modelr PowerEdge R620 Notes
For further details about BIOS, server product configurations and best practices, please
Partner: DELL contact the server vendor.
CPU Series: Intel Xeon ES-2600 Series VSA certification has moved to RAID controllers. Please see
. _ . hitp-//knova-prod-kcc-vip vmware.com:8080/contactcenter/php/search.do?cmd=displayKC
Sy y
System Type: Rackmount &docType=kc&externalld=2038275&sliceld=28docTypelD=DT_KB_1_1&dialogiD=653068
Number of Sockets: 2 7478slateld=1%200%20653192216
for additional information

Max Cores Per Socket: 8 ras feed B)
VMware Product Name : | ESXi 5.0 v

BIOS Feature Category Features Feature Value Hardware Health

Dell Inc. 2.4.3 UEFI Mode Server Certified Memory = 1TB 1536 GB

Fault Tolerant(FT)
Dell Inc. 2.4.3 UEFI Mode Server Trusted Execution Technology(TXT)
DellInc.2.4.3 Server Certified Memory = 1TB 1650 GB
Fault Tolerant(FT)

DellInc.2.4.3 Server Legacy FT

DellInc.2.4.3 Server Trusted Execution Technology(TXT)

Print
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If the hardware is supported but the running BIOS version is not supported, the BIOS should
be upgraded to a supported version.

How to do it...

The BIOS settings will vary depending on the hardware manufacturer and the BIOS version.
The settings available along with the layout and access will vary depending on the BIOS
manufacturer and the BIOS version. The following screenshot is an example of a BIOS
setup utility:

Advanced Security Boot Enit

Ttem Specific Help
[#:67:271
Systen Date: [16/27/28191
£Tab>, <Shift-Tab>. or
Legacy Diskette A: [1.84/1.25 WO 3¥"1| <Enter> selects lield.
Legacy Diskette B: [Disabledl
* Primary Haster [Nonel
» Prinary Slave [Nonel
* Secondary Master [UMware Uirtual IT1
» Secondary Slave [Noned
¥ Keuboard Features
Systen Memory: h40 KR
Extended Memoruy: 3436160 KB
Boot—tine Diagnostic Screen: [Disabled]

F1 Tl -+ F9
Est e Enter F1g

The following settings are provided as guidelines to optimize the BIOS for an ESXi installation.
Ask the hardware vendor for recommendations on settings specific to the hardware and
BIOS versions:

Enable Intel VTx or AMD-V.

Enable Intel Extended Page Tables (EPT) or AMD Rapid Virtualization Indexing (RVI).

Disable node interleaving if the system supports non-uniform memory architecture
(NUMA).

Enable Turbo Boost if the processor supports it.

Enable Hyper-Threading (HT) if supported by the processor.

Set Intel Execute Disable (XD) or AMD No Execute (NX) to Yes.
Set power-saving features to OS Control Mode.

Enable the C1E halt state.

0 N o o k&
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9. Disable any unnecessary hardware or features (floppy controllers, serial ports,
USB controllers, and so on).

Intel VTx, Intel EPT, AMD-V, and AMD RVI are hardware-based virtualization technologies
that provide extensions to perform tasks that are normally handled by software to improve
resource usage and enhance virtual machine performance. Enabling Intel VTx or AMD-V is
required if the host is running 64-bit guests.

If the design calls for the disabling of large memory pages in order to realize
N the advantages of Transparent Page Sharing (TPS) at times other than when
~ there is memory contention, the Intel EPT or AMD RVI must be disabled.
Q Enabling EPT or RVI will enforce large pages, even if they have been disabled
in ESXi. This is not recommended for production environments, but it can
provide sufficient memory savings in lab or test environments.

If the system is NUMA-capable, the option to enable node interleaving, which will disable
NUMA, may be available. Enabling NUMA, by disabling node interleaving, will provide the best
performance. This ensures that the memory accessed by a processor is local to that processor
or in the same NUMA node as that processor.

Enabling Turbo Boost will increase efficiency by balancing CPU workloads over unused cores.

Intel Hyper-Threading allows multiple threads to run on each core. When HT is enabled, the
number of logical processors available is doubled. Each core is able to accept two concurrent
threads of instructions.

Setting the power-saving features to 0S Control Mode will allow ESXi to manage power saving
on the host. If 0S Control Mode is not available or supported, power-saving features should
be disabled. Enabling the C1E halt state increases the power saving.

Upgrading an ESXi host

Many environments have already adopted some level of virtualization. A datacenter design
will most likely have to include the upgrading of the current infrastructure in order to leverage
new features and functionality. Upgrading ESXi is a simple process, but it requires planning
in order to ensure compatibility and support ability. Chapter 4, vSphere Management Design,
provides details on upgrading vCenter Server; this recipe provides details on planning an
upgrade of ESXi hosts.

ESXi 5.0, ESX 5.1, and ESXi 5.5 can be upgraded directly to ESXi 6. Earlier versions of
ESX/ESXi must first be upgraded to 5.x before upgrading to ESXi 6.
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How to do it...

When preparing to upgrade ESXi hosts, use the following steps:

1.
2.

Identify the methods available to upgrade ESXi.

Verify hardware and firmware compatibility using the VMware Hardware Compatibility
Listat http://www.vmware.com/go/hcl.

The following methods are available to upgrade ESXi:

>

Interactive upgrade: An interactive upgrade can be performed from the ESXi console
to upgrade ESXi from an ESXi image on a CD/DVDROM or USB drive. To perform an
interactive upgrade, boot to the image on the CDROM or USB drive and follow the
onscreen wizard to upgrade ESXi.

Scripted upgrade: ESXi upgrades can be scripted using a kickstart file. The default
kickstart file is located at /etc/vmware/ks.cfg. The ks. cfg file allows the
upgrade to be performed from a CD/DVDROM, USB, FTP server, NFS server, or HTTP/
HTTPS server. Details on creating a ks . cfg file and automating the ESXi upgrade
can be found in the VMware vSphere documentation, Installing or Upgrading Hosts
by Using a Script, located at http://pubs.vmware.com/vsphere-60/topic/
com.vmware .vsphere.upgrade.doc/GUID-870A07BC-F8B4-47AF-9476-
D542BA53F1F5.html.

Command line using esxcli: The esxcl1i command can be used to upgrade ESXi
from a depot or bundle using this command:

esxcli software vib install -d <pathtoupgradedepot>

vSphere Update Manager: Using vSphere Update Manager (VUM), an ESXi is
uploaded and the upgrade baseline is created, the baseline is applied to hosts, and
the hosts are remediated against the baseline. The Designing a vSphere Update
Manager deployment recipe in Chapter 4, vSphere Management Design, provides
details on installing and using VUM to upgrade ESXi hosts.

vSphere Auto Deploy: Hosts deployed using vSphere Auto Deploy can be
reprovisioned using a new image profile. Creating an ESXi 6 image profile is covered
in the Creating a custom ESXi image recipe discussed earlier in this chapter.

Anytime an ESXi upgrade is performed, it is important to verify compatibility on the VMware
Hardware Compatibility List. The host hardware and BIOS and the installed adapters should
be verified on the list in order to ensure the stability of the host and the support of the
environment. Verifying compatibility using HCL is covered in the Using the VMware Hardware
Compatibility List recipe earlier in this chapter.



http://www.vmware.com/go/hcl
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Virtual Machine

In this chapter, we will cover the following topics:

>

Right-sizing virtual machines

Enabling CPU Hot Add and Memory Hot Plug
Using paravirtualized VM hardware

Creating virtual machine templates

Upgrading and installing VMware Tools
Upgrading VM virtual hardware

Using vApps to organize virtualized applications
Using VM affinity and anti-affinity rules

Using a VM to host affinity and anti-affinity rules

Design

Converting physical servers with vCenter Converter Standalone

Introduction

Virtual machine (VM) design is just as important as physical hardware design and should

be part of the physical design process. Correctly designing and configuring virtual machines
with proper resource allocation will help increase consolidation in the virtual environment and
ensure that a virtual machine has access to the resources that it requires in order to run the
workloads efficiently.

A few questions that should be answered as part of the virtual machine design are as follows:

>

>

What resources will be assigned to individual virtual machines?

What virtual hardware will be allocated to virtual machines?
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» How will new virtual machines be deployed?

» How will multiple virtual machines supporting an application be grouped based on
dependencies?

» How will virtual machines be placed on host resources in order to ensure the efficient
use of resources and availability?

» How will physical servers be converted to virtual machines?

This chapter will cover right-sizing virtual machines to ensure that they have the resources
they require without overallocating resources. It will cover the allocation of virtual hardware
to virtual machines and how to create a virtual machine template and quickly deploy a
virtual machine.

Configuring the ability to add CPU and memory resources without taking the virtual machine
out of production will also be covered, along with how to group virtual machines into
applications or vApps. We'll also discuss using affinity and anti-affinity rules on a DRS cluster
in order to reduce the demand on a physical network or to provide application availability in
the event of a host failure. Finally, the chapter will demonstrate how to convert a physical
server to a virtual machine.

Right-sizing virtual machines

Right-sizing a virtual machine means allocating the correct amount of CPU, memory, and
storage resources required to support a virtual machine's workload. Optimal performance of
the virtual machine and efficient use of the underlying hardware are both obtained through
right-sizing virtual machine resources.

In a physical server environment, it is difficult to add resources. Because of this, physical
servers are often configured with more resources than actually required in order to ensure
that there are sufficient resources available if the need for resources increases. Typically,
physical servers only use a small percentage of the resources available to them; this
means that a great deal of resources are constantly kept idle or wasted. Adding resources
to a physical server also typically requires the server to be powered off and, possibly, even
removed from the rack, which takes even more time and impacts the production.

In a virtual environment, it becomes much easier to add CPU, memory, and disk resources to
a virtual machine. This eliminates the need to overallocate resources. Virtual machines are
configured with the resources they require, and more resources can be added as the demand
increases. If a virtual machine has been configured to use CPU Hot Add and Memory Hot Plug,
additional resources can be added without taking the virtual machine out of production.
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How to do it...

Perform the following steps to right-size virtual machines:

1. Determine the CPU, memory, and storage resources required by the virtual machine.

M When sizing virtual machine resources, start with the
Q minimum requirements and add additional resources to
the virtual machine as required.

2. Adjust the virtual machine CPU, memory, and storage resource allocation to meet the
requirements of the workload without overallocating.

Tools such as VMware Capacity Planner or Windows Perfmon can be used to determine the
actual resources required by an application running on a physical server. Resources used by
a virtual machine can be examined using the vSphere Client program. From the Summary tab
on the summary page of a virtual machine, it is easy to determine what CPU, memory, and
disk resources have been allocated to the virtual machine, along with the current usage of
each of these resources, as shown in the following screenshot:

Summary | Monitor  Manage Related Objects
Win7Client lj CPU USAGE n
Guest 05: Wicrosoft Windows 7 (64-bit) 135.00 MHz
Compatibility: ESXi 5.0 and later (WM version 8) ) MEMORY USAGE
Widware Tocls: Running, version:9221 (Current) = 380.00 MB
DNS Name: Win7-PC.lab.local f 'j STORAGE USAGE
Addresses: 10 = 1239 GB

p Powered On P Addresses: 19
Host: 18

Launch Console :1

~ VM Hardware 1| | = VM Storage Policies |

» CPU 1 CPU(s), 203 MHz used WM Storage Policies -

» Memaory [I 2048 MB, 389 MB used WM Storage Policy Compliance -

» Hard disk 1 32.00 GB LESUCIEERE DA -

» Metwork adapter 1 Lab_Local (connected) Refresh
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Performance charts can also be used to provide information about CPU and memory usage
over time. The real-time advanced memory performance chart shown in the following
screenshot shows the memory metrics of the Win7Client virtual machine:

$mEnnnn

Time
Performance Chart Legend
(.. Object easurem 14 Roll Uni Latest imum inim... Ave
B Win7Client Active Avera.. KB 336544 608172 251.. 372
B Win7Client Balloon Avera. KB 0 0 0

The chart options can be adjusted to show metrics for the last day, week, month, or even
the last year. These metrics can be used to determine whether a virtual machine has been
allocated more memory than required.

Once the resource requirements have been identified, the virtual machine resources can be
modified or right-sized in order to ensure that a virtual machine has not been allocated more
resources than required for the workload running on it.

vRealize Operations Manager (VROPs) is a separate VMware product that can be used to
monitor the resources used by a virtual machine and has capacity planning and efficiency
monitoring specific to right-sizing virtual machines. More information on vROPs can be found
athttp://www.vmware.com/products/vcenter-operations-management/.

Enabling CPU Hot Add and Memory Hot Plug

Adding CPU and memory resources to a virtual machine is a simple process. The process of
adding resources to a virtual machine is to power down the virtual machine, increase the
number of vCPUs or the amount of memory, and power on the virtual machine again.

In vSphere 4.0, two new features, CPU Hot Add and Memory Hot Plug, were introduced

to allow virtual machine vCPUs and the virtual machine memory to be increased without
requiring the virtual machine to be powered off. CPU Hot Add and Memory Hot Plug must
first be enabled on the virtual machine, which requires it to be powered off. Once enabled,
however, CPU and memory resources may be added dynamically; powering off the virtual
machine is not necessary.
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How to do it...

Perform the following steps to enable vCPU Hot Add and Memory Hot Plug for virtual
machines:

1. Check the VMware Guest OS Compatibility Guide, which can be found at http://
partnerweb.vmware.com/comp_guide2/pdf/VMware GOS Compatibility
Guide.pdf to identify whether vCPU and memory hot-adding is supported for the
virtual machine guest operating system. The following screenshot is from the VMware
Guest OS Compatibility Guide and shows the Hot Add Memory and Hot Add vCPU
support for Windows Server 2012 Datacenter Edition R2:

CCLbUUZ T BUUT on Media

Windows Server 2012 Datacenter Edition R2 Workstation12.0, 11.0, 10.0
Fusion8.0, 7.0, 6.0

Esxieo Uz "6782 gyt 16783 g 16783 5g 53
1.5.7.8.3l 55U2 1.9.7.3,37 55 U1 ‘.&Tﬂsl 55 16783

128783 o4 el000e, VMXNET 3 (Recommended), IDE, LS! Logic SAS, Vidware
T Paravirtual, Hot Add Memory, Hot Add vCPU, SMP, Tools Available on Media

e1000e, VMXNET 3 (Recommended), IDE, LS| Logic SAS, SATA, VMware
Paravirtual, Hot Add Memory, Hot Add vCPU, SMP, Tools Available on Media

Esxis 1 U3 28782 54 4p 126783 5 4y
126783 503 126798 g yp 126798

2. To configure CPU Hot Add or Memory Hot Plug for a virtual machine, it must be
powered off first.

3. To enable CPU Hot Add on the virtual machine, edit the virtual machine settings and
expand the CPU settings. Select the Enable CPU Hot Add checkbox, as shown in the
following screenshot:

(3 ConvertedVM - Edit Settings 7 M
Virtual Hardware | VM Oplions | SDRS Rules | vApp Options
- | *cpu 1 | © y
Cores per Socket 1 v | Sockets: 1
Icpu Hot Plug {*) +! Enable CPU Hot Add
Resenvation 0 - | | MHz -
Lirmit Unlimited w | | MHz -
Shares Normal - -
CPUID Mask Expose the NX/XD flag to guest « | Advanced
Hardware virtualization Expose hardware assisted vitualization 10 the guest OS i
Performance counters
HT Sharing Ay -
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4. To enable Memory Hot Plug, expand the Memory settings and select the Enable
checkbox for Memory Hot Plug (*), as shown in the following screenshot:

£l ConvertedVM - Edit Seltings 71 MY

Virtual Hardware | VM Options | SDRS Rules | vApp Options

v @ "cPu 1 - @ -
« #l *Memory

RAM 2048 ~| | MB =

Resenation Q | | MB -

[[] Reserve all guest memory (All locked)

Lirnit Unlimited ~| | MB -
Shares Normal -
I Memory Hot Plug (%) ¥ Enable
¥ 22 Hard disk 1 12388671875 = | cB -
» @, SCSI controller 0 LSl Logic SAS

5. Once CPU Hot Add and Memory Hot Plug have been enabled for a virtual machine,
the virtual machine can be powered back on.

6. VvCPUs or memory can now be added to the running virtual machine without having to
shut it down.

Once CPU Hot Add and Memory Hot Plug have been enabled on a virtual machine, it will not
be necessary to power off the virtual machine to add additional vCPUs or additional memory.

. Though vCPUs and memory can be added while the virtual machine
% is running, once Hot Add/Hot Plug has been enabled, some operating
s systems may require the guest to be rebooted before the added vCPUs
or memory are recognized by the operating system.

Enabling the CPU Hot Add and Memory Hot Plug features increases the virtual machine
overhead reservation slightly. Also, remember that when a virtual machine's memory is
increased, the virtual machine swap file (. vswp) also increases to the size of the allocated
memory (minus any memory reservations). The swap file grows automatically when the virtual
machine's memory is increased.
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CPU resources do not have to be added in "twos". If a virtual machine
X requires the resources associated with three CPUs, three vCPUs can
% be assigned to the virtual machine. It is also not necessary to allocate
L the virtual machine memory in GB increments; a virtual machine can
be allocated 1,256 MB of memory if that is what is necessary to meet
resource requirements.

With CPU Hot Add and Memory Hot Plug enabled, the removal of vCPUs and memory from

a virtual machine may still require that the virtual machine be powered off or the operating
system be rebooted before the resources are removed or before the removal of resources is
recognized by the guest operating system.

Using paravirtualized VM hardware

Paravirtualization provides a direct communication path between the guest OS within
the virtual machine and the ESXi hypervisor. Paravirtualized virtual hardware and the
corresponding drivers installed with VMware Tools are optimized to provide improved

performance and efficiency. This hardware includes the VMXNET network adapter and the
PVSCSI storage adapter.

How to do it...

Adding paravirtualized hardware adapters to a virtual machine is done using the following steps:

1. Access the Guest 0S compatibility section of the VMware HCL at http: //www.
vmware.com/go/hcl in order to determine the guest OS support for paravirtual
adapters. A screenshot of the Guest 0S compatibility HCL with the Networking and
Storage adapters in highlighted red boxes is shown in the following screenshot:

Product Name: 0S Family Name: Additional Criteria: (Collapse All
All All
ESXi
Esx =0OS Family: = Virtual Hardware:
ES)
FLsion Al v [an v
Workststion
ACE ~ | l=/Networking: —|Storage:
VMXNET 3 v |§| vhwsre Paravittus M

Product Release Version: 08 Vendor:
Al EreeBSD +| [=IBits: =108 Type:
ESXi 6.0 U2 ol v [an v

BM ~ e
ESXi 6.0 U1 P
ESXi 6.0 S
ES¥i B U3 Microsoft —/VMware Tools:

Move a
ESXi 5.5 U2 | |Nove - Al M
Keyword:& Posted Date Range:

2l v

Reset
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2. Install VMware Tools in the virtual machine.

3. Toinstall the paravirtualized network adapter, edit the virtual machines' Virtual
Hardware, add New Network adapter, and select VMXNET3 for Adapter Type, as
shown in the following screenshot:

Virtual Hardware | VM Options | SDRS Rules | vApp Options |

» @ cPU L)

» # Memory | 4096 |v [ | mB | -

» (4 Hard disk 1 40 +[es -]

3 B;., SCSl controller 0 LSl Logic SAS

3 Network adapter 1 | LAB_Network | - | [ Connect..
» (@) CDIDVD drive 1 | Client Device R

v [ Floppy drive 1 | Client Device | - |

» [@] video card | Specity custom settings | - |

» o8 VMCI device

» Other Devices

~ [ New Network | LAB_Netwark [+ (]
Status [¥1 Connect At Power On
Adapter Type | E1000 |+

MAC Address

| Automatic | |

SR-10V passthrough
VMAXMET 2 (Enhanced)
VMAMET 3

Mew device: | Metwork |v| Add

4. To install the paravirtualized SCSI adapter, edit the virtual machines' Virtual
Hardware option, add New SCSI controller, and select VMware Paravirtual for
adapter type, as shown in the following screenshot:
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vApp Options |

| +| M connect..

» [ cPU [1 |~ @

» M [emory | 4096 |v| | mB |v|
» (& Hard disk 1 40 +les |+
3 SCSl controller 0 L3I Logic SAS

3 Metwork adapter 1 | LAB_Metwork

» (@) CD/DVD drive 1 | Client Davice |~
v [ Floppy drive 1 | Client Davice | -
» (M video card | Specify custom settings | - |

b 3 VMCI device

» Other Devices

- Hewr SCSI controller Viware Paravirtual

SCS|Bus Sharing | None

|V|

Change Type | VMware Paravirtual

|V|

LSl Logic 3A3

VMware Paravirtual

BusLogic Parallel
L3I Logic Parallel

New device: | SCSI Controller
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Once the adapter is configured, the optimized virtual hardware is presented to the virtual
machine guest. The drivers for the paravirtualized hardware adapters are included with
VMware Tools. The paravirtualized hardware can be added to a virtual machine before
VMware Tools is installed, but the hardware will not be available for use by the guest 0S

until VMware Tools is installed.

The VMXNET3 adapter should be used anytime it is supported, and it will provide higher
network throughput with less host CPU overhead.

The PVSCSI adapter is suitable for 10-intensive applications. As with the VMXNET3 adapter,
the PVSCSI adapter increases the storage throughput with minimal host CPU overhead.
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Creating virtual machine templates

Virtual machines can be deployed quickly from prebuilt templates. Virtual machine templates
are configured with minimum CPU, memory, and storage resources. The guest operating
system and any prerequisite applications are installed in the template. Instead of taking
hours (or even days in some cases) to install the operating system and prepare the server,
once a template has been created, a new virtual machine can be deployed within minutes.
Virtual machine templates not only allow for quick deployment, but they also help maintain
consistency across virtual machines deployed in the environment.

How to do it...

The following steps are required in order to create a virtual machine template:

1. Create a virtual machine; configure the vCPU, memory, and storage resources;
install the guest operating system; install the required applications; and apply any
application or operating system updates or patches.

2. The virtual machine can be cloned to a template using the Clone to Template...
wizard, as shown in the following screenshot:

I T9ZTES 199,203 i
=] w Services Swap f
G Prodt is
ljbpr(lijdions—Proﬂ 1
Default VM
i, Pr¢ = Open Console |
ﬂva This is the
B Shut Down GuestOS
= Compati

£ Restart Guest 0S
 Migrate...
fie) Take Snapshot...

lement

on

[z Manage Snapshots... Licensing
5‘55 Clone to Virtual Machine... C
I 2% Clone to Template... I
[ Edit Settings...
Move To... es
Rename... E

@& Assign Tag...

3. The virtual machine can also be converted to a template using the Convert to
Template wizard, as shown in the following screenshot:
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|j ) ' 1 Protection
Eh Actions - Prod1
{5 Pre
& Pre
BRI [» PowerOn Fower »
Guest O3 »
Snapshots »
% Migrate... & i
Migrate...
Ly Take Snapshot.. #8 Clone to Virtual Machine...

g Manage Snapshots.. | A3 Convertto Template |

&8 Clone to Virtual Machine...
29 Clone to Template...

[ Edit Settings...

Mave Ta...

Export System Loags...

Fault Tolerance

Edit Resource Settings..

4. Once the virtual machine template has been created, new virtual machines can be
deployed from the template using the Deploy VM from this Template... wizard, as

shown in the following screenshot:

w [ily Production

w [Discovered virtual machine
AEvApD

: |
LA Actions - Template

Maove To...
Rename...
& Assign Tag...

» CProdug :
EBVR"\-'1 55’Deploy‘JMfromth|sTempIate...

Convert to Virtual Machine...
22 Clane to Template...

(- R ===

ter

When cloning a virtual machine to a template, the Clone to Template wizard allows the
administrator to choose the datacenter, cluster, and storage to create the new virtual machine
template. Cloning a virtual machine to a template can be done while the source virtual

machine is powered on.

When a virtual machine is converted to a template, the virtual machine is converted locally;

the template will have the same inventory properties (the datacenter, cluster, and storage) as
the virtual machine that has been converted. The virtual machine configuration file (. vmx) is
changed to a template configuration file (. vmtx) when a virtual machine is converted. The
virtual machine needs to be powered off in order to be converted to a virtual machine template.
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The following screenshot shows the virtual machine template files on a datastore (the virtual
machine template configuration file has been highlighted in red):

] datastore2 = Actions ~

it
4

sSummary  Monitor | Manage | Related Objects

| settings |Alarm Definitions |Tags | Permissions | Files |Schec|u|ecl Tasks |

Q search 8 ¢ &
« [ datastore2 Name Size Modified Type Path
TR TR (wi WVin2008R2Template. nvra... 243 KB  11M0/201.. Mon-volatil...  [datastorez]...
_ﬁ Win2008R2Template vmix 294 KB  11M0/201.. Template . [datastoreQ]...I
|j Win2008R2Template. vmaf 027 KB 11M10/201... File [datastore2]...
|j Win2008R2Template vmsd 0.00KB 11M0/201... File [datastoreZ]...

The virtual machine template file is similar to the . vmx file and contains configuration
information about the virtual hardware presented to the virtual machine or template.

A guest customization specification can be applied to a virtual machine that is being deployed
from a template. The customization specification allows settings unique to the deployed virtual
machine to be applied during the deployment process. These custom specifications include
information such as the computer's name, licensing, IP address, and domain membership.
The New VM Guest Customization Spec wizard is displayed in the following screenshot:

[C4 New VM Guest Customization Spec

¥4 1 Specify Properties

2 SetRegistration Information

3 Set Computer Name

4 Enter Windows License

5 Set Administrator Password
6 Time Zone

7 Run Once

8 Configure Network

9 Set Workgroup or Domain

Set Operating System

10 options

11 Ready to complete
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The customization specification can be saved so that it can be applied to future virtual
machines deployed from templates. Guest customization specifications can also be applied
when cloning a virtual machine.

Upgrading and installing VMware Tools

VMware Tools enhances performance and improves the management of virtual machines

by loading optimized drivers for virtual hardware and installing utilities to access virtual
machine configurations and metrics. VMware Tools is not required, but for optimal virtual
machine performance, it should be installed on all virtual machines in the environment. The
status of VMware Tools is displayed on the virtual machines Summary page, as shown in the
following screenshot:

LABSQLO1 CPU USAGE
Guest O5: Microsoft Window s Server 2012 (64-bit) L 0.00Hz
Compatibility : ESXi 6.0 and later (VM version 11)

MIORY USAGE

W 105 00 1B

WMw are Teols:  Running, version: 10240 (Upgrade available)

DMS MName: labsgll1.lab.local i STORAGE USAGE
IP Addresses:  192.168.1.152 =} 23.31GB
Host: 152.168.1.26
Launch Remate Console Py 1
£ &J .5
Download Remate Console
/Mware Tools is outdated on this virtual machine. Update ViMware Tools

The drivers for the optimized paravirtual hardware, such as the VMXNET3 adapter and the
PVSCSI adapter, are included in VMware Tools, and VMware Tools must be installed before the
hardware is available for use with in the guest. VMware Tools should be installed and kept up
to date on every guest operating system.

How to do it...

There are multiple options available for the upgrading of VMware Tools:

1. If VMware Tools is out of date, a warning is displayed in the vSphere Client, and VMware
Tools can be updated from the VM's Summary page using the Update VMware Tools
link, as shown in the following screenshot:

M Viware Tools is outdated on this virtual machine. Update WiMware Tools
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2. Right-clicking on the virtual machine and selecting the Guest 0S menu will allow you
to install or select Upgrade VMware Tools, as shown in the following screenshot:

KBS
BSal Eip Actions - LABSQLOT
pd-Lak
Power 3
SRYO0T
Guest0S [
C1
- Snapshots [
c2
Sryoq & Open Console Upgrade Vidware Tools...
&5 Migrate... C
] Clone »
01 Template »
linux0? Eault Tol )
[w] [=] (=}
ANRES At folsrance View Guest User Mappings
- —_

3. If VMware Tools is not installed, the Install VMware Tools option will be available.
4. Update or install VMware Tools as required.

When upgrading or installing VMware Tools on a virtual machine, a VMware Tools ISO image
is connected to the virtual machine. If VMware Tools is already installed, the upgrader runs
automatically and updates VMware Tools to the current version. If VMware Tools is not already
installed, the installer must be run manually in order to install VMware Tools; a reboot of the
virtual machine will be required once the VMware Tools installation has completed.

There's more...

Virtual machines can be configured to automatically upgrade VMware Tools to the current
version. This is done by editing the virtual machine settings and selecting Check and upgrade
VMware Tools before each power on in VM Options, as shown in the following screenshot:
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51 LABSQLOA - Edit Settings 7 b

Virual Hardware | WM Options | SDRS Rules | vApp Options

+ General Options VM Name: |LABSQLO1

VMware Remote Console
Options

- *VMware Tools
FPower Operations
g
B Power On /Resume VM

&

Run ViMware Tools Scripts

Tools Upgrades (%) ¥ Check and upgrade Viware Tools befare each power on
Time Synchronize guest time with host
» Power management Expand for management settings
4 HH *
Compatibility: ESXi 6.0 and later (VM version 11) oK Cancel

Upgrading VM virtual hardware

The virtual machine hardware version or virtual machine compatibility specifies the version
of virtual machine hardware presented to the virtual machines and the ESXi versions that the
virtual machine is then compatible to run on. Updating the virtual machine hardware exposes
new features available to virtual machines—for example, the ability to provision vimdks up to
62 TB—and ensures that the virtual hardware is optimized to the version of ESXi.

How to do it...

To upgrade the virtual hardware of a virtual machine, perform the following steps:

1. Install or update VMware Tools in the virtual machine.
2. Edit the settings of a virtual machine and access the Virtual Hardware tab.
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3. Ifavirtual hardware upgrade is available, the Upgrade option will be available. Select
Schedule VM Compatibility Upgrade, as shown in the following screenshot:

| virtual Hargware | VI Options | SDRS Rules

vApp Options |

» Il cPU )
+ I Memory
» (& Hard disk 1 3 =les |-

» (&, 5CSIcontroller 0 LSl Logic Parallel

» [ Network adapter 1 | LAB_Netwark |v| [+ Connected

» (@ CDDVDdive 1 | HostDevice |+ | L connected

» [ video card
¥ 255 VMCI device

» Other Devices

+ *Upgrade [ Schedule VM Compatibility Upgrade....
Selectthe compatibility to upgrade the virtual machine on next
reboot
Compatible with (*) | ESXi 6.0 and later -] ©

\Virtual machines using hardware version 11 provide the best
performance and latest features available in ESXi 6.0.

Guest 05 shutdown  [_] Onlyupgrade after normal guest O35 shutdown

Mew device: ——— Select—— | < |

Compatibility: ESX/ESX 4.0 and later (VI version 7) OK Cancel

4. Setthe compatibility level the virtual hardware should be upgraded to, as shown here:

Compatible with (%) | ESXi 6.0 and later K3
ESXi 6.0 and later
ESXi 5.5 and later
Guest OS shutdown ESXi 5.1 and later

ESXi 5.0 and later

5. Shut down and power on the virtual machine to upgrade the virtual machine hardware.
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The hardware compatibility maps to a virtual hardware version. The following table shows the
relationship between compatibility and the virtual machine hardware version:

Virtual machine hardware version Compatibility

VM version 11 (vmx-11) ESXi 6.0 and higher
VM version 10 (vmx-10) ESXi 5.5 and higher
VM version 9 (vmx-9) ESXi 5.1 and higher

VM version 8 (vmx-8) ESXi 5.0 and higher
VM version 7 (vmx-7) ESX/ESXi 4.0 and higher
( ) ESX/ESXi 3.5 and higher

VM version 4 (vmx-4

When a virtual hardware upgrade is scheduled, the virtual hardware of the virtual machine is
upgraded the next time the virtual machine is rebooted.

The virtual machine hardware version should be set to the compatibility of the lowest version
of ESXi in the environment in order to ensure that the virtual machine can run on any host

in the environment. If a design includes both 5.5 and 6.0 hosts and a virtual machine's
hardware is upgraded to vmx-11, the VM will no longer run on ESXi 5.5 hosts.

The default VM compatibility can be set on a vSphere datacenter or cluster. Setting the default
virtual machine compatibility is done with the Edit Default VM Compatibility dialog, which
can be accessed by right-clicking on the Datacenter or Cluster option in vCenter Inventory.
The Edit Default VM Compatibility dialog is shown in the following screenshot:

[ LABCLUSTER - Edit Default VM Compatibility 7w

Select a default virtual machine compatihility:

Compatible with: | Use datacenter setting and host version | * | O
ESXESX 3.5 and later .
ESXWESX 4.0 and later

ESXi 5.0 and later

ESXi 5.1 and later

ESXi 5.5 and later al |
ESXi 6.0 and later

Default com patibil
version.
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Once a default VM Compatibility value is set on a Datacenter or Cluster option, virtual
machines will be deployed in the datacenter and cluster will be deployed with the default
virtual machine hardware based on the compatibility setting.

Using vApps to organize virtualized

applications

vApps can be used to group individual virtual machines with interdependencies into a single
application. A common use case for this would be a multitier web application that requires a
web server frontend, an application server, and a supporting database server. The application
can then be managed as a single inventory object.

How to do it...

The following steps can to be performed to use vApps to organize virtual machine workloads:

1. Create a new vApp by launching the New vApp wizard, as shown in the following
screenshot:

w [GAvcl.lablocal

Praducti
~ [fy Production | ‘:toal ::c':er
~ ' Produd lﬂ] Actions - Production-Cluster Total vMotio
@ 102 @ Add Host.. B B
@192 = _ 5 S
E.. Mave Hosts into Cluster...

Ijbpm #=h e Vidual Wachine

.ijroE 55 New A |
7 NewvApp...

de'F'J e VApD

ﬂb'\-‘m‘\- &t New Resource Poal...

3 New Datastore...
#@ Deploy OVF Template..
[E5 Attach Host Profile...

r Resources

Settings Eess0rs

I Resource

214
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2. The method to create the vApp (either creating a new vApp or cloning an existing
vApp), the vApp name, the folder location, and the resource allocation settings are
configured in the New vApp wizard, as shown in the following screenshot:

| ZE New vApp 7
1 Select creation type Ready to complete -
Review your settings selections before finishing the wizard.
" 1a Selectacreation type
2 Edit settings MName wApp
I«  2a Selectaname and location Folder Discovered virtual machine
| v+ 2h Resource allocation CFU allocation 0 - Unlimited MHz
I Memary allocation 0 - Unlimited MB
8 3 Ready to complete
I Resource pool AutoLab
1 L
Back Finish Cancel

3. Once the vApp has been created, you can add virtual machines to the new vApp by
dragging them into the vApp. The following screenshot shows a vApp containing the

Prod1 and Prod2 virtual machines:

| @ fi'l =] @ Summary | Monitor Manage Related Objects
~ [ vc lab local |
= vApp
w [I5 Production oroduct A
+ [J) Production-Cluster i L | e,
Version: 1
[ 192.168.199.202
Vendor: LAB
[ 192.168.199.203 i I |
ﬂw\pp
65 Prod1
G Prod2
5 Prod3
E‘DVRA_-] > Status m|
Health & MNormal
vApp state Running
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4. The settings of the vApp can be edited. In the following screenshot, Start order
is configured to start virtual machines in the vApp in a specific order. Start order
ensures that virtual machines are started in the order of their dependency when
the vApp is powered on:

A Edit vApp vApp (Z) M

» Memaory resources
» Unrecognized OVF sections Mo unrecognized sections
v IP allocation

Authoring

w Start order

>

Group 1 Startup Action
- :
Group 2
Startup sequence proceeds when:
& Prodz

120 —_1‘_—1' seconds have elapsed, or

[] VMware Tools are ready

Shutdown Action

Operation: | Power OF [+]
All entities in the same group are
started before proceeding to the next =
group.
Shutdown occurs in reverse order.
0K Cancel
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A VApp is a container of virtual machines that support an application. Once placed in a vVApp,
startup and shutdown can be configured based on application dependencies, resources can
be reserved or limited, and the entire vApp can be exported in the OVA or OVF format. A vApp
can also be cloned to duplicate the application.

Using VM affinity and anti-affinity rules

When virtual machines are powered on in a DRS cluster, vCenter determines where the
virtual machines should be placed in order to balance resource usage across the cluster.

The DRS scheduler runs periodically to migrate virtual machines using vMotion in order to
maintain a balance of resource usage across the cluster. Affinity or anti-affinity rules can be
used to control where VMs are placed within a cluster. Affinity rules keep VMs on the same
physical host, reducing the load on the physical network by keeping traffic between them from
leaving the host. Anti-affinity rules keep VMs separated on different physical hosts, ensuring
higher availability.

One case of an affinity rule would be to keep all of the virtual machines supporting an
application on the same host. This would ensure that network communications between the
virtual machines supporting the application do not traverse the physical network.

An example use case of an anti-affinity rule would be to keep multiple virtual Active Directory
domain controllers running on separate hosts in order to ensure that all of the domain
controllers are not affected by a single host failure.
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How to do it...

The following steps are required in order to use VM affinity and anti-affinity rules:

1. DRS rules are created on the Settings page of a DRS-enabled cluster, as shown in
the following screenshot:

[ Settings | Alarm Definitions | Tags | Permissions | Scheduled Tasks

ALl DRS Rules

e IEE S Add.. Edit.

vSphere DRS
Mame Type Ena... | Conf... Defi...

vSphere HA This listis empty.
 Virtual SAN

General

Disk Management
+ Configuration

General

Virtual SAN Licensing

VMware EVC

DRS Groups

VM Overrides
Host Options

il
w
n
D
0
+
(1]

Profiles

2. DRS rules can be created for three purposes: to keep virtual machines together
on the same host, to separate virtual machines across different hosts, or to assign
virtual machines to hosts, as shown in the following screenshot:




% Production-Cluster - Create DRS Rule

Name: [Rule

/] Enable rule.

Type: | Keep Virtual Machines Together

Descriptid Keep Virtual Machines Together

. Separate Virtual Machines
The listed

Virtual Machines to Hosts

Membaers
{5 Prodi

{5 Prod2

OK

] [ Cancel
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With the DRS rules configured, the distributed resource scheduler will apply the rules when
determining the placement of virtual machines when they are powered on or when migrating
virtual machines to other hosts in order to balance the cluster resource usage.

When an affinity rule has been configured to keep several virtual machines together, if DRS
migrates one of the virtual machines in the rule, all the virtual machines configured will also
be migrated to the new host. When an anti-affinity rule has been configured to keep virtual
machines separated, DRS will not migrate a virtual machine to a host running another virtual

machine configured in the rule.
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Using a VM to host affinity and anti-affinity

XS

Virtual Machine to Hosts rules can be created to keep virtual machines on or off specific
hosts or groups of hosts. These types of DRS rules are useful in order to keep management
virtual machines, such as vCenter Server, on specific hosts to make these virtual machines
easier to locate in the event of a failure. This also allows virtual machines to be separated
across different hosts in a rack or blade chassis in order to ensure that the loss of a rack or
chassis does not impact all virtual machines, for example, to split members of a Microsoft
SQL always on availability group across chassis.

How to do it...

The following process is used to create Virtual Machine to Hosts affinity or anti-affinity rules:

1. From the cluster Settings page, access the VM/Host Groups section to manage
virtual machine and host groups, as shown in the following screenshot:

[ LABCLUSTER @ Actions ~

Summary  Monitor | Manage

“
w Services
vSphere DRS
vSphere HA
« Virtual SAN
General
Disk Management

Fault Domains 8 Stretched
Cluster

Health and Performance
« Configuration

General

Licensing

ViMware EVC

VM/Host Groups

1 1 3

Related Objects

Setlings | Scheduled Tasks | Alarm Definitions | Tags | Permissions

VMHost Groups

Add.. || Edit. || Delete

B st
¥ Host25and26

VMHost Group Members

Add...

g, vesato
g VMAB

il
I{

Type
WM Group
Host Group
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2. Select Add to create a new host group and select hosts to add to the group, as shown

in the following screenshot:

Add Group Member

Filter | (1) Selected Objects

Mame
102 168.1.28
¥] 192.168.1.26

oK

2 items

Cancel

3. Select Add to create a new VM group and select virtual machines to add to the group,

as shown in the following screenshot:

Add Group Member

Filter | (0) Selected Objects

MHame

CONSRVO1
SECSRVO1
VDI-Linux01
LABSQLO1
vRealize Operations Manager Appliance
vROAssessment
Virtual VX
N-ESKi2

fh Test

1 M-Router

BEEEEBEEEG

QK

-

21 items

Cancel
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4. From the DRS Rules menu, create VM/Host Rule by providing a rule name, setting
Type to Virtual Machines to Hosts, and selecting VM Group and Host Group to
include in the rule, and selecting required or preferential affinity/anti-affinity, as
shown in the following screenshot:

%> LABCLUSTER - Create VM/Host Rule (2w

Mame: I"v"r\-1s1t0Hosts I
[ Enable rule.

Type: | virtual Machines to Hosts | - |

Description:

Yirtual machines that are members of the Cluster Vi Group YMs1 must run on host
group Host25and2a.

VM Group:

[vis1 [~]
| Must run on hosts in group | T |
Host Group:

(Host25and2s |~]

OK Cancel

5. Click on OK to create the Virtual Machines to Hosts rule.

When creating the Virtual Machine to Hosts rule, the affinity or anti-affinity can be set to be
required or preferential, as shown in this screenshot of the drop-down box from the Create
VM/Host Rule wizard:

[ should run on hosts in group | =]

Mustrun on hosts in group

Should run on hasts in group

Must Mot run on hosts in group

Should Mot run on hosts in group
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The Virtual Machines to Host affinity and anti-affinity rules include the following:

» Must run on hosts in group: This is a required Virtual Machines to Host affinity
rule, and the virtual machines must run on the specified hosts. This rule will not be
violated even in an HA event.

» Should run on hosts in group: This is a preferential Virtual Machines to Host affinity
rule, and the virtual machines will run on the selected host when possible. The virtual
machines can run on hosts outside the group if required, for example, in an HA event.

» Must Not run on hosts in group: This is a required Virtual Machines to Host
anti-affinity, rule and the virtual machines will not run on hosts within the group.
This rule will not be violated even in an HA event.

» Should Not run on hosts in group: This is a preferential Virtual Machines to Host
anti-affinity rule, and the virtual machines can run on hosts within the group if
required, for example, in an HA or maintenance event.

Once the VM/Host rules are created, vSphere DRS will apply the rules when managing the
virtual machine placement and resource balancing within the vSphere Cluster.

Converting physical servers with vCenter

Converter Standalone

There are two methods to virtualize workloads running on physical servers. The workloads can
be migrated into the virtual environment by creating new virtual machines, loading a guest
operating system, installing applications, and migrating the application data to the new virtual
machines; or, physical servers can directly be converted to virtual machines using VMware
vCenter Converter Standalone.

How to do it...

The following steps are required to use VMware vCenter Converter Standalone:

1. Download VMware Converter from http://www.vmware.com/web/vmware/
downloads.

VMware Converter can be installed either as a local installation or as a client-server
installation. More information on installing VMware Converter is available in the
VMware vCenter Converter Standalone guide, which can be found at http: //www.
vmware.com/support/pubs/converter pubs.html.
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The local installation is used to convert the physical
machine that the converter is installed on.

When installed using the client-server installation, the
-

local machine becomes a server that can be managed
remotely using the Converter Standalone client to
convert physical servers.

2. Once VMware Converter has been installed, the VMware vCenter Converter
Standalone client is used to connect to the Converter server, either locally or through
the one installed on a remote machine. The VMware vCenter Converter Standalone
login dialog is shown in the following screenshot:

ﬂ VWale viCenter Converter Standalone @
vmware

VMware vCenter”
Converter Standalone

Welcome to VMware vCenter Converter Standalone

To log in to a server on this local machine, select "Connect to a
local server”. To log in to a remote server, enter the IP address or
host name of the remote Converter server.

@ Connect to 3 local server

() Enter the IP address or host name of the Converter server

IP Address or name: | localhost
User name: LAB'\vi-admin

Password:

[ Login ][ Close
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3. To convert a machine, select Convert machine to start the conversion wizard, as
shown in the following screenshot:

) VMware vCenter Converter Standalone
Fle Wiew Task Administration Help
Wl Convert machine | (# Configure machine

View by: ¥ Tasks Show: ¥ Al tasksin ¥ Recent tasks

TeskID Job ID Source Destination Stat

4. The first step of the conversion is to select the Source System type. This is the type
of system that will be converted to the virtual environment. The source type can be
Powered-on machine (physical or virtual), VMware Infrastructure virtual machine,
Backup image or third-party virtual machine, or Hyper-V Server.

5. Once the source type has been selected, specify the powered-on virtual machine's
information. This is the machine that will be converted, and it can either be the local
machine or a remote machine. To convert a remote machine, the IP address or name
field must be filled in along with administrator credentials and the OS Family field. If
converting the local machine, the user running the converter must have administrator
access to the local machine. The following screenshot shows a sample Source
System configuration to convert a remote powered-on machine:

] Conversion o[BS
Source System
Select the source system you want to convert
Source System Source; @ 192.168.199.15 Destination: none
Destination System
Destination Virtual Machine Select source type: |Powered-on machine -
Destination Location = t P ——
ODtIDnS onvert any powered-on physical or virtual machine.
Summary
Specify the powered-on machine
! al machine, enter its P ad
© A remote machine
1P address or name: 192.168.199.15 i
User name: Administrator
Password: ssssssss
0S Family: Windows -
View source defails...
‘ Help Export diagnostic logs... < Back Cancel |
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6. Once the source system information has been provided, Converter Standalone agent
will be installed on the source system. Once the conversion is finished, the agent can
be uninstalled automatically or manually:

5] VMware vCenter Converter Standalone Agent Deployment @

. VMware vCenter Converter Standalone agent needs to be temporarily
{ % installed on the remote source machine: 192.168.199.15.

Uninstall VMware vCenter Converter Standalone agent

@ Automatically uninstall the filles when import succeeds
I will manualy uninstall the files later

Do you want to continue?

Yes ‘ Mo

7. Once Converter Standalone agent has been successfully installed, the destination
system where the source system will be converted is configured. The destination type,
the destination IP address, and the destination credentials are configured. The following
screenshot shows the configuration of a vCenter Server as Destination System:

‘ﬂj Conversion = @

Destination System
Select a host for the new virtual machine

Source System Source: 192.168.199.15 Destination: none
Destination System

Destination Virtual Machine Select destination type: |VMware Infrastructure virtual machine -
Destination Location Creates a new virtual machine for use on a YMware Infrastructure product.
Options

Summary

VMware Infrastructure server details
Server: 192.168.199.200 -

User name: LAB\vi-admin

Password: eesess

Help Export diagnostic logs... < Back | [ MNext = Cancel
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8. Information on Destination Virtual Machine, such as the name and the virtual

machine inventory placement, is then configured. The following screenshot shows the
name and inventory placement for a physical-to-virtual conversion:

E Conversion =) '@
Destination Virtual Machine
Select the destination VM name and folder
Source System Source: Bl 192.168.19... Destination: 'Sl CA.lb.local on 192.168.199.200 (VMware vCenter Server 5....
Destination System
Destination Virtual Machi "2Te: ConvertedVH
Destination Location .
) Inventory for: 192.168.199.200 Search for name with: Clear
Options
Summary @ 192.168.199.200 VM nan’je Power state
4 [ Production [1 VMs] Template  Powered off
@ Discovered virtual machine [1 VMs]
[ Production
; Refresh
4 m
Export diagnostic logs... < Back ] [ Mext =
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9. Destination Location is then selected, as shown in the following screenshot.
This location is the datacenter, cluster, or host that the converted machine will be
deployed to. The datastore where the converted machine configuration file (. vmnx)
will reside and the virtual machine version to use is also configured here:

E Conversion | = @
Destination Location
Select the location for the new virtual machine
Source System Source: 192.168.1... Destination: EI ConvertedVM on 192.168.199.200 (VMware vCenter Server 5.
Destination System : )
Destination Virtual Machine ~ Inventory for: 192.168.199.200 Total source disks size: 20 GB
Destination Location [Ey Production Datastore
Options 4 [Fh Production-Cluster TIERL .
SUMTry [ 192.168.199.202 ;
H 192.168.199.203 EEELE  ZIPE
EE vApD Free: 20.79 GB
Type: WVMFS5
Block size: 1 MB
Virtual machine version
Refresh

Help Export diagnostic logs...

<me | (o>
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10. A number of options can be configured for the converted machine, including what
virtual machine network to connect to, what datastore to deploy the converted disk to
and in what format, and the device configuration. The following screenshot shows the
Options configuration screen with the volume configuration for the machine that is
being converted:

E Conversion ?I@

Options
Set up the parameters for the conversion task

Source System Source: Iﬂ 192.168.199.15 Destination: '5] ConvertedVM on Resources (VMware vCenter Server 5.5.0)

Destination System

Destination Virtual Machine Click on an gption below to edit it.

Destination Location Current settings: - X
Options ) Data to copy Edit | | Data copy type: [Select volumes to copy v] Advanced...
Summa i ;
44 ¥ Devices Edit Configuration (VMX) file location: PRODUCTION (23.75 GB)
V(_:PUS: 1 (1 sock.. Select the source volumes to copy to the destination machine. Resize
Disk controller: SC... destination disks to add or save space.
Memory: 2GB Select a system and an active volume, or a system/active volume to run the
+ Networks Edit destination machine.
NICL: VM Network Source valumes Destination s.. Destina.. T. Destination da...
- Services Edit =
1 #\Wol 0476c5... |...100 MB} -
Total: 124 service... '_fa it c ; - ; ...alDiskl ... |PRODUCTL.. =
v Advanced ... Edit |=| V= c |.2.29 GB) ~ |
Synchronization: ... |
Synchronize: N/A
Final synchronizati...
Power on destina...
Power off source:...
Install VMware To...
Customize Guest ...
Remove Restore ... [¥] Ignore page file and hibernation file
Reconfigure: Yes | ||| ] Create optimized partition layout
w Throttling Edit
CPU: None 8 = System = Active = System/Active % Unknown

Export diagnostic logs... < Back ] [ MNext = ]
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11. The Summary screen is displayed where the conversion options can be reviewed
before starting the conversion process. An example Summary dialog is shown in the

following screenshot:

E Conversion

Summary
Review the conversion parameters

Destination System
Destination Virtual Machine

Source system information
Destination Location

: Source type:
Options Name/IP address:
Summary Connected as:

0S5 family:

CPU throttling:
Metwork throttling:

Destination system information
Virtual machine name:
Hardware version:
HostiServer:

Connected as:

WM folder:

Cluster:

Resource pool:

Power on after conversion:
MNumber of vCPUs:
Physical memaory:
Metwork:

MIC1

Disk controller type:
Storage:
Mumber of disks:

Frrmndn Ainlk 0 oan.

Export diagnostic logs...

Powered-on machine
192.168.199.15
Administrator
Windows

Mone

Mone

ConvertedyM

Wersion 9
192.168.199.200
LABWi-admin
Discovered virtual machine
Production-Cluster
Resources

Yes

1 {1 sockets * 1 cores)
2GB

Preserve NIC count
Connected

WM Network:

SCSILSI Logic SAS
Wolume-based cloning
1

Think e

o Aia b TAMART OTIAR T

<pack |[ Eiish

==

Source System Source: Iﬂ 192.168.199.15 Destination: '@ ConvertedVM on Resources {(WVMware vCenter Server 5.5.0)

-

m

Cancel
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12. Once the conversion starts, the progress can be monitored in the VMware vCenter
Converter Standalone client, as shown in the following screenshot. The client allows
multiple conversions to be configured and run simultaneously:

] VMware vCenter Converter Standalone - LAB\vi-admin@localhost EI@

Fie View Task Administration Help
I Convert machine [ Configure machine

View by: ¥ Tasks Show: = Al tasksin ¥ Recent tasks

Task ID Job ID Source Destination Status Start time End time Owned by
B 1 1 102.168.100.15 102.168.100.200.. [0 ] 18% 10/28/2013 8: . Estimated tima remain.. LAB\vi-admin

When a physical server is converted using vCenter Converter Standalone, the physical server
is cloned into the virtual environment. This creates a copy of the physical server as a virtual
machine containing a duplicate of the operating system, applications, and data from the
physical server.

When the physical server is converted, new virtual hardware is presented to the virtual machine.
The physical hardware that was associated with the virtual machines is no longer present, and
references to it should be removed. In Windows, this is done using the Device Manager option.

During the physical-to-virtual conversion, the physical hardware is replaced
u with the virtual hardware. During the conversion, references to the physical
Ny hardware and the associated drivers are not removed from the operating
Q system. To remove nonpresent hardware from a Windows server, set an
environment variable, devmgr show nonpresent devices,to 1.
This will enable nonpresent devices to be visible in Device Manager.

The conversion can be verified by booting the new virtual machine while it is disconnected
from the virtual switch and checking whether the operating system and applications were
converted correctly. Once verified, the physical server can be powered off or removed from
the network, and the newly converted virtual machine can be connected to the network.

The migration of servers and applications can be time-consuming, and vCenter Converter
Standalone provides a way to quickly convert physical servers to virtual machines.
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vSphere Security
Design

In this chapter, we will cover the following topics:

» Managing Single Sign-On Password Policy

» Managing Single Sign-On Identity Sources

» Using Active Directory for ESXi host authentication
» ESXi Firewall configuration

» The ESXi Lockdown mode

» Configuring role-based access control

» Virtual network security

» Using the VMware vSphere 6.0 Hardening Guide

Introduction

Security requirements of the virtual environment are a critical part of the vSphere design.

If components of the virtual datacenter are compromised, a great deal of damage can be
done, from powering off virtual machines to accessing sensitive data and impacting business
process by disrupting or deleting virtual resources. To identify security requirements, there are
a few questions the datacenter architect should ask, and these include the following:

» What users require access? What resources should be available to users?
Administrators, users, auditors, and so on.

» Do resources require physical separation to ensure security?
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» Which resources should be separated? For example, separating DMZ resources from
internal production resources: is it okay to share storage between DMZ and internal
production resources? What about compute?

» Are there compliance policies, for example, Health Insurance Portability and
Accountability Act (HIPAA) or Payment Card Industry (PCI) policies, which the
design must adhere to?

In this chapter, we will take a look at some of the security features of vSphere that can be
incorporated into a datacenter design to satisfy the security requirements for authentication
and access.

Beyond the security features available in vSphere, there are a few simple security best
practices that should be applied as part of any datacenter design. These security best
practices include the following:

» Using multiple layers of security to protect systems and services

» Physical or logical separation of systems and services based on security domains

» Unnecessary services should be removed or disabled

» Controlling access to resources within the environment based on user roles

» Configuring firewalls, software, and hardware to allow and deny access to services

» Keeping security updates and patches up to date

Managing the Single Sign-On Password

Policy

When installing the vCenter Platform Service Controller (PSC), a default Single Sign-On
(88S0) domain is created. By default, this domain is vsphere.local, but with vSphere 6.0, this
domain can be defined by the user during the installation.

The vsphere.local domain becomes an identity source for SSO. Users within this identity
source can be configured to administer SSO. These users can also be assigned permissions
within vCenter. Each user authenticates using a password. Password lifetime, complexity, and
how to handle failed login attempts are configured by the policy in SSO. These policies should
be configured to maintain compliance with the security requirements of the design.

How to do it...

To configure SSO password policies, perform the following steps:

1. Use the vSphere Web Client to access the SSO configuration and policies. Password
Policy is shown in the following screenshot:
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4 Home J

Administration
~ Access Confrol
Roles
Global Permissions
~ Single Sign-On
Users and Groups
« Licensing
Licenses
Reports
~ Solutions
Client Plug-Ins
vCenter Server Extensions
~ Deployment
System Configuration >

~ Customer Experience Improvement

Policies | Identity Sources  Certificates  SAML Service Providers

|. Password Policy | Lockout Policy | Token Policy.

Asetofrules and restrictions on the format and expiration of vCenter Single Sign-On user passwords

Password Policy

Description Fassword Policy

Maximum lifetime Fassword must be changed every 99999 days

Restrict reuse Users cannot reuse any previous 5 passwords

Maximum length 20 characters

Minimum length 8 characters

Character requirements Atleast 2 alphabetic characters
Atleast 1 special characters
Atleast 1 uppercase characters
Atleast 1 lowercase characters
Atleast 1 numeric characters

|dentical adjacent characters:3

2. Edit Password Poli
The Edit Password

cy to set the password expiration and complexity requirements.
Policies dialog is shown in the following screenshot:

Edit Password Policies

Description

Maximum lifetime
Restrict reuse

Password format

Maximum length
Minimum length

Character require

:'?'.1

Passwaord Policy

Password must be changed every | an| | days

Users cannot reuse any previous |5 passwords
requirements

20

8
ments  Atleast |1 special characters

Atleast |2 alphabetic characters

Atleast |1 uppercase characters

Atleast |1 lowercase characters

Atleast |1 numeric characters

Identical adjacent Characters |3

OK ][ Cancel
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3. Using the Edit Lockout Policy wizard, configure the policies on how failed login
attempts will be handled, as shown here:

Edit Lockout Policy 7

Description Fassword Policy
Maximum number of failed login attempts 5
Time interval between failures 180 Seconds =

Unlock time 300 Seconds v

OK Cancel

Passwords are one of the first levels of security. The policies should be configured to meet the
security requirements of the design.

The SSO Password Policy defines when a password will expire and when a password can
be reused. The password format and complexity is also configured as part of the Password
Policy. When an SSO user's password has expired, the user will not be able to access the
environment until the password has been changed. When the user creates or updates their
password, it must meet the password format defined in the policy.

The SSO Lockout Policy is configured to protect the environment from a brute-force type
password attack. When a user attempts to log in with an incorrect password, the user's
account is locked after the maximum number of attempts is reached. The interval between
failures defines the time period in which the attempts occur to set the lockout. When an
account is locked, the user will not be granted access, even if the correct password is used,
until after unlock time has passed.

Managing Single Sign-On Identity Sources

Single Sign-On Identity Sources integrate authentication databases that can be used by
SSO to provide access to vSphere components. An identity source provides user and group
authentication information. Users and groups within the identity source can be assigned
permissions within the vSphere environment. The default identity source is the vsphere.local
domain.
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How to do it...

Perform the following steps to create, edit, or remove SSO ldentity Sources:

1. Access the vSphere Web Client to view the configured Identity Sources tab, as shown

in the following screenshot:

4 Home o

Administration

Policies | Identity Sources | Certificates

SAML Service Providers

+
~ Access Control
Name

Global Permissions

lab local
Users and Groups

Configurafion

~ Licensing

Licenses

Reports

Server URL
Roles

~ Single Sign-On

Q Fiter
Alias

Type Domain

vsphere local -

Local 0§ localos (default) =

Active Directory (Integrate. lab.local lab.local

2.

Identity sources are created using Add Identity source. The following screenshot is

an example of creating an Active Directory (Integrated Windows Authentication):

-] Add identity source

|dentity source type:

|dentity source settings

Domain name: | (i ]
(s) Use machine account
() Use Senvice Principal Name (SPN)
Semvice Principal Name (SPN): (i ]
User Principal Name (UPN): (i ]
Password:
] 3 -
oK | | Cancel |

(=) Active Directory (Integrated Windows Authentication)
() Active Directory as an LDAP Server

() Open LDAP

() Local 0OS
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Identity sources can be configured from the following types:

» Active Directory (Integrated Windows Authentication)

» Active Directory as an LDAP Server

» Open LDAP

» Local 0S
Once an identity source is configured, it is available to provide users and groups in order
to create permissions in the vSphere environment. The following screenshot shows the

three domains associated with configured identity sources that are available when creating
permissions:

Select Users/Groups

Select users from the list or type names in the U
validate your entries against the directory.
Domain: | vsphere.local -

localos

Show Us| LABLOCAL

Using Active Directory for ESXi host

authentication

The default administrator user for ESXi is root. The root user can be used to manage the ESXi
host directory using either the vSphere Client or the CLI. As a security best practice, access
to the vSphere hosts using root should be limited. For authentication on the ESXi host, local
users can be created or the host can be joined to Active Directory.

How to do it...

To use Active Directory for host authentication, perform the following steps:

1. Use the vSphere Client or the vSphere Web Client to access the Authentication
Services configuration for the ESXi host. The following screenshot shows the
Authentication Services configuration in the vSphere Web Client:
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“
w Virtual Machines

VM Startup/Shutdown

Agent VM Settings

Swap file location

Default VM Compatibility
w System

Licensing

Host Profile

Time Configuration

Authentication Services

Certificate

Power Management

Authentication Services
Directory Senvices Configuration

Directory Services Type

Domain Setiings

Domain

Trusted Domain Controllers

Smart Card Authenfication

Smart Card Authenfication

When enabled, the Smart Card Authentication Mode requires a Smart Card to allow the access to the Direct Consale Ul

ofthe server.

Smart Card Mode Disabled

Local Authentication

Import Ceriificate... || Join Demain... |‘

2. Select Join Domain and provide the domain and credentials to join the ESXi host to a

domain, as shown in the following screenshot:

3. Select OK to join the ESXi host to the domain.

[ Join Domain

(2) »

Domain Settings

Domain |Iab.|nca|

(=) Using credentials

Username |administrator

Password

I******uul

() Using proxy server

[

OK

| [ cancel

The ESXi host is joined to the Active Directory domain and becomes a member server within
the domain. Once the ESXi host is joined to the domain, domain users and groups can be

used to create permissions to manage the ESXi hosts.
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The following screenshot of the Select Users and Groups dialog shows access to the LAB
domain to configured permissions after the host has joined:

_jJ Select Users and Groups X

il
Select users and groups to indude in this role, You can also manually enter names and use the
Check Names feature to validate your entries against the directory.

Domain: LAB ﬂ

Users and Groups

Show Users First R Search
Name Description / Full Name PN
8 Guest
8 krbtgt
8 viewadmin View Admin
8 vi-admin vSphere Admin
8 heartwright Hersey Cartwright
Q sa tenant satenant v

B
b

Users: ||_,:a \hcartwright

Groups: I

Note: Separate multiple names with semicolons.

Check Names

oK Cancel

Once permissions are applied for active directory users on the host, the users can access the
host using the vSphere Client or the CLI. User actions are logged and auditable when logging
directly into a host.

ESXi Firewall configuration

The ESXi Firewall can be configured to control access to and from services within the vSphere
environment. The ESXi Firewall can be configured to block incoming or outgoing network traffic
or to limit traffic to or from a specific host or network.

How to do it...

Perform the following steps to configure and manage the ESXi Firewall:

1. The ESXi Firewall configuration is accessed through the Security Profile section of
the host configuration, as shown in the following screenshot:
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“ Firewall I
~ Virtual Machines = . .
+ Incoming Connections
VM StartupiShutdown CIM Server 5988 (TCF) il
Agent VM Settings
CIM Secure Server 5989 (TCP}) All
Swap file location
CIM SLP 427 (UDRTCP) All
Default VM Compatibility
DVSSync 8301,8302 (UDP) All
+ System
NFC 902 (TCP) All
Licensing
SynologyNasPlugin 2049 (TCP) All
Host Profile
Virtual SAN Clustering Service 12345,12321,23451 (UDP) All
Time Configuration
Anthentication Services DHCP Clignt 68 (UDP) All
Certificate DNS Client 53 (UDP) All
Power Management Fault Tolerance 8200,8100,8300 (UDRTCP) All
Advanced System Settings vSphere High Availability Agent 8182 (UDRTCP) All
System Resouree Virtual SAN Transpart 2233 (TCP) All
Reservation SNMP Server 161 (UDP) Al
Secunity Profile SSH Server 22 (TCP) 192.188.1.0/24
SR WMotion 8000 (TCF) Al

2. Select Edit to configure the ESXi Firewall.

3. Inbound access to a service or outbound access from a service can be enabled.
Access can be configured to/from any IP address, or it can be limited to specific
hosts or networks, as shown in the following screenshot:

[ 192.168.1.25: Edit Security Profile 3w

To provide access to a senvice or client, check the corresponding box.

By default, daemons will start automatically when any of their ports are opened, and stop when all of their ports are closed.
Mame Incoming Ports Outgoing Ports Protocols Daemaon

Required Senvices -
Secure Shell

[ SH Client 22 TCP NIA

[+ S5H Server 22 TCP MiA

Simple Metwark Man...

Ungrouped =

~ Senvice Details MIA
Status MiA
+ Allowed IP Addresses Connections not allowed from all [P address

IP Addresses |:| Allow connections from any IP address

192.168.1.0/24

Enter a comma-separated list of IP addresses. E.g. 1111111110411, 111411 111022

[ ok |[ canca |

4. Click on OK to apply changes to the ESXi Firewall.
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By default, the ESXi Firewall opens the firewall port required for a service when the service
is started. The ESXi Firewall can be configured to only allow connections from specific IP
addresses in order to increase security.

The ESXi Lockdown mode

Environment security is greatly increased by limiting the ability to directly access ESXi hosts.
The Lockdown mode can be enabled when first adding a host to the vCenter inventory,

or it can be configured using the vSphere Web Client. The Lockdown mode can be easily
disabled and enabled at any time in order to directly access a host, if required, for support or

troubleshooting.

How to do it...

Perform the following steps to enable the Lockdown Mode option on an ESXi host:

1. Access the Security Profile menu of the ESXi host using the vSphere Web Client. The
following screenshot displays the Lockdown Mode host configuration in the vSphere

Web Client:

Default VM Compatibility
w System

Licensing

Host Profile

Time Configuration

Authentication Services

Certificate

Power Management

Advanced System Settings

System Resource
Reservation

Security Profile

System Swap

When enabled, lockdown mode prevents remote users from logaging directly into this host. The host will only be
accessible through the local console or an authorized centralized management application.

Lockdown Mode

Lockdown Mode: Disabled

Exception Users:

This listis empty.

Hostimage Profile Acceptance Level

2. Select Lockdown Mode for the ESXi host, as shown in the following screenshot:
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[J Lockdown Mode

2 m

Lockdown Mode

Exception Users

Lockdown Mode =

When enabled, lockdown mode prevents remote users from logging directly to this host. The hostis accessible only through the
local console or vCenter Server.

Specify host lockdown mode:
(=) Disabled
Lockdown mode is disabled.
) Normal
The hostis accessible only through the local console or vCenter Server.
) Strict
The hostis accessible only through vCenter Server. The Direct Console Ul service is stopped.

3. Configure Exception Users, as shown in the following screenshot:
D Lockdown Mode T
Lockdown Mode Exception Users x

Alist of user accounts that keep their permissions when the host enters lockdown mode. The accounts are used by third-party
solutions and external applications that must continue their function in lockdown mode. To keep lockdown mode uncompromiseq
you should add only user accounts that are associated with applications.

+ [ x B~ Q
User

vi-admin0o

>

[ ok |[ cancel |

4. Click on OK to complete the Lockdown Mode configuration.

When the lockdown mode is enabled, the host is managed using the vSphere Client connected
to the managing vCenter Server, VMware PowerCLI, or VMware vSphere Command-Line
Interface (vCLI). The only difference is that access is authenticated through the vCenter Server
instead of using a local account on the ESXi host. When the lockdown mode is enabled, access
to the host through SSH is unavailable except to configured exception users.
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There are three lockdown modes that can be configured for the ESXi host:

» Disabled: The Lockdown mode is disabled. The host can be accessed normally.

» Normal: The Lockdown mode is enabled, and the host can only be accessed through
vCenter or the local console.

» Strict: The Lockdown mode is enabled and the local console is disabled.
When the Lockdown mode is enabled on a host any attempts to access the host directly

will result in an error. The following screenshot shows an attempt to access a host in the
Lockdown mode using the vSphere Client:

Error Connecting X

The vSphere Client could not connect to "192.168.1.25",
You do not have permission to login to the server: 192.168.1.25

Exception users can continue to access a host in the Lockdown mode. Exception users can be
used for emergency troubleshooting or for third-party applications that require direct access to
a host.

Configuring role-based access control

vSphere environments use role-based access control (RBAC) to provide access and
permissions on vCenter inventory objects. Not everyone who accesses the vCenter Server
should be set up as an administrator. Use roles and permissions to assign only the required
permissions that a user, or group of users, needs in order to perform actions in the vSphere
environment.

How to do it...

To configure RBAC in a vSphere environment, perform the following steps:

1. Create a role with the privilege required. Preconfigured roles include Administrator,
Read-Only, and No Access. Several sample roles are included, which can be cloned
or edited.

2. Create or edit roles to provide only the necessary privileges required to perform the
roles' function, for example, a role that only provides console access to a virtual
machine.
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3. Add permissions to vSphere inventory objects by assigning a user and role to the

object, for example, allowing a specific user to access the console of a single virtual
machine or a group of virtual machines.

Privileges define access and actions that can be performed. A role is simply a collection of
privileges. Roles can be created, edited, or deleted. The following screenshot displays the
Roles administration with Privileges listed for the Administrator role:

Roles

Roles provider: | All 6.0 vCenter Servers |« |

4+ Usage | Privileges

Administrator ~ + All Privileges
Read-anly » v Alarms
No access » ¥ AutoDeploy
Resource pool administrator (sample » ¥ Certificates
Virtual machine user (sample + ¥ Content Library
Tagging Admin

» v Datacenter
VMware Consolidated Backup user (sample

Datastore consumer (sample) » v Datastore
Content library administrater (sample) » v Datastore cluster
Network administrator (sample} » v Distributed switch
Virtual machine power user (sample) v ¥ ESX Agent Manager
» v Extension
» v Folder
» ¥ Global
v+ Host

» v Host profile
» v Inventory Service
» v Netwark

v v Performance

Description: All Privileges

New roles can be created or existing roles can be edited. The available sample roles can be
cloned and edited to meet the requirements.

A permission is created by assigning a user or a group of users to a role and applying it to
an object, such as a vCenter, datacenter, cluster, folder, or virtual machine, in the inventory.

Permissions are managed from the vSphere Web Client and accessed by navigating to
Manage | Permissions for the object.
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When adding a permission, a user or a group is selected, as shown in the following
screenshot:

Select Users/Groups 2)(x)

Selectusers fromthe list or type names inthe Users text box. Click Check names to
validate your entries against the directory.

Domain: | LAB [+]

| Show Users First | - Q

2 & Desoiption/Full name

Administrator *
CONSRVO1$ 1
ESXI1%

Guest

hcartwright Hersey Cartwright

4455

krhtot

= Do B0 Be B Do Be §

Add

Users:

LAB\hcartwright |

Groups: | |

Separate multiple names with semicolons | check names

| ok | | Cancel

A role is assigned to the user or group, as shown in the following screenshot:
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-

1 Test - Add Permission ?) W

Selectthe users or groups on the left and the role to assign to them on the right.

The users or groups listed below are The users or groups obtain the permissions on the selected
assignedthe role selected onthe righton | objects as defined by their assigned role.
Test.

| virtual Machine User |+]
User/Group Raole Propa...

- Mo access .
o LABhcart..  VirtualMa.. Yes

Virtual Machine User

Resource pool administrator (sample)
Wirtual machine user (sample)

Tagging Admin =
¥ OTMETT LIOTAry

3 Datacenter

3 Datastore

3 Datastore cluster

3 Distributed switch

3 ESX Agent Manager

3 Extension

3 Faolder
v @ Global
3 Host

3 Host profile

Description: All Privileges

[+ Propagate to children

[ add. || Remowe | View Children

oK || cancel

The permission can be propagated to children. This will apply the permissions to child
objects in the inventory, for example, all virtual machines in a specific folder or all objects

in a datacenter. The View Children link will display all the subordinate objects the permission
will be applied to.

When creating roles and assigning permissions, it is important to ensure that users are
limited to the privileges required to access only the objects they require. Limit the use of
complete administrator privileges and discourage the use of shared logins.
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Virtual network security

Security is an important factor that must be considered when designing virtual networks.
Many of the same network practices that are used in the physical network can be applied to
the virtual network. The virtual network provides several advantages to security, but it also
introduces some challenges.

The security of virtual machine network traffic is critical along with the security of the
VMkernel traffic in order to prevent attacks that may compromise the management, vMotion,
Fault Tolerance, and IP storage networks.

How to do it...

Identify the available virtual switch security options.
Select a virtual switch security configuration based on the design requirements.

Apply security best practices to create a virtual network design, separating virtual
machine services and the network traffic into security zones based on the design
requirements.

Separate the virtual machine network traffic based on the services and security zones. Use
separate vSwitches or VLAN tagging on port groups to separate nonproduction, DMZ, Test/
Dev, management, vMotion, IP storage, and production virtual machine network traffic. The
following are some things that need to be taken care of:

>
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The vSphere management network should be separated from other network traffic
using a management VLAN or a physically separate network.

vMotion network traffic is transmitted unencrypted. It could be possible for an
attacker to obtain the memory contents of a virtual machine during the vMotion
migration. The recommended practice is for the vMotion network to be on a separate
VLAN or physically separated nonroutable network from other production traffic.

iISCSI and NFS IP storage traffic is also typically unencrypted. IP-based storage should
be logically separated on its own VLAN or on a separate physical nonroutable network
segment.
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The following screenshot shows the Security settings that can be applied to a virtual standard
switch:

& VM Network - Edit Settings

Properties Promiscuous mode: D Owverride
Securi
rity MAC address changes: E Owerride | Accept -
Traffic shaping
Forged transmits: [/] Override | Accept v

Teaming and failover

Virtual switch security settings are as follows:

» Promiscuous mode: This policy is set to Reject by default. Setting it to Accept allows
for guest network adapters connected to the virtual switch to detect all network
frames passed on the virtual switch.

» MAC address changes: If this policy is set to Reject and the guest operating system
changes the MAC address to a MAC address other than what is defined in the virtual
machine configuration file, inbound network frames are dropped.

» Forged transmits: Setting this policy to Reject will drop any outbound network frame
with a source MAC address different from the one currently set on the adapter.

Using the VMware vSphere 6.0 Hardening

Guide

The VMware vSphere 6.0 Hardening Guide provides configuration guidance in order to secure
a vSphere environment. The guide includes recommended security settings for ESXi hosts,
virtual machines, and virtual networks.

How to do it...

1. Download the VMware vSphere 6.0 Hardening Guide from https://www.vmware.
com/security/hardening-guides.

2. Use the guide to apply security settings based on the design security requirements.
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The vSphere 6.0 Hardening Guide is an Excel spreadsheet with security settings for ESXi
hosts, virtual machine configurations, and virtual networks. Each guideline includes
information such as a Guideline ID, Description, Risk Profile, Vulnerability Discussion (the
reason for the guideline), Configuration Parameter, Default Setting, and the desired setting
for Risk Profile.

The following screenshot provides an example of the information available in the vSphere 6.0
Hardening Guide file:

Guideline 1D - | Risk Profile [~ | Description - ability Discussion -|c ior [~

Some VMX parameters don't apply on vSphere because VMware virtual machines work on both
sphere and hosted virtualization platforms such as Workstation and Fusion. Explicitly disabling

these features reduces the potential for vulnerabilities because it reduces the number of ways in
VM.disable-unexposed-features-autologon 1 Disable certain unexposed features which a guest can affect the host. isolation.tool

Some VMX parameters don't apply on vSphere because VMware virtual machines work on vsphere

and hosted virtualization platforms such as Workstation and Fusion. Explicitly disabling these

features reduces the potential for vulnerabilities because it reduces the number of ways in which a
VM.disable-unexposed-features-biosbbs 1 Disable certain unexposed features guest can affect the host. isolation.bios

Some VMX parameters don't apply on vSphere because VMware virtual machines work on vsphere
and hosted virtualization platforms such as Workstation and Fusion. Explicitly disabling these
features reduces the potential for vulnerabilities because it reduces the number of ways in which a

VM.disable-unexposed-features-getcreds 1 Disable certain unexposed features guest can affect the host. isolation.tool

Guidelines are categorized into three Risk Profiles: Risk Profile 3 should be implemented in all
environments, Risk Profile 2 should be implemented in more security-sensitive environments,
and Risk Profile 1 should be implemented in environments that require the highest level of
security setting.

A section for each guideline documents any potential negative effects that may be produced
as a result of a specific setting. The guide also includes examples on how to check and
remediate settings using the vSphere Web Client, the vSphere API, esxcli, vCLI, and PowerCLI.
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Disaster Recovery and
Business Continuity

In this chapter, we will cover the following recipes:

» Backing up ESXi host configurations

» Configuring ESXi host logging

» Backing up virtual distributed switch configurations

» Deploying VMware Data Protection

» Using VMware Data Protection to back up virtual machines
» Replicating virtual machines with vSphere Replication

» Protecting the virtual datacenter with Site Recovery Manager

Introduction

The factors that influence the design of the backup and recovery of the virtual datacenter
are Recovery Point Objective (RPO) and Recovery Time Objective (RTO). RPO defines the
amount of data loss that is acceptable. RTO is the amount of time it should take to restore an
application or service a workload after an outage.

The acceptable RPO and RTO should be defined for each workload. It is important to consider
the application's dependencies when determining the RPO and RTO. Specifically, the RTO of
an application will depend on the RTO of all of the application's dependencies. For example,
if an application depends on a database server and the RTO of the database server is
determined to be 2 hours, then the RTO of the application itself cannot be less than 2 hours
if the outage affects both the server running the application and the database server that
supports the application.

251



Disaster Recovery and Business Continuity

vSphere provides many options that provide the continued operation of the virtual machines
and the workloads they run in the event of an outage. These solutions do not replace the need
for virtual machine backups.

The following are two different methods used for the backing up of virtual machine workloads:

» Traditional backup using in-guest backup agents
» Agentless backup using the vSphere Storage APIs—Data Protection

The backup and recovery design should not only include virtual machines, but also the
backups of the virtual infrastructure configuration containing the management, network, and
other configurations. This ensures that the virtual infrastructure can be restored after a failure
within the infrastructure, such as a host failure or a vCenter failure.

This chapter will cover the backing up of vSphere infrastructure components. This includes
backing up the ESXi host and the virtual distributed switch configurations in order to ensure
that the infrastructure can be restored in the event of an outage.

VMware provides several products to protect virtual machines and recover them in the event
of a virtual machine or infrastructure failure. This chapter demonstrates many of these
options, including the deployment and basic configurations for the protection and recovery of
virtual machines. The backup and recovery solution that will be selected will depend on the
design factors.

Backing up ESXi host configurations

A complete backup of an ESXi host is not necessary because the installation of ESXi is a quick
and simple process. Host configurations should be backed up in order to quickly restore the
configuration of a host in case ESXi needs to be reinstalled.

If hosts are deployed using auto deploy or the host configurations are stored in a host profile,
the individual backups of host configurations may not be required but are a good way to
ensure that a backup of the host configuration is available in case there is an issue with
vCenter or a configured host profile.

How to do it...

The simplest way to back up ESXi host configurations is to use the vicfg-cfgbackup VCLI
command, as shown in the following steps:

1. Usethe vicfg-cfgbackup VCLI command to create a backup of an ESXi host
configuration:

vicfg-cfgbackup -server <esxihostname> -s <pathtobackupfile>
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2. Use the vicfg-cfgbackup VCLI command to restore an ESXi host configuration
from a backup:

vicfg-cfgbackup -server <esxihostname> -1 <pathtobackupfile>

The vSphere Command-line Interface (vCLI) can be downloaded from the VMware site at
http://www.vmware.com/support/developer/vcli/, and it can be installed on a
Windows PC or Linux workstation. vCLI is also included as part of the vSphere Management
Assistant (vMA), which can be deployed in the vSphere environment.

The ESXi backup is saved to the specified file. This file is not human-readable but contains the
configuration information of the ESXi host and can be used to restore the configuration in the
event that the host is lost and has to be reinstalled. The backup can also be used to return
the host to a known good configuration if a configuration change that negatively impacts the
host is made.

A configuration backup should be made before upgrading hosts or before making configuration
changes to a host.

Restoring a host configuration using vicfg-cfgbackup will require the host to be rebooted
once the restoration has been completed. This will cause any virtual machines on the host to
be shut down. The host should be placed in the maintenance mode, and all running virtual
machines should be migrated to other hosts if possible.

\ Complete documentation on the vicfg-cfgbackup vCLI command
~ can be found in the vSphere documentation at http://pubs.
Q vmware .com/vsphere-60/topic/com.vmware.vcli.ref.
doc/vicfg-cfgbackup.html.

An ESXi host configuration backup can also be performed using PowerCLI with the
Get-VMHostFirmware PowerCLI cmdlet, as shown in the following command line:

Get-VMHostFirmware -vmhost <hostname or IP Address> -
BackupConfiguration -DestinationPath<PathtoBackupLocation>
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The following screenshot demonstrates a host configuration backup using PowerCLI and the
Get-VMHostFirmware cmdlet:

PowerCLI C:\>

PowerCLI C:\>

PowerCLI C:\> Get-UMHostFirmware -umhost 192.168.1.25 -BackupConfiguration -Dest
inationPath C:\Temp\

Host Data

192.168.1.25 C:\Temp\configBundle-192.168.1.25.tgz

PowerCLI C:\> _

To restore the ESXi host configuration, the Set -VMHostFirmware PowerCLI cmdlet is used:

Set-VMHostFirmware -vmhost <hostname or IP Address> -Restore -
SourcePath<PathtoBackupLocation>

As with restoring the ESXi configuration using vicfg-cfgbackup, the host will be rebooted
once the configuration is restored. The Set -VMHostFirmware cmdlet will not run against an
ESXi host that has not been placed in the maintenance mode.

Configuring ESXi host logging

Having access to the ESXi host logs is required in order to troubleshoot or determine the root
cause of an ESXi host failure. Redirecting host logs to persistent storage or to a Syslog server
is especially important when a host has not been installed to persistent storage, for example,
a stateless host deployed using vSphere Auto Deploy or a host that has been installed to a
USB stick.

Logging may not seem to be a key component in disaster recovery. Having a proper backup
of the host configuration allows a host to be quickly returned to a service. However, if the
root cause of the failure cannot be determined, preventing the failure from happening again
cannot be guaranteed. Logs are the best source to perform analyses in order to determine
the root cause of a failure and determine the best course of action required to prevent
future failures.

How to do it...

ESXi logs should be redirected to the persistent storage or sent to a central Syslog server
in order to ensure that the logs are available for analysis after a host failure. The following
process details how to configure ESXi logging:
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1. To redirect host logs, select the host and edit Advanced System Settings on the
Manage tab. Use the Filter box to display the Syslog settings, as shown in the
following screenshot:

Summary Monitor | Manage | Related Objects
-Settings | Networking | Storage | Alarm Definitions | Tags ‘ Permissions
“ Advanced System Settings
Virtual Machines
i 7/ Q Syslog
Default VM Compatibility = _
Name 1a Value Desaiption
VM Startup/Shutdown Syslog global defaultRotate 8 Default number of rotated
Agent VM Settings Syslog.global.defaultSize 1024 Default size of logs before...
Swap file location Syslog.global.logDir [l /scratchilog Datastore path of girector..
+ System Syslog.global.logDirUnique  false Place logs in a unigue su...
Licensing Syslog.global.logHost The remote hostto output...
Host profile Syslog.loggers Xorg.rotate 8 Number of rotated logs to ...
Time Configuration Syslog.loggers Xorg.size 1024 Set size of logs before rot
Amiheaticotinn oo Syslog.loggers auth.rotate 8 Number of rotated logs to ...
Syslog.loggers.auth.size 1024 Set size of logs before rot.
Power Management yslog.loggers.auth. st ‘ = !
- Syslog.loggers.dhclientro... 8 Number of rotated logs to ...
Advanced System Settings
Syslog.loggers.dhclient.si.. 1024 Set size of logs before rot

2. Edit the Syslog.global.logDir setting in order to set the datastore path to output the
logs to. This can be set to a VMFS or NFS datastore which has been configured on the
host, as shown in the following screenshot:

[J 192.168.1.25 - Edit Advanced Option (?) b

Syslog.global.logDir: |ILog_D ata] /scratch/log

Datastore path of directory to output logs to. Reset to default on null. Example: [datastoreNamellogdir

OK || Cancel

255




Disaster Recovery and Business Continuity

3. Edit the Syslog.global.logDirUnique setting to create a unique subdirectory for each
host under Syslog.global.logDir. This setting is useful if logs from multiple hosts are
being stored in the same directory. The following screenshot displays the enabling of
the Syslog.global.logDirUnique setting by selecting the Yes option:

[J 192.168.1.25 - Edit Advanced Option ?) M

Syslog.globallogDirUnique: | Yes -

Place logs in a unique subdirectory of logdir, based on hostname

OK Cancel

4. If the host logs are set to a central Syslog server, edit the Syslog.global.logHost setting
and enter the FQDN or IP address of the Syslog server. The following screenshot shows
the advanced configuration option required to set Syslog.global.logHost:

[ 192.168.1.25 - Edit Advanced Option 20

Syslog.aloballogHost: IE- yslog.lab.local

The remote host to output logs to. Reset to default on null. Multiple hosts are supported and mustbe s

4 »

OK Cancel

When Syslog.global.logDir is configured, host log files will be stored in the configured path.
The following screenshot shows an example of a host configured with Syslog.global.logDir set
to [datastorel] scratch/log and Syslog.global.logDirUnique set to Yes:
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[esxi2_local] scratchflog/esxi2

Mame Size | Type Fath Me A
gJ ddecomdlog 0.00 KB Virtual Machine ... [esxi2_local] scratchflogfemd? a6/
§J vprobelog 0.00 KB Virtual Machine ... [esxi2_local] scratchflogfemd2 6/
ﬁ iofiltervpdlog 0.00 KB Virtual Machine ... [esxi2_local] scratchflogfesd2 6/
§J vmkdevmagrlog 0.00 KB Virtual Machine ... [esxi2_local] scratchflogfesd2 6/
ﬁ ymauthd log 0.00 KB Virtual Machine ... [esxiZ_local] scratchflogfemd2 6/
%J esxupdatelog 0.00 KB Virtual Machine ... [esxi2_local] scratchflogfesd2 &)
§J rabbitmgproylog 0.00 KB Virtual Machine ... [esxi2_local] scratchflogfemd2 6/
gJ vmsyslogd-droppedlog 0.00 KB Virtual Machine ... [esxi2_local] scratchflogfemd? a6/
§J usblog 0.00 KB Virtual Machine ... [esxi2_local] scratchflogfemd2 6/
ﬁ osfedlog 0.00 KB Virtual Machine ... [esxi2_local] scratchflogfesd2 6/
§J vsanvpdlog 0.00 KB Virtual Machine ... [esxi2_local] scratchflogfesd2 LT
ﬁ sysloglog 043 KB Virtual Machine ... [esxiZ_local] scratchflogfemd2 6/
%J shelllog 0.00 KB Virtual Machine ... [esxi2_local] scratchflogfesd2 &)
§J vsantracelrgentlog 0.00 KB Virtual Machine ... [esxiZ_local] scratchflogfemd2 61w
L4 >

With Syslog.global.logDirUnique set to Yes, a subdirectory with the FQDN of the host is
created to store the log files. If Syslog.global.logHost has been configured, the host logs are
sent to a centralized Syslog server. The host logs can be sent to multiple Syslog servers by
separating the servers with a comma. The ESXi host logs can be configured to be stored on
persistent storage and to also be sent to a central Syslog server.

Backing up virtual distributed switch

configurations

Virtual distributed switch configurations can be exported to a file. The file contains the switch
configuration settings and can also contain information about the dvPortGroup configurations.
This file can then be used to restore the virtual distributed switch configuration or import the
configuration to a different deployment.

NQ Virtual distributed switch import, export, and restore operations are available

in the vSphere Web Client.

Virtual distributed switch configurations should be exported before making changes to the
distributed virtual switches in a production environment in order to ensure that the switch can
be restored to an operational state in the event of a configuration error.
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How to do it...

Perform the following procedure to create a backup of the VDS configuration:

1. Inthe vSphere Web Client, right-click on the VDS to be exported. Navigate to Settings
| Export Configuration..., as shown in the following screenshot:

» @DSWitph '}
¥ (51 192.168.1.2€ @ Actions - DSwitch

Distributed Part Group 3

[ Add and Manage Hosts...

&2 Wigrate VM to Another Metwork. ..
Upgrade 3
Move To.. Edit Private VLAN...
Rename.... Edit MetFlow...
Tags » Edit Health Check...
Aarms b

Restore Configuration...
3 Delete " -
- R -

2. Select an option depending on whether you want to export the distributed switch and
all of the port groups or the distributed switch only. Selecting the Distributed switch
only option exports only the virtual distributed switch configuration and does not
include any configurations for the port groups associated with the dvSwitch. Give the
exported configurations a short description, as illustrated in the following screenshot:

&2 DSwitch - Export Configuration (3)
Configurations to export (=) Distributed switch and all port groups
(_) Distributed switch only
Description: DSwitch Cpnfiguration Backup
| ©OK || Cancel |
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3. Select Yes when the Confirm Configuration Export dialog is displayed. The Confirm
Configuration Export dialog box is shown in the following screenshot:

T O oo T T A o ™ = =

Confirm Configuration Export

 The distributed switch configuration has been exportad
{= 4 successfully Do you wantto save the exported file?

Yes Mo

4. Select the local path to which you want to save the configuration, and specify a
filename for the exported configuration.

Once exported, the configuration file will contain all of the settings for VDS and the dvPortgroup
configurations. This file can then be used to restore the VDS configurations of an existing
distributed switch or import the configurations in case VDS is accidently deleted or lost.

Restoring the VDS configuration from the exported configuration file is a simple process.
Right-click on the VDS to be restored, and navigate to Settings | Restore Configuration...,
as shown in the following screenshot:

5 || Unused
b 519216815 &= Actions - DSwitch

Distributed Port Group ’ +

[ Add and Manage Hosts.. Name

@2 Migrate VI to Another Netwark. . Criticalviz
Upgrade »
Maove To.. Edit Private VLAM...
Rename. Edit MetFlow:...
Tags » Edit Health Check...
Alarms » Expart Configuration...

Restore Configuration....
x Delata !
- T
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When restoring or importing a VDS from an exported configuration file, we can use one of the
following two options: Restore distributed switch and all port groups or Restore distributed
switch only, as shown in the following screenshot:

= DSwitch - Restore Configuration 2 M
e m— Restore switch configuration
Restore distributed switch from a file.
2 Readyto complete
@ Restoring a distributed switch backup will overwrite the settings of the switch and its port groups. Port groups that are not
part of the backu etained
Select a distributed switch backup file
Browse
) Restore distributed switch and all port groups
Restore distributed switch only
Next Cancel

When using the Restore distributed switch only option, only the distributed switch
configuration is restored. The dvPortGroups and their associated configurations are not
restored. If the Restore distributed switch and all port groups option is selected, the virtual
distributed switch configuration and the associated dvPortgroups are restored. Note that
during the restoration process, the current settings of the distributed virtual switch and the
associated dvPortgroups will be overwritten.

Deploying VMware Data Protection

vSphere Data Protection (VDP) is an easy-to-deploy, Linux-based virtual appliance that
leverages EMC Avamar to provide the backup and recovery of virtual machines. Before

the release of vSphere 6, VDP was available in two versions: VDP and VDP Advance. VDP
Advance required a separate license to enable advanced features. In VDP 6, these have been
combined and VDP 6 includes all the capabilities, with no requirement for additional licensing.
VDP 6 provides the following capabilities:

» 8TB of deduplicated capacity per VDP appliance

» An application-aware agent for Microsoft Exchange, Microsoft SQL, and Microsoft
Sharepoint
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» Backup replication to another VDP appliance
» Automated backup verification
» Backup to an EMC Data Domain appliance

How to do it...

In order to deploy VDP, perform the following steps:

1. Download the VMware Data Protection appliance from http://www.vmware.com/
go/download-vsphere.

2. Deploy the vSphere Data Protection Appliance from the OVA. Enter the appliance's
network configuration information during the OVA deployment, as shown in the
following screenshot:

Deploy OVF Template 2 W

1 Source Customize template

Customize the deployment properties of this software solution
~  1a Selectsource

<

10 Review details © 2l properties have valid values Shownext..  Collapse all..

4

1c Accept EULAs
~+ Metworking Properties 4 seftings
2 Destination

Default Gateway The default gateway address for this Vi
~  2a Selectname and folder |1€|2 16311 |
(v 2b Select storage
DNS The domain name servers for this YM (comma separated)
~  2c Setup networks

[192.188.1.40 |

%4 2d Customize template

+ 3 Ready to complete

MNetwork 1 IP Address The IF address for this interface.

[192.168.1.37 |

Network 1 Netmask The netmask or prefix for this interface.

Back Next Finish Cancel

3. When the OVA deployment is complete and the VDP appliance is powered on,
visit https://<vdp-ip-address>:8543/vdp-configure to complete the
appliance's configuration. Log in to the appliance for the first time using the
username, root, and the default password, changeme.

4. Once you are logged in, the initial configuration wizard starts to configure the
VDP appliance.
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5.

262

The first step performed by the wizard is verifying the network settings, as shown in
the following screenshot:

Welcome Network settings
Enter the network and server information for your VDP Appliance.

» Network settings

Time zone
Network Heading

UEPEBIEIEE IPv4 static address:  [192.168.1.37 |

CEELETREEEDT Netmask: |255.255.255.0 |

S EERERE Gateway: [ 192.168.1.1 |

Device Allocation

Ready to complete Primary DNS: |192.158.1.4D |

Complete Secondary DNS: | |

Hostname:

vdps5-1 |

Domain: |h0me|ab.local |

The wizard verifies that the appliance's hostname can be
~ resolved in DNS. Forward and reverse DNS entries will

Q need to be configured before the network settings can be
saved successfully.

The configuration wizard will then prompt you to choose the time zone.

The default VDP password must be changed. Enter the VDP password, taking note of
the password requirements. The wizard will place green checks next to the rules that
the password meets. The password must meet all the password rules.
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8. The VDP appliance is then registered with vCenter. Enter values for vCenter username,
vCenter password, vCenter FQDN or IP, and vCenter port, as shown in the following
screenshot:

veva.homelab local

administrator@vsphere.local

onnection

9. Create a new storage for the VDP backups. This can be configured from 0.5 TB to
2 TB per VDP appliance. The Create Storage dialog is displayed in the following
screenshot:
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10. Choose where you want the VDP storage disks to be allocated. They can be stored
with the appliance or on a specified datastore. The provisioning method for the
storage disk can be configured as well, as shown in the following screenshot:

Device Allocation
Allocate the VDP storage disks.

IZ Store With Appliance Provision: | Thin | - |
Datastores Capacity Provisioned | Free Disks
datastorat 460.7 GiB 231.4 GiB 2903 GiB 0 =

11. On completion of the VDP configuration, the following screen is shown:

Ready to complete
Click Mext to apply the changes.

[ Run performance analysis on storage configuration

Hote; Depending on your storage configuration, performance
analysis can take from 30 minutes to several hours.

] Restart the appliance if successful

12. Select the Run performance analysis on storage configuration and Restart the
appliance if successful checkboxes.

13. When you are prompted to start the storage configuration, select Yes to begin
the process. A status window is displayed as the configuration is applied. The
configuration will take some time to complete—30 minutes or more—and the
appliance will reboot once the configuration process has been completed

successfully. The following screenshot shows the configuration status window:

VDP: Starting storage write test.

VDP:
VDP:
VDP:
VDP:
VDP:
VDP:
VDP:
VDP:
VDP:

OTIETETET TOT— STarT oo U= T CUTTNOTTeT TOT OTS T
Starting to configure new data disk datal1 on OS.
Completed configuring new data
Starting to configure new data dis
Completed configuring new data k datal2 on OS.
Starting to configure new data disk datal3 on OS5,
Completed configuring new data disk datal3 on 035,
Initializing storage performance test

Completed storage performance test initialization.
Starting storage write test.

datalz on OS.

[»

<]
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14. Once the configuration has been completed and the VDP appliance restarts, the
vSphere Data Protection management option will be available in the vSphere Web
Client. The following screenshot shows the VDP connection screen in the vSphere

Web Client:
Navigator X | vSphere Data Protection 6.1 (powered by EMC)
[0) VDP
f} Home
[54 vCenter Inventory Lists >
[ Hosts and Clusters » Welcome to vSphere Data Protection
[&] WMs and Templates >
To manage a vSphere Data Protection Appliance, select an
£ storage > appliance from the drop-down list and click Connect
€3 Networking >
i Policies and Profiles >
@ Hybrid Cloud Manager » VDFP Appliance: | vdp6.lah.local - Connect
| vRealize Orchestrator >

Status: Mot connected
' vSphere Replication

75/ vSphere Data Protection ... To deploy & new instance of the vSphere Data Protection

Appliance, select vCenter = Hosts and Clusters. Right-click the
%Administration > server to which you want to deploy the Appliance and select
Deploy OVF Template.

[z] Tasks
|5 Log Browser
[T Events

During the VDP appliance OVA deployment, the initial network settings are configured, which
includes the network address of the appliance, the subnet mask, the default gateway, and the
primary DNS.

Once the appliance has been deployed and powered on, the VDP configuration wizard is

used to verify the network configurations, configure the hosthame and domain, set the root
password of the appliance, configure the time zone, and register the appliance with a vCenter
server. The configuration of the storage for the virtual machine backups is configured as well.

After the initial configuration and analysis has completed, the appliance will reboot and can
then be managed using the vSphere Web Client. Backup jobs to protect virtual machines can
then be created through the vSphere Web Client.
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Using VMware Data Protection to back up

virtual machines

Virtual machine backups using the VDP appliance are created and managed using the
vSphere Web Client connected to vCenter, where the VDP appliance has been registered.

How to do it...

Perform the following steps to create a backup job in order to protect virtual machines
using VDP:

1. Inthe vSphere Web Client, select vSphere Data Protection and connect to the
VDP appliance.

2. Select the Backup tab, and from the Backup job actions menu, select New,
as shown in the following screenshot:

vSphere Data Protection 6.1 (powered by EMC)
vdpé.lab.local Switch Appliance: vDP58 hd [B= {é}. All Actions @
Getting Started Backup Restore Replication Reports Configuration
Backup | Backup Verification

& Refresh 8k~ Backup job actions

B A

3. Select the type of backup to be performed—either Full Image, which is a complete
backup of the virtual machine, including all the disks and configurations—or
Individual Disks, which are individual virtual machine disks (VMDKs), as shown in
the following screenshot:
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Create a new backup job (%)
" 1 Job Type Data Type
2 Daia Type Select the type of the backup you wish to perform
3 Backup Sources
4 Schedule
5 Retention Policy ) Full Image
6 Job Name Selectthis option to backup full virtual machine images
7 Readyto Complets o
() Individual Disks
Selectthis option to backup individual virtual machine dis ks
[] Fall back to the non-guies ced backup if quies cence fails
Back Hext Cancel

4. Select the backup targets. Targets can be vCenter inventory objects, including
datacenters, clusters, resource pools, or individual virtual machines. The following
screenshot illustrates the selection of two individual virtual machines to be a part of
this backup job:

Create a new backup job (x)
+ 1 Job Type Backup Sources
+ 2 Daia Type Selectthe backup sources from the list below
o5 toctp soures ]
4 Schedule Clear All Selactions
5 Retention Policy
. ~ [ virual Machines &
~ [ 192168127
7 Readyto Complete - W e
~ W] B LABCLUSTER
» [] 88 Nested-Lab
] & consrvo1
¥ & LABDC1
W & LABFILEDT
[] & LABSQLO1
] &h pscéo-ab
] & secsrwv1
[] &h Test
1 & wesain hd
Back Hext Cancel
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5. Create a schedule of the backup job. Schedule determines how often and when the
backup job will run. The following screenshot demonstrates a daily schedule with the
start time of 8:00 P.M:

Create a new backup job (x}
+ 1 Job Type Schedule
+ 2 Data Type The schedule determines how often your selections will be backed up. Backups will occur as close to the start of the backup
window as possible

~ 3 Backup Sources
v

5 Retention Policy Backup Schedule: (=) Daily

6 Job Name () Weekly performed every | Sunday | v |

7 Readyto Complete

Y . () The |ﬂrst ‘ v || Sunday ‘ v | of every month
Start Time on Server: | 3 :00 PM :|
Back Next Cancel

6. Set a retention policy for the backup job. Retention Policy determines for how long
the backups are retained. In the following screenshot, the retention policy has been
set to 30 days:

Create a new backup job

" 1 JobType Retention Policy

+ 2 Daia Type The retention policy determines how long backups are retained. After this time period expires, they are deleted from the system

+ 3 Backup Sources

+ 4 Schedule
%l 5 Retention Policy Keep: () Forever
& .Job Name (s)for 60 T| | day(s) ‘ v |

7 Readyto Complete

() this Schedule:
Daily for. (1] % | day(s) | v |
Weeklyfor: [ % |m|
Monthlyfor: |0 % | month(s} | v |

Yearlyfor:  |o 3 | vearis) | v |

Back Hext Cancel
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7. Setajob name for the backup job. It would be helpful if the name is a short
description of the backup job, as shown in the following screenshot:

Create a new backup job ()

1 Job Type Job Name
2 Daia Type Specifythe backup job name

4 Schedule

v

v

+ 3 Backup Sources
v

v

5 Retention Policy Name: | DailyBackup_80Day The backup job name is
required and must be unique

o ¢ ouvame ]

7 Readyto Complete

Back Hext Cancel

8. A Ready to Complete screen is shown in order to allow the configuration settings to
be reviewed, as shown in the following screenshot:

Create a new backup job (x)
« 1 Job Type Ready o Complete
' 2 Data Type Review the settings for this backup job. Click Finish to accept these settings, or click Back to make changes.
+~' 3 Backup Sources
" 4 Schedule . " .
4, This operation can take several minutes.
+' 5 Retention Policy
+ & JobName Name: DailyBackup_60Day
QUi Comie Selected Sources: LABDCT
LABDC2
LAEFILED1
Backup Desfination: VDP Appliance storage

Fall back to the non-quiesced backup if quiescence fails: Yes

Backup Schedule: Daily at 08:00 PM

Retention Policy: for 60 dayis)

Back Finish Cancel

9. Once completed, the backup job is created and will run according to the configured
schedule.
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Backup jobs are created in order to back up virtual machines or groups of virtual machines.
Backup jobs include the backup targets, the backup schedule, and the backup retention policy.

The best RPO that can be obtained for a single backup job is 24 hours because only a single
daily backup can be configured. If the RPO for a specific virtual machine or a group of virtual
machines is less than 24 hours, multiple backup jobs will need to be created. For example, if
the RPO for a virtual machine is 6 hours, four daily backup jobs configured to start at 12:00

A.M., 6:00 A.M., 12:00 P.M., and 6:00 P.M. would need to be created in order to meet the RPO.

Once the backup jobs have run, the virtual machines can be restored to their original location
or a different location. Restoring to a different location provides a way to test the virtual
machine backups without impacting the running virtual machine.

File-level restores can also be performed by connecting to the VDP appliance from the backup
target. To access file-level restores, visit https://vdp-appliance-ip:8543/f1r from the
virtual machine that has been backed up. The file-level restore client is shown in the following
screenshot:

vmware vSphere Data Protection Restore Client logged into 182.168.1.40 | logout | Help

[ﬁ Restare Files |® Monitor Restores ]

Mounted Backups |ia | | Name A | Size Date modified

v % gstNovao 20:07:32 omMT-0500 20, | (¥ 5 Administrator i AU A
v [ [Disk#1] ™ L Defaut 8192 2008-07-14 02:29:45
[ $Recycle Bin M || desktopini 174 2009-07-14 00:57:65

BiGinfo
Z PerfLogs M [ Public 4096 2009-07-14 00:57:55

|| Program Files
| Program Files {(xB6)
|| ProgramData
|| Recovery |||
[ SBystemVvolume Infarma...
L]

| Windows

v
O

yvyvwvyeyy

OO O0Ooono®

| 4 Restore selected files...
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The health of the appliance, the current usage, and the status of the backup jobs can be

monitored using the Reports tab, as shown in the following screenshot:

vSphere Data Protection 6.1 (powered by EMC)

vdpé.lab.local
Getling Started Backup Restore Replication
w Appliance Status Information
Appliance status: Normal
N Integrity check status: Mormal [y
Used capacity: 0.00%

| Task Failures | Job Details | Unprotected Clients |

Show All

Client Informaticn

Client Name ype
LABFILEO1 Image
LABDCZ Image
LABDCA Image

Report Type: | Backups | - |

Jobs
DailyBackup_50
Day
DailyBackup_&0
Day

DailyBackup_&0
Day

Reports

Switch Appliance: :\.rdpﬁ lab loc | - | [ Gk~ Al Actions

Configuration

Recentfailed backups:

Recentfailed backup verifications: 0

Recentfailed replications:

Total VM= protected:

Job Hame

Last Execution

Completion

Mever

Mever

Mever

Result

& Refresh

Bk~ Actions

Next E:

Job Mame Scheduley

DailyBackup_60 05/08/2(
Day

DailyBackup_&0  05/08/2(
Day

DailyBackup_&0 05/08/2(
Day

There's more...

VDP 6 includes application-aware protection for Microsoft SQL, Microsoft Exchange, and
Microsoft SharePoint. This requires an agent to be installed in the guest OS. The agents can
be downloaded from the VDP management interface in the vSphere Web Client, as shown in

the following screenshot:

Downloads

Microsoft Exchange Server G4 hit
Micros oft SharePoint Server 64 bit

Microsoft SQL Server 32 bit

Microsoft S0OL Server 64 bit

Once the agent has been installed in the guest 0S, application backup jobs can be created in

VDP to perform application-aware backups.
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Replicating virtual machines with vSphere

Replication

vSphere Replication is included for free with vSphere Essentials Plus or higher. vSphere
Replication allows virtual machines to be replicated between sites or between datastores on
the same site. It leverages Change Block Tracking (CBT) to replicate changes only between
the source virtual machines and the replication target.

vSphere Replication appliances are deployed at each site participating in the replication.
Multiple vSphere Replication appliances can be deployed in order to improve the replication
performance.

How to do it...

To deploy vSphere Replication and configure a virtual machine for replication, perform the
following steps:

1. Download the vSphere Replication appliance from http://www.vmware.com/go/
download-vsphere.

2. The vSphere Replication appliance is deployed from an OVA. During OVA deployment,
the initial configuration of the administrator password, the database, and the
management network IP address are configured, as shown in the following screenshot:

Deploy OVF Template ?) M

Customize template
Customize the deployment properties of this software solution

1 Source

«  1a Selectsource
v b Review details All properties have valid values Shaw next. Collapse all.
v 1c Accept EULAS
~ Application 2 settings
2 Destination . .
Password The administrative password for the root account.
« 23 Selectname and folder
Enter password AR
+ 2D Selectstorage
Confirm password [
v 2c Setup networks
3 24 Customize template Initial configuration Performs initial configuration ofthe appliance using an embedded database
2e vSenice bindings M
« MNetworking Properties 1 setting

WManagement Metwark IP The IP address for this interface.

Address 192.168.1.38|
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3. Once the vSphere Replication appliance has been deployed, it can be managed from
the vSphere Web Client, as shown in the following screenshot:

Navigator X r_‘F‘ vSphere Replication

0

(} Home

[Z5 vCenter Inventory Lists
[ Hosts and Clusters
WMs and Templates
] Storage

€ Networking

s Policies and Profiles
€@ Hybrid Cloud Manager
) vRealize Orchestrator

#? vSphere Replicafion

&%, Administration by

WOV W VOV Y VY Y

Tasks
|5 Log Browser

[T Events

7 Tags
@, New Search >

J Getting Started | Home

Whatis vSphere Replication?

Viware vSphere Replication (VR) is an
extension to Viviware vCenter Server. VR
delivers hypervisor-based replication that can
be used as a replacement for traditional
storage-based replication. VR supports
replication and recovery of vitual machines,
and can be used for protection from partial or
complete site failures.

To configure replication for a virtual machine,
first select the virtual machine from anywhere
within the vSphere client. From the Actions
context menu select All vSphere Replication
Actions = Configure Replication. This will
open the wizard to configure replication for
the selected VWM. From the wizard you can
also add additional replication target sites.

Explore Further
vSphere Replication Documentation
Replicating Virtual Machines

Local Site

vCenter Server

3000

HEE

Source Datastores

Performing a Recovery with vSphere Replication

Monitoring and Managing Replication

Remote Site

wCenter Server

Vs

H

HEE

Target Datastores

4. Replication can now be configured for virtual machines. To enable replication,
right-click on the virtual machine to be replicated. Then, navigate to All vSphere
Replication Actions | Configure Replication... from the menu, as shown in the
following screenshot:

AllvSphere Replication Actions

All vRealize Orchestrator plugin Actions  »

|3 mF Configure Replication...
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5. The replication wizard walks through the configuration of Target site, Replication
server, Target location, and Replication options. The following screenshot displays
the Configure Replication for CA wizard for a virtual machine:

Configure Replication for CA 2
vEE e Target site
Specify the target site where the virtual machine(s) will be replicated
+ 2 Replication server
~/ 3 Target location
J Filter | (1) Selected Objects
~ 4 Replication options
+ 5 Recovery settings Q s
Name Status
+ 6 Ready to complete rame =
=) [B vova & Connected
i 1 items
Add Remote Site...
Target site validation:
@ validation succeeded
Next Finish Cancel |
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6. The Recovery settings menu allows you to configure Recovery Point Objective
(RPO), the time between replications, and the number of Point in time instances to
keep track of the replicated virtual machine. The best RPO that can be realized with
vSphere Replication is 15 minutes. The following screenshot shows the configuration
of an RPO of 15 minutes for the selected virtual machine:

Configure Replication for CA

Recovery settings

1 Target site
Specify recovery settings for the virtual machine(s).

2 Replication server

L < <«

3 Target location Recovery Point Objective (RPO)
\ duce pote data loss, but wi & more bandwid d system resources.
¥ 4 TG Lower RPO times will reduce potential data loss, but will use more bandwidth and system resources

" 5 Recovery settings 18min A ! ! ! ! ! ! ! ! ! ! ! ! 24 hr

« 6 Ready to complete

0 = nr |15 min

Point in time instances
Recent replication instances will be converted to snapshols during recovery. (Replication of existing VI snapshots is not
supported.)

[] Enable

‘You may need to adjust the RPO to achieve the desired number of instances per day. The maximum number of retained
instances is 24.

Recovery settings validation:

@ validation succeeded

Back Hext Finish Cancel
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7. Once the replication for a virtual machine has been configured, the replication can be
monitored in the vSphere Web Client. The following screenshot shows the status of
Initial Full Sync on a virtual machine that has been configured for replication:

summary | Monitor | Manage Related Objects
| Issues |Tasks | Events | System Logs ‘ Senvice Health | Log Browser ‘ vSphere Replication ‘
R 3 o] ‘E {&hActions - & Q
'Outgoing Replications Virtual IMac_ | Status Target Sync_ | WR server Duration Size RPO Quisscin|
Incoming Replications o CA @ Initial Full Sync @ vova @ vSphere Replication ... 15 minu...  MS Sh:
M 1items
Virtual machine:  CA Status: @ Initial Full Syne & RPO: 15 minutes
0 1
Targetsite:  vcva Last sync duration: Quiescing: WS Shadow Copy Senvices (VSS)
VR server: v3phe Lastinstance sync point:
Last sync size:

After the initial synchronization has been completed, the vSphere kernel tracks the writes to
the protected virtual machine and transfers only the blocks that have changed. The following
diagram illustrates the traffic flow for a virtual machine replicated with vSphere Replication:

( VR Appliance ><—>< VR Appliance )

A

) Network

ESXi File Copy
VR Agent
Changed Blocks
Only
l
Replicated
g VM1 - vmdk VM:L - vmdk

Here, VM1 has been configured for replication. Changed blocks are tracked and transferred to
the target vSphere Replication appliance.

276




Chapter 11

Once a replication has been set up, it can be recovered from the vSphere Replication
management by selecting the replicated virtual machine and choosing Recovetr..., as shown in

the following screenshot:

vcva | Actions -

Summary | Monitor | Manage R

Issues | Tasks | Events | System L

“
Outgoing Replications

Incoming Replications

elated Objects

tha & & g B | @hacions ~» @&

Virtual Machine Status Source W

Eh CA@ ® 0K [ vova 2
Actions - CA

(e Reconfigure...
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Protecting the virtual datacenter with Site

Recovery Manager

Site Recovery Manager (SRM) is a VMware product that provides a framework to automate
the protection and failover between VMware-virtualized datacenters. SRM is licensed as a
separate product. Licensing is per-VM protected, and there are two license editions: Standard
and Enterprise. The Standard edition provides protection for up to 75 virtual machines, and
the Enterprise edition can protect an unlimited number of virtual machines.

A complete book can be dedicated to the implementation and use of SRM. This book is

just meant to be a quick overview of the configuration and capabilities of SRM. More
information on the implementation and use of SRM can be found in the SRM documentation
athttp://www.vmware.com/support/pubs/srm_pubs.html.

How to do it...

Protecting the datacenter using SRM is accomplished through the following process:

1. Identify the requirements of Site Recovery Manager.

2. Deploy Site Recovery Manager at the protected and recovery sites.

3. Configure connections between the protected and recovery sites.
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4. Establish virtual machine replication between the protected and recovery sites.
5. Create resource mapping between the protected and recovery sites.

6. Create protection groups containing the virtual machines to be protected.

7. Configure recovery plans to automate the recovery of virtual machines.

8. Test the recovery plan to ensure that it will operate as expected.

SRM does not provide the replication of virtual machines. It provides a framework to easily
automate and manage the protection and failover of virtual machines. The SRM service
runs on a Windows server and requires a supported database. Supported databases for the
deployed SRM version can be found on the product and solution interoperability matrix at
http://partnerweb.vmware.com/comp _guide2/sim/interop matrix.php.

Virtual machines can be replicated between sites using either vSphere Replication or
array-based replication. If array-based replication is used, a supported Storage Replication
Adapter (SRA) is installed on the SRM servers at each site. SRA communicates with the array
to control the replication flow during normal, failover, and failback operations.

vSphere Replication can be deployed independently, or it can be deployed as part of the SRM
installation. vSphere Replication connectivity between sites can be configured and managed
from within SRM.

M ]

The following diagram illustrates a basic SRM architecture using both vSphere Replication and
array-based replication between the protected and recovery sites:

SRM configuration and management can only be done using the thick
vSphere Client. It cannot be managed using the vSphere Web Client.
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Compute resources (datacenters, clusters, and resource pools) and network resources on the
protected site are mapped to the resources at the recovery site. For example, the port group
named Production VM Network at the protected site is mapped to a port group named Failover
VM Network at the recovery site. The resource must exist at the recovery site before they

can be mapped. A placeholder datastore is configured to hold the protected virtual machine
configuration files at the recovery site.

Protection groups are created and contain virtual machines that are protected. When virtual
machines are added to a protection group, a placeholder configuration file is created at the
recovery site on the placeholder datastore. Protection groups can be used to group virtual
machines that should be recovered together in order to ensure that workload dependencies
are met. For example, an application that includes a virtual machine running a web frontend
and another virtual machine running the support database can be placed in a protection
group in order to ensure that all of the workload dependencies are recovered when a failover
is initiated.

Recovery plans contain protection groups. Multiple recovery plans can be created, and a
protection group can be included in more than one recovery plan. For example, a recovery
plan can be created for a single protection group in order to facilitate recovery, or a single
application and another recovery plan can be created to include all the configured protection
groups in order to facilitate the recovery of the entire site.

As part of the recovery plan, the virtual machine startup order can be configured with virtual
machine network options. If the virtual machine network configuration (the IP address or DNS
servers) needs to be changed during the recovery, the virtual machine network options are set
on the individual virtual machines in the recovery plan. VMware Tools must be installed on the
virtual machines if network changes are required.

A recovery plan can be tested without impacting the protected virtual machines by running a
recovery test. During the test, an isolated vSwitch—a vSwitch with no uplinks—will be created
at the recovery site. When virtual machines are recovered during the test, they are connected
to this isolated switch. Once the test recovery has been completed, the virtual machine can
be verified at the recovery site. Once the test has been completed and verified, the cleanup
operation can be run to return the virtual machines to a protected state.
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Design Documentation

In this chapter, we will cover the following topics:

» Creating the architecture design document
»  Writing an implementation plan

» Developing an installation guide

» Creating a validation test plan

»  Writing operational procedures

» Presenting the design

» Implementing the design

Introduction

The design documentation provides written documentation of the design factors and the
choices the architect has made in the design in order to satisfy the business and technical
requirements.

The design documentation also aids in the implementation of the design. In many cases
where the design architect is not responsible for the implementation, the design documents
ensure the successful implementation of the design by the implementation engineer.

M Once you have created the documentation for a few designs, you will be able
Q to develop standard processes and templates to aid in the creation of design
documentations.
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Documentations can vary from project to project. Many consulting companies and resellers
have standard documentation templates that they use when designing solutions. A properly
documented design should include a minimum of the following information:

» The architecture design

» The implementation plan

» The installation guide

» The validation test plan

» Operational procedures

This information can be included in a single document or separated into different documents.

VMware provides Service Delivery Kits to VMware partners. These kits can be found on the
VMware Partner University portal at http://www.vmware.com/go/partneruniversity,
which provides documentation templates that can be used as a foundation to create design
documents. If you do not have access to these templates, example outlines are provided in
this chapter to assist you in developing your own design documentation templates.

The final steps of the design process include gaining customer approval in order to begin the
implementation of the design.

Creating the architecture design document

The architecture design document is a technical document that describes the components
and specifications required to support the solution and ensure that the specific business and
technical requirements of the design are satisfied.

. Anexcellent example of an architecture design document is the VMware
% Cloud Infrastructure Architecture Case Study white paper article, which can
s be found at http://www.vmware.com/files/pdf/techpaper/
cloud-infrastructure-achitecture-case-study.pdf.

The architect creates the architecture design document to document the design factors and
the specific choices that have been made to satisfy those factors. The document serves

as a way for the architect to show their work when making design decisions. It includes the
conceptual, logical, and physical designs.
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How to do it...

The architecture design document should include the following information:

» The purpose and the overview

o The executive summary
o The design methodology

» Conceptual design: requirements, constraints, assumptions, and risks
» Logical management, storage, compute, and network design
» Physical management, storage, compute, and network design

The Purpose and Overview section of the architecture design includes the Executive Summary
section. The Executive Summary section provides a high-level overview of the design and the
goals the design will accomplish, and it defines the purpose and scope of the architecture
design document.

The following is an example executive summary in the VMware Cloud Infrastucture
Architecture Case Study white paper:

This architecture design was developed to support a virtualization project to
consolidate 100 existing physical servers on to a VMware vSphere 6.x virtual
infrastructure. The primary goals this design will accomplish are to increase
operational efficiency and to provide high availability of customer-facing
applications.

This document details the recommended implementation of a VMware
virtualization architecture based on specific business requirements and VMware
recommended practices. The document provides both logical and physical design
considerations for all related infrastructure components including servers, storage,
networking, management, and virtual machines.

The scope of this document is specific to the design of the virtual infrastructure and
the supporting components.

The purpose and overview section should also include details of the design methodology the
architect has used in creating the architecture design. This should include the processes
followed to determine the business and technical requirements along with definitions of the
infrastructure qualities that influenced the design decisions.

Design factors, requirements, constraints, and assumptions are documented as part of the
conceptual design. Chapter 3, The Design Factors, provides details on the key factors included
as part of the conceptual design. In order to document the design factors, use a table to
organize them and associate them with an ID that can be referenced easily.
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The following table illustrates an example of how to document the design requirements:

ID Requirement

ROO1 Consolidate the existing 100 physical application servers down to five servers

RO02 Provide the capacity to support growth for 25 additional application servers over
the next 5 years

RO03 Server hardware maintenance should not affect the application uptime

RO04 Provide N+2 redundancy to support a hardware failure during normal and
maintenance operations

The conceptual design should also include tables documenting any constraints and
assumptions. A high-level diagram of the conceptual design can be included as well.

Details of the logical design are documented in the architecture design document. The logical
design of management, storage, network, and compute resources, should be included.

When documenting the logical design document, any recommended practices that were
followed should be included. Also include references to the requirements, constraints, and
assumptions that influenced the design decisions.

M When documenting the logical design, show your work to support your design
Q decisions. Include any formulas used for resource calculations and provide
detailed explanations on why design decisions were made.

An example table outlining the logical design of compute resource requirements is as follows:

Parameter Specification
Current CPU resources required 100 GHz

*CPU growth 25 GHz

CPU required (75% utilization) 157 GHz
Current memory resources required 525 GB
*Memory growth 131 GB
Memory required (75% utilization) 821 GB
Memory required (25% TPS savings) 616 GB

*CPU and memory growth of 25 additional application servers (R002)

Similar tables will be created to document the logical design for storage, network, and
management resources.
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The physical design documents have the details of the physical hardware chosen along with
the configurations of both the physical and virtual hardware. Details of vendors and hardware
models chosen and the reasons for the decisions made should be included as part of the
physical design. The configuration of the physical hardware is documented along with the
details of why specific configuration options were chosen. The physical design should also
include diagrams that document the configuration of physical resources, such as physical
network connectivity and storage layout.

A sample outline of the architecture design document is as follows:

» Cover page: This includes the customer and project names

» Document version log: This contains the log of authors and changes made to the
document

» Document contacts: This includes the subject matter experts involved in the creation
of the design

» Table of contents: This is the index of the document sections for quick reference
» List of tables: This is the index of tables included in the document for quick reference

» List of figures: This is the index of figures included in the document for quick
reference

» Purpose and overview: This section consists of an executive summary to provide an
overview of the design and the design methodology followed in creating the design

» Conceptual design: This is the documentation of the design factors: requirements,
constraints, and assumptions

» Logical design: This has the details of the logical management, storage, network,
and compute design

» Physical design: This contains the details of the selected hardware and the
configuration of the physical and virtual hardware

Writing an implementation plan

The implementation plan documents the requirements necessary to complete the
implementation of the design.

The implementation plan defines the project roles and what is expected of the customer and
what they can expect during the implementation of the design.

This document is sometimes referred to as the statement of work. It defines the key points
of contact, the requirements that must be satisfied to start the implementation, any project
documentation deliverables, and how changes to the design and implementation will be
handled.
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How to do it...

The implementation plan should include the following information:

» The purpose statement

» Project contacts

» Implementation requirements

» An overview of the implementation steps

» The definition of the project documentation deliverables

» The implementation of change management

The purpose statement defines the purpose and scope of the document. The purpose statement
of the implementation plan should define what is included in the document and provide a brief
overview of the goals of the project. It is simply an introduction so that someone reading the
document can gain a quick understanding of what the document contains.

The following is an example purpose statement:

This document serves as the implementation plan and defines the scope of the
virtualization project. This document identifies points of contact for the project, lists
implementation requirements, provides a brief description of each of the document
deliverables, and provides an overview of the implementation process for the data-
center virtualization project.

The scope of this document is specific to the implementation of the virtual
data-center implementation and the supporting components as defined in the
Architecture Design.

Key project contacts, their roles, and their contact information should be included as part of
the implementation plan document. These contacts include customer stakeholders, project
managers, project architects, and implementation engineers.

The following is a sample table that can be used to document project contacts for the
implementation plan:

Role Name Contact information

The customer's project sponsor

The customer's technical resource

The project manager

The design architect
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Role Name Contact information

The implementation engineer
The QA engineer

Support contacts for the hardware and software used in the implementation plan may
also be included in the table, for example, contact numbers for VMware support or other
vendor support.

Implementation requirements contain the implementation dependencies required to include
the access and facility requirements. Any hardware, software, and licensing that must be
available to implement the design are also documented here.

Access requirements include the following;:

» Physical access to the site.
» Credentials required for access to resources. These include active directory
credentials and VPN credentials (if remote access is required).
Facility requirements include the following:
» Power and cooling to support the equipment that will be deployed as part
of the design
» Rack space requirements

Hardware, software, and licensing requirements include the following:

» vSphere licensing
» Windows or other operating system licensing
» Other third-party application licensing
» Software (ISO, physical media, and so on)
» Physical hardware (hosts, arrays, network switches, cables, and so on)
A high-level overview of the steps required to complete the implementation is also
documented. The details of each step are not a part of this document; only the steps
that need to be performed will be included. For example, take a look at the following;:
1. Procure the hardware, software, and licensing.
Schedule engineering resources.
Verify access and facility requirements.
Perform an inventory check for the required hardware, software, and licensing.

ok 0D

Install and configure the storage array.
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6. Rack, cable, and burn-in of physical server hardware.

7. Install ESXi on physical servers.

8. Install vCenter Server.

9. Configure ESXi and vCenter.

10. Test and verify the implementation plan.

11. Migrate physical workloads to virtual machines.

12. Perform the operational verification of the implementation plan.

The implementation overview may also include an implementation timeline documenting the
time required to complete each of the steps.

The project documentation deliverables are defined as part of the implementation plan. Any
documentation that will be delivered to the customer once the implementation has been
completed should be detailed here. Details include the name of the document and a brief
description of the purpose of the document.

The following table provides example descriptions of the project documentation deliverables:

Document Description

The architecture design | This is a technical document that describes the vSphere components
and specifications required to achieve a solution that addresses the
specific business and technical requirements of the design.

The implementation This identifies implementation roles and requirements. It provides a
plan high-level map of the implementation and deliverables detailed in the
design. It documents change management procedures.

The installation guide This document provides detailed, step-by-step instructions on how to
install and configure the products specified in the architecture design
document.

The validation test plan | This document provides an overview of the procedures to be
executed post installation in order to verify whether or not the
infrastructure is installed correctly. It can also be used at any
point subsequent to the installation to check whether or not the
infrastructure continues to function correctly.

Operational procedures | This document provides detailed, step-by-step instructions on how
to perform common operational tasks after the design has been
implemented.

How changes are made to the design, specifically changes made to the design factors, must
be well documented. Even a simple change to a requirement or an assumption that cannot
be verified can have a tremendous effect on the design and implementation. The process

to submit a change, research the impact of the change, and approve the change should be
documented in detail.
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The following is an example outline for an implementation plan:

» Cover page: This includes the customer and project names

» Document version log: This contains the log of authors and the changes made to the
document

» Document contacts: This includes the subject matter experts involved in the creation
of the design

» Table of contents: This is the index of the document sections for quick reference

» List of tables: This is the index of the tables included in the document for quick
reference

» List of figures: This is the index of the figures included in the document for quick
reference

» Purpose statement: This defines the purpose of the document
» Project contacts: This is the documentation of key project points of contact

» Implementation requirements: This provides the access, facilities, hardware,
software, and licensing required to complete the implementation

» Implementation overview: This is the overview of the steps required to complete the
implementation

» Project deliverables: This consists of the documents that will be provided as
deliverables once the implementation has been completed

Developing an installation guide

The installation guide provides step-by-step instructions for the implementation of the
architecture design. This guide should include detailed information on how to implement
and configure all the resources associated with the virtual datacenter project.

In many projects, the person creating the design is not the person responsible for
implementing it. The installation guide outlines the steps required to implement the physical
design outlined in the architecture design document.

The installation guide should provide details about the installation of all components,
including the storage and network configurations required to support the design. In a complex
design, multiple installation guides can be created to document the installation of the various
components required to support the design. For example, separate installation guides may be
created for the storage, network, and vSphere installation and configuration.
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How to do it...

The installation guide should include the following information:

» The purpose statement
» The assumption statement
» Step-by-step instructions on implementing the design

The purpose statement simply states the purpose of the document. The assumption
statement describes any assumptions the document's author has made. Commonly, an
assumption statement simply states that the document has been written, assuming that the
reader is familiar with virtualization concepts and the architecture design.

The following is an example of a basic purpose and assumption statement that can be used
for an installation guide:

Purpose: This document provides a guide to install and configure the virtual
infrastructure design defined in the Architecture Design.

Assumptions: This guide is written for an implementation engineer or administrator
who is familiar with vSphere concepts and terminologies. The guide is not

intended for administrators who have no prior knowledge of vSphere concepts and
terminologies.

The installation guide should include details on implementing all areas of the design. It should
include the configuration of the storage array, physical servers, physical network components,
and vSphere components. The following are just a few examples of the installation tasks to
include instructions for the following:

» Storage array configurations

» Physical network configurations

» Physical host configurations

» The ESXi installation

» The vCenter Server installation and configuration

» The virtual network configuration

» The datastore configuration

» High availability, distributed resource scheduler, storage DRS, and other vSphere
components' installation and configuration
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The installation guide should provide as much detail as possible. Along with the step-by-step
procedures, screenshots can be used to provide installation guidance.

The following screenshot is an example taken from an installation guide that details the
enabling and configuration of the Software iSCSI adapter:

5.3 Configure Storage
1. Enable the Software iSCSI HBA.
* Select Storage Adapters in the Hardware menu.
* Select Add to create the Software iSCSI HBA

* Add Software [SCSI Adapter

e Select the new Software iSCS| HBA and select Properties.

e In the iSCS| initiator properties select Configure to set the iSCSI Name and iSCSI Alias.

) x
I5CSI Proper ties
ISCSI Name: [1. 1998-01.com. vmware:ecc-esx-1
ISCSI Alias: [ecc-esxi- 1
Status
W Enabled
| oK Cancel Help

e Select the Network Configuration tab and Add the iSCSI-A VMkernel

The following is an example outline for an installation guide:

» Cover page: This includes the customer and project names

» Document version log: This contains the log of authors and the changes made
to the document

» Document contacts: This includes the subject matter experts involved in the creation
of the design

» Table of contents: This is the index of document sections for quick reference

» List of tables: This is the index of tables included in the document for quick reference
» List of figures: This is the index of figures included in the document for quick reference
» Purpose statement: This defines the purpose of the document

» Assumption statement: This defines any assumptions made in creating the document

» Installation guide: This provides the step-by-step installation instructions to be
followed when implementing the design

291



Design Documentation

Creating a validation test plan

The validation test plan documents how the implementation will be verified. It documents
the criteria that must be met in order to determine the success of the implementation and
the test procedures that should be followed when validating the environment. The criteria
and procedures defined in the validation test plan determine whether or not the design
requirements have been successfully met.

How to do it...

The validation test plan should include the following information:

» The purpose statement

» The assumption statement
» The success criteria

» The test procedures

The purpose statement defines the purpose of the validation test plan, and the assumption
statement documents any assumptions the author of the plan has made in developing the
test plan. Typically, the assumptions are that the testing and validation will be performed by
someone who is familiar with the concepts and the design.

The following is an example of a purpose and assumption statement for a validation test plan:

Purpose: This document contains testing procedures to verify that the implemented
configurations specified in the Architecture Design document successfully address
the customer requirements.

Assumptions: This document assumes that the person performing these tests has
a basic understanding of VMware vSphere and is familiar with the accompanying
design documentation. This document is not intended for administrators or testers
who have no prior knowledge of vSphere concepts and terminologies.

The success criteria determines whether or not the implemented design is operating as
expected. More importantly, these criteria determine whether or not the design requirements
have been met. Success is measured based on whether or not the criteria satisfies the design
requirements.
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The following table shows some examples of the success criteria defined in the validation

test plan:

Description

Measurement

Members of the active directory group vSphere administrators are able to Yes/No
access vCenter as administrators

directory group

Access is denied to users outside the vSphere administrators active Yes/No

mode is disabled

Access to a host using the vSphere Client is permitted when the lockdown | Yes/No

mode is enabled

Access to a host using the vSphere Client is denied when the lockdown Yes/No

Cluster resource utilization is less than 75%

Yes/No

If the success criteria are not met, the design does not satisfy the design factors. This can be
due to a misconfiguration or an error in the design. Troubleshooting will need to be done in
order to identify the issue, or modifications to the design may need to be made.

Test procedures are performed in order to determine whether or not the success criteria

have been met. Test procedures should include the testing of usability, performance, and
recoverability. They should also include the test description, the tasks required to perform
the test, and the expected results of the test.

The following table provides some examples of usability testing procedures:

The test description

Tasks required to perform the test

The expected result

vCenter administrator
access

Use the vSphere Web Client to access
the vCenter Server. Log in as a user
who is a member of the vSphere
administrators AD group.

Administrator access to the
inventory of the vCenter
Server

vCenter access: No
permissions

Use the vSphere Web Client to access
the vCenter Server. Log in as a user
who is not a member of the vSphere
administrators AD group.

Access is denied

Host access: lockdown
mode disabled

Disable the lockdown mode through
the DCUI. Use the vSphere Client to
access the host and log in as root.

Direct access to the host
using the vSphere Client is
successful

Host access: lockdown
mode enabled

Re-enable the lockdown mode through
the DCUI. Use the vSphere Client to
access the host and log in as root.

Direct access to the host
using the vSphere Client is
denied
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The following table provides some examples of reliability testing procedures:

The test description

Tasks required to
perform the test

The expected result

Host storage path
failure

Disconnect a vmnic
providing IP storage
connectivity from
the host

The disconnected path fails, but 10 continues
to be processed on the surviving paths. A
network connectivity alarm should be triggered
and an e-mail should be sent to the configured
e-mail address.

Host storage path
restore

Reconnect the vmnic
providing IP storage
connectivity

The failed path should become active and
begin processing the 10. Network connectivity
alarms should get cleared.

Array storage path
failure

Disconnect one
network connection
from the active SP

The disconnected paths fail on all hosts, but
10 continues to be processed on the surviving
paths.

Management
network redundancy

Disconnect the active
management network
vmnic

The standby adapter becomes active.
Management access to the host is not
interrupted. A loss-of-network redundancy alarm
should be triggered, and an e-mail should be
sent to the configured e-mail address.

These are just a few examples of test procedures. The actual test procedures will depend on
the requirements defined in the conceptual design.

The following is an example outline of a validation test plan:

» Cover page: This includes the customer and project names

>

Document version log: This contains the log of authors and the changes made to the
document

Document contacts: This includes the subject matter experts involved in the creation
of the design

Table of contents: This is the index of document sections for quick reference
List of tables: This is the index of tables included in the document for quick reference

List of figures: This is the index of figures included in the document for quick
reference

Purpose statement: This defines the purpose of the document

Assumption statement: This defines any assumptions made in creating the
document

Success criteria: This is a list of the criteria that must be met in order to validate the
successful implementation of the design

Test Procedures: This is a list of the test procedures to be followed, including the
steps to follow and the expected results
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Writing operational procedures

The operational procedure document provides the detailed, step-by-step procedures required
for the successful operation of the implemented virtual datacenter design. These procedures
should include monitoring and troubleshooting, virtual machine deployment, environment
startup and shutdown, patching and updating, and any other details that may be required for
the successful operation of the implemented design.

How to do it...

The operational procedures should include the following information:

» The purpose statement

» The assumption statement

» Step-by-step procedures for daily operations
» Troubleshooting and recovery procedures

As with other design documents, the purpose statement defines the purpose of the
operational procedures document. The assumption statement details any assumptions the
author of the plan made in developing the procedures.

Purpose: This document contains detailed step-by-step instructions on how to
perform common operational tasks. It provides a guide to performing common
tasks associated with management, monitoring, troubleshooting, virtual machine
deployment, updating, and recovery.

Assumptions: This document assumes that an administrator who uses these
procedures is familiar with VMware vSphere concepts and terminologies.

The operational procedure document provides step-by-step procedures for common tasks
that will need to be performed by the administrator of the environment. Examples of the
procedures to include are as follows:

» Accessing the environment

» Monitoring the resource usage and performance

» Deploying new virtual machines

» Patching ESXi hosts

» Updating VMware tools and virtual machine hardware
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The operational procedure document should also describe troubleshooting and recovery.
Examples of these procedures include the following:

» Monitoring alarms

» Exporting log bundles

» Restoring a virtual machine from a backup

» Environment shutdown and startup

The following screenshot is an example taken from an operational-procedures document that
details the process to export a log bundle:

|5. Exporting a vCenter Log Bundle

When a service request is submitted to VMware for support, VMware Support may require the system
logs to troubleshoot the reported issue.

1. To export system logs right-click the vCenter Server inventory object and select All vCenter
Actions -> Export System Logs.
2. Select the hosts and vCenter logs to include in the log bundle.

[

e—

3. Select the logs to export. In most cases the default selections will be used unless otherwise
stated by VMware Support. Click Generate Log Bundle to begin the log export.

et g Lo

After the log bundle has been generated click Download Log Bundle to download the logs.
5. Choose a location to save the log export. A zipped archive containing the exported logs will be
downloaded to location selected.
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The following is an example outline of an operational procedure document:

Cover page: This includes the customer and project names

Document version log: This contains the log of authors and the changes made to the
document

Document contacts: This includes the subject matter experts involved in the creation
of the design

Table of contents: This is the index of document sections for quick reference
List of tables: This is the index of tables included in the document for quick reference

List of figures: This is the index of figures included in the document for quick
reference

Purpose statement: This defines the purpose of the document

Assumption statement: This defines any assumptions made when creating the
document

Operational procedures: These are the step-by-step procedures for the day-to-day
access, monitoring, and operation of the environment

Troubleshooting and recovery procedures: These are the step-by-step procedures for
the troubleshooting of issues and recovering from a failure

Presenting the design

Typically, once the design has been completed, it is presented to the customer for approval
before the implementation as shown in the following design process diagram:

Approval

Discovery j [Physical Design
i A

Conceptual Design Logical Design

Implementation

In order to obtain the customer approval, typically, a high-level presentation is provided to the
project stakeholders in order to provide details on how the design satisfies the requirements
along with the benefits associated with the design.

M If you are not comfortable giving presentations, check out http://www.
Q toastmasters.org/. Toastmasters can help you develop presentation
skills and build confidence when speaking in front of people.
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Design Documentation

How to do it...

Presenting the design to stakeholders is a simple, but important, part of the design process:

1. Develop a presentation.
2. Present the design to the customer.

The presentation should include the following information:

» An overview of the design methodology
» An overview of the discovery process
» The design factors: requirements, constraints, and assumptions
» A high-level overview of the logical and physical design
Remember to tailor your presentation to your audience. Keep the presentation at a high level,

but be ready to provide details about the technical and business decisions made to support
the design.

When presenting the design, explain the key design decisions and how they satisfy the
requirements. Cover the entire design, but keep the presentation brief. Be ready to answer
questions about the design and the reasons behind the design decisions.

Implementing the design

The final step of the design process is the implementation of the design as shown in the
following design process diagram:

Discovery ] [Physical Design
i A

Conceptual Design Logical Design

Approval

Implementation

Implementation takes the design from paper and puts it into practice. If time has been taken
to create and correctly document a solid design, its implementation will be the easiest part of
the process.
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Chapter 12

How to do it...

The following steps are part of the design implementation:

1. Implement the documented design.
2. Perform the validation and testing.
3. Perform the review and delivery.

Implement the design as documented in the architecture design. The implementation plan
provides a guide to the implementation process, while the installation guide provides the
details about performing the installation. The validation test plan is then used to test and
validate the implementation against the design requirements.

Once the design has been implemented successfully, it should be reviewed by the customer in
order to identify any lessons learned for the next steps. The documented deliverables are then
provided to the customer.

Good luck.
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