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1 Course Details

1.1 Calendar Description
ThiU cQWTUe cQXeTU Vhe high-leXel (RTQVQcQl) QTiePVed aURecVU Qf cQORWVeT PeVYQTkU, 
URecificall[: aRRlicaViQP, UeUUiQP, VTaPURQTV aPd PeVYQTk la[eTU. IV iPclWdeU Vhe IPVeTPeV, UQckeV-
leXel RTQgTaOOiPg, OWlViOedia aPd SWaliV[ Qf UeTXice iUUWeU. The haTdYaTe aURecVU 
(UYiVcheU, LANU, OQdeOU, VTaPUOiUUiQP RaVhU) aTe QPl[ cQXeTed aV a fWPcViQPal leXel.

CIS*3110Pre-Requisites:      

1.2 Course Description
CQORWVeT PeVYQTkiPg haU becQOe iPcTeaUiPgl[ iORQTVaPV aU Ye becQOe OQTe deRePdePV QP 
Vhe IPVeTPeV. The IPVeTPeV iU becQOiPg OQTe iPVegTaVed iP QWT liXeU. AP iPcTeaUiPgl[ laTge 
PWObeT Qf ReQRle Tel[ QP Vhe IPVeTPeV VQ cQOOWPicaVe YiVh QPe aPQVheT, UeaTch fQT 
iPfQTOaViQP QP Vhe OQUV diXeTUe VQRicU, UhQR QPliPe, eVc.ǾIV iU VheTefQTe iORQTVaPV fQT 
cQORWVeT UciePViUVU aPd cQORWVeT ePgiPeeTU VQ be faOiliaT YiVh Vhe fWPdaOePValU aU Yell aU 
RTacViceU Qf cQORWVeT PeVYQTkiPg. ThiU cQWTUe cQXeTU Vhe high-leXel (RTQVQcQl) QTiePVed 
aURecVU Qf cQORWVeT PeVYQTkU, URecificall[: aRRlicaViQP, UeUUiQP, VTaPURQTV aPd PeVYQTk 
la[eTU. IV iPclWdeU Vhe IPVeTPeV, UQckeV-leXel RTQgTaOOiPg, OWlViOedia aPd SWaliV[ Qf UeTXice 
iUUWeU. The haTdYaTe aURecVU (UYiVcheU, LANU, OQdeOU, VTaPUOiUUiQP RaVhU) aTe QPl[ 
cQXeTed aV a fWPcViQPal leXel.

1.3 Timetable
TiOeVable iU UWbjecV VQ chaPge. PleaUe Uee WebAdXiUQT fQT Vhe laVeUV iPfQTOaViQP.

1.4 Final Exam
NQ fiPal eZaO.
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2 IPUVTWcVKQPaN SWRRQTV



C+5*3210 C01 (20 X1.00

2.1 IPUVTWcVKQPaN SWRRQTV TeaO
GTeg KloV\ Ph.D.IPUVTWcVQT:
gkloV\@WogWelRh.caEOaKN:       
PleaUe inclWde CIS*3210 in email UWbjecVU.OffKce HQWTU:

2.2 TAU
TBA

___________________________________________________________________________________________________________________

3 LGaTPKPI RGUQWTcGU

3.1 RGcQOOGPdGd RGUQWTcGU
CQORWVGT NGVYQTMKPI: A TQR-DQYP ARRTQacJ, J. KWTQUG aPd K. RQUU (TGZVbQQM)

hVVRU://YYY.camRWUebQQkUVQTe.cQm/iPVegTaViQP/AcceUUCQdeU/defaWlV.aURZ?bQQkUelleT_id=247&CQWTUe=CIS*3210&fTame=YES&V=ReTmaliPk
NoX VeqYiVed. ǾThe link is for the 8th edition, and it's an online book.

HKIJ PGTHQTOaPcG BTQYUGT NGVYQTMKPI (WGbUKVG)
hVVRU://hRbn.co
Basics on networking with a focus on software. Available as a book or free online.

BGGL'U GWKdG VQ NGVYQTM PTQITaOOKPI: UUKPI IPVGTPGV SQcMGVU (WGbUKVG)
hVVRU://beeL.WU/gWKde/bgPeV/

3.2 AddKVKQPaN RGUQWTcGU
CQORWVGT NGVYQTMU, A. TaPGPbaWO (TGZVbQQM)

NoX VeqYiVed. Bottom up networking book. Starts from the hardware and explains la[ers 
going up from there. If [ou plan to do further work with networking hardware this would be 
a good resource.
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4 Learning OWVcomeU

4.1 CoWrUe Learning OWVcomeU
B[ Vhe end Qf VhiU cQWTUe, [QW UhQWld be able VQ:

Ǿ

Define and deUcTibe Vhe la[eTed UVTWcVWTe Qf a V[Rical neVYQTking aTchiVecVWTe1. 
IdenVif[ Vhe ke[ cQmRQnenVU Qf a neVYQTk2. 
DeUcTibe Vhe cQmRQnenVU Qf IPX4 and IPX6 RTQVQcQlU, inclWding addTeUUing, TQWVing 
and
fQTYaTding

3. 

1. 
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EXalWaVe eTTQT deVecViQn/cQTTecViQn mechaniUmU in diffeTenV neVYQTk cQnVeZVU4. 
JWdge Vhe effecViXeneUU Qf eZiUVing QT UimilaT neVYQTk RTQVQcQlU5. 
ImRlemenV neVYQTk aRRlicaViQnU WUing Teliable and WnTeliable UQckeV 
cQmmWnicaViQn

6. 

Anal[\e neVYQTk VTaffic WUing WiTeUhaTk7. 
DeUcTibe cQmmQn neVYQTk XWlneTabiliVieU and eZRlQiVU, aU Yell aU Vhe meVhQdU fQT
miVigaVing Vhem

8. 

___________________________________________________________________________________________________________________

5 Teaching and Learning ActiXities
___________________________________________________________________________________________________________________

6 AUUeUUmenVU

6.1 AUUeUUmenV DeVailU
FWll SVack Web ARRlicaViQn DeXelQRmenV (40%)

FTK, SGR 18 - FTK, NQX 20DaVe: 
10 [eekP] PabW, 4% each. LabW bYiPd SR each SXheV. SVWFGPVU FGXGNQR a YGD aRRNKEaVKQP 
WUKPI UGTXGT UKFG aPF ENKGPV UKFG EQFG, KPVGITaVKPI YKVJ FaVa/RKEVWTGU/OQXKGU/XKFGQ EJaV, 
GVE. HTQO aP GZVGTPaN UQWTEG. TJG HQEWU KU PQV QP YGD FGUKIP. IVŦU QP UGTXGT UKFG RTQEGUUKPI 
(YJaV IGVU UGPV VQ ENKGPV, YJKEJ FaVa KU RTQEGUUGF JGTG, YJGP FQGU VJG UGTXGT KPVGTaEV YKVJ 
ENKGPVU), ENKGPV UKFG RTQEGUUKPI (TGPFGTKPI, YJGP VQ IGV FaVa HTQO VJG UGTXGT, JQY VQ WRFaVG 
EQPVGPV HTQO VJG UGTXGT QT GZVGTPaN TGUQWTEG YKVJQWV TGNQaFKPI VJG RaIG), QTIaPK\KPI VJaV 
FaVa (UGTXGT UKFG FaVaDaUG aPF RTQEGUUKPI), IQQF FaVa HQTOaVU HQT EQOOWPKEaVKQP (JSON). 
B[ VJG GPF UVWFGPVU UJQWNF JaXG a HWNN[ YQTMKPI YGD aRRNKEaVKQP. IP RaUV [GaTU UVWFGPVU 
JaXG OaFG EQQMDQQM YGDUKVGU (UaXG TGEKRGU, RKEVWTGU, GVE.), UEJGFWNKPI TGOKPFGT YGDUKVGU 
YKVJ VGZVKPI, OQXKG UGaTEJ aPF UQTV YGDUKVGU, GVE.

Weekl[ QWi\\eU (10%)
FTK, SGR 18 - FTK, NQX 27DaVe: 

CQWTUGLKPM QWK\\GU QXGT 12ǾYGGMU GaEJ FTKFa[, 1% GaEJ. TQR 10 ITaFGU EQWPV VQYaTFU VJG 
10%.

C SQckeV ClienV/SeTXeT (10%)
FTK, OEV 2DaVe: 

C SQckeV ClienV/SeTXeT XeTUiQn 2 (10%)
FTK, OEV 23DaVe: 

VideQ RTeUenVaViQn Qf a neVYQTk RTQVQcQl (25%)
FTK, OEV 30DaVe: 

YQW YKNN ETGaVG a 5 OKPWVG XKFGQ RTGUGPVaVKQP QH a PGVYQTM RTQVQEQN. DGVaKNU TBA.

1 minWVe XideQ demQ Qf [QWT final lab (0%)
WGF, NQX 25DaVe: 
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PTGUGPVaVKQP QH [QWT HKPaN NaD. DGVaKNU TBA.
___________________________________________________________________________________________________________________

7 CQWTUe SVaVeOePVU

7.1 OPNKPe acVKXKVKeU
OPNKPG CEVKXKVKGU UWEJ CU CFXKUKPI VKOGU, SWGUVKQP CPF CPUYGT UGUUKQPU, CPF KPVGTCEVKXG 
NGEVWTGU OC[ DG TGEQTFGF D[ VJG KPUVTWEVQT QT 6AU CPF RQUVGF VQ CQWTUGNKPM. B[ VCMKPI VJKU 
EQWTUG [QW CTG CITGGKPI VJCV [QWT RCTVKEKRCVKQP KP VJGUG CEVKXKVKGU ECP DG WUGF KP VJKU OCPPGT. 
IH [QW FQ PQV YKUJ VQ JCXG [QWT KOCIG QT XQKEG TGEQTFGF CU RCTV QH VJGUG CEVKXKVKGU VJGP GKVJGT 
FQ PQV VCMG VJKU EQWTUG QT FQ PQV CUM XGTDCN SWGUVKQPU FWTKPI VJGUG CEVKXKVKGU.

8 UPKXeTUKV[ SVaVeOePVU

8.1 EOaKN CQOOWPKcaVKQP
AU RGT WPKXGTUKV[ TGIWNCVKQPU, CNN UVWFGPVU CTG TGSWKTGF VQ EJGEM VJGKT G-OCKN CEEQWPV TGIWNCTN[: 
G-OCKN KU VJG QHHKEKCN TQWVG QH EQOOWPKECVKQP DGVYGGP VJG 7PKXGTUKV[ CPF KVU UVWFGPVU.

8.2 WJeP YQW CaPPQV MeeV a CQWTUe ReSWKTeOePV
9JGP [QW HKPF [QWTUGNH WPCDNG VQ OGGV CP KP-EQWTUG TGSWKTGOGPV DGECWUG QH KNNPGUU QT 
EQORCUUKQPCVG TGCUQPU RNGCUG CFXKUG VJG EQWTUG KPUVTWEVQT (QT FGUKIPCVGF RGTUQP, UWEJ CU C 
VGCEJKPI CUUKUVCPV) KP YTKVKPI, YKVJ [QWT PCOG, KF#, CPF G-OCKN EQPVCEV. 6JG ITQWPFU HQT 
AECFGOKE CQPUKFGTCVKQP CTG FGVCKNGF KP VJG 7PFGTITCFWCVG CPF GTCFWCVG CCNGPFCTU. 
 
7PFGTITCFWCVG CCNGPFCT - AECFGOKE CQPUKFGTCVKQP CPF ARRGCNU 
JVVRU://YYY.WQIWGNRJ.EC/TGIKUVTCT/ECNGPFCTU/WPFGTITCFWCVG/EWTTGPV/E08/E08-CE.UJVON 
 
GTCFWCVG CCNGPFCT - GTQWPFU HQT AECFGOKE CQPUKFGTCVKQP 
JVVRU://YYY.WQIWGNRJ.EC/TGIKUVTCT/ECNGPFCTU/ITCFWCVG/EWTTGPV/IGPTGI/KPFGZ.UJVON 
 
AUUQEKCVG DKRNQOC CCNGPFCT - AECFGOKE CQPUKFGTCVKQP, ARRGCNU CPF PGVKVKQPU 
JVVRU://YYY.WQIWGNRJ.EC/TGIKUVTCT/ECNGPFCTU/FKRNQOC/EWTTGPV/KPFGZ.UJVON 
 

8.3 DTQR DaVe
5VWFGPVU YKNN JCXG WPVKN VJG NCUV FC[ QH ENCUUGU VQ FTQR EQWTUGU YKVJQWV CECFGOKE RGPCNV[. 6JG 
FGCFNKPG VQ FTQR VYQ-UGOGUVGT EQWTUGU YKNN DG VJG NCUV FC[ QH ENCUUGU KP VJG UGEQPF UGOGUVGT. 
6JKU CRRNKGU VQ CNN UVWFGPVU (WPFGTITCFWCVG, ITCFWCVG CPF FKRNQOC) GZEGRV HQT DQEVQT QH 
8GVGTKPCT[ MGFKEKPG CPF AUUQEKCVG DKRNQOC KP 8GVGTKPCT[ 6GEJPQNQI[ (EQPXGPVKQPCN CPF 
CNVGTPCVKXG FGNKXGT[) UVWFGPVU. 6JG TGIWNCVKQPU CPF RTQEGFWTGU HQT EQWTUG TGIKUVTCVKQP CTG 
CXCKNCDNG KP VJGKT TGURGEVKXG AECFGOKE CCNGPFCTU. 
 
7PFGTITCFWCVG CCNGPFCT - DTQRRKPI CQWTUGU 
JVVRU://YYY.WQIWGNRJ.EC/TGIKUVTCT/ECNGPFCTU/WPFGTITCFWCVG/EWTTGPV/E08/E08-FTQR.UJVON 
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GTCFWCVG CCNGPFCT - 4GIKUVTCVKQP CJCPIGU 
JVVRU://YYY.WQIWGNRJ.EC/TGIKUVTCT/ECNGPFCTU/ITCFWCVG/EWTTGPV/IGPTGI/IGPTGI-TGI-
TGIEJI.UJVON 
 
AUUQEKCVG DKRNQOC CCNGPFCT - DTQRRKPI CQWTUGU 
JVVRU://YYY.WQIWGNRJ.EC/TGIKUVTCT/ECNGPFCTU/FKRNQOC/EWTTGPV/E08/E08-FTQR.UJVON 
 

8.4 CQRKeU Qf OWV-Qf-cNaUU AUUKgPOePVU
KGGR RCRGT CPF/QT QVJGT TGNKCDNG DCEM-WR EQRKGU QH CNN QWV-QH-ENCUU CUUKIPOGPVU: [QW OC[ DG 
CUMGF VQ TGUWDOKV YQTM CV CP[ VKOG.

8.5 AcceUUKbKNKV[
6JG 7PKXGTUKV[ RTQOQVGU VJG HWNN RCTVKEKRCVKQP QH UVWFGPVU YJQ GZRGTKGPEG FKUCDKNKVKGU KP VJGKT 
CECFGOKE RTQITCOU. 6Q VJCV GPF, VJG RTQXKUKQP QH CECFGOKE CEEQOOQFCVKQP KU C UJCTGF 
TGURQPUKDKNKV[ DGVYGGP VJG 7PKXGTUKV[ CPF VJG UVWFGPV. 
 
9JGP CEEQOOQFCVKQPU CTG PGGFGF, VJG UVWFGPV KU TGSWKTGF VQ HKTUV TGIKUVGT YKVJ 5VWFGPV 
AEEGUUKDKNKV[ 5GTXKEGU (5A5). DQEWOGPVCVKQP VQ UWDUVCPVKCVG VJG GZKUVGPEG QH C FKUCDKNKV[ KU 
TGSWKTGF; JQYGXGT, KPVGTKO CEEQOOQFCVKQPU OC[ DG RQUUKDNG YJKNG VJCV RTQEGUU KU WPFGTYC[. 
 
AEEQOOQFCVKQPU CTG CXCKNCDNG HQT DQVJ RGTOCPGPV CPF VGORQTCT[ FKUCDKNKVKGU. IV UJQWNF DG 
PQVGF VJCV EQOOQP KNNPGUUGU UWEJ CU C EQNF QT VJG HNW FQ PQV EQPUVKVWVG C FKUCDKNKV[. 
 
7UG QH VJG 5A5 EZCO CGPVTG TGSWKTGU UVWFGPVU VQ DQQM VJGKT GZCOU CV NGCUV 7 FC[U KP CFXCPEG 
CPF PQV NCVGT VJCP VJG 40VJ CNCUU DC[. 
 
FQT GWGNRJ UVWFGPVU, KPHQTOCVKQP ECP DG HQWPF QP VJG 5A5 YGDUKVG 
JVVRU://YYY.WQIWGNRJ.EC/UCU 
 
FQT 4KFIGVQYP UVWFGPVU, KPHQTOCVKQP ECP DG HQWPF QP VJG 4KFIGVQYP 5A5 YGDUKVG 
JVVRU://YYY.TKFIGVQYPE.EQO/UGTXKEGU/CEEGUUKDKNKV[UGTXKEGU.EHO 
 

8.6 AcadeOKc IPVegTKV[
6JG 7PKXGTUKV[ QH GWGNRJ KU EQOOKVVGF VQ WRJQNFKPI VJG JKIJGUV UVCPFCTFU QH CECFGOKE 
KPVGITKV[, CPF KV KU VJG TGURQPUKDKNKV[ QH CNN OGODGTU QH VJG 7PKXGTUKV[ EQOOWPKV[-HCEWNV[, UVCHH, 
CPF UVWFGPVU-VQ DG CYCTG QH YJCV EQPUVKVWVGU CECFGOKE OKUEQPFWEV CPF VQ FQ CU OWEJ CU 
RQUUKDNG VQ RTGXGPV CECFGOKE QHHGPEGU HTQO QEEWTTKPI. 7PKXGTUKV[ QH GWGNRJ UVWFGPVU JCXG 
VJG TGURQPUKDKNKV[ QH CDKFKPI D[ VJG 7PKXGTUKV['U RQNKE[ QP CECFGOKE OKUEQPFWEV TGICTFNGUU QH 
VJGKT NQECVKQP QH UVWF[; HCEWNV[, UVCHH, CPF UVWFGPVU JCXG VJG TGURQPUKDKNKV[ QH UWRRQTVKPI CP 
GPXKTQPOGPV VJCV GPEQWTCIGU CECFGOKE KPVGITKV[. 5VWFGPVU PGGF VQ TGOCKP CYCTG VJCV 
KPUVTWEVQTU JCXG CEEGUU VQ CPF VJG TKIJV VQ WUG GNGEVTQPKE CPF QVJGT OGCPU QH FGVGEVKQP. 
 
PNGCUG PQVG: 9JGVJGT QT PQV C UVWFGPV KPVGPFGF VQ EQOOKV CECFGOKE OKUEQPFWEV KU PQV 
TGNGXCPV HQT C HKPFKPI QH IWKNV. HWTTKGF QT ECTGNGUU UWDOKUUKQP QH CUUKIPOGPVU FQGU PQV GZEWUG 
UVWFGPVU HTQO TGURQPUKDKNKV[ HQT XGTKH[KPI VJG CECFGOKE KPVGITKV[ QH VJGKT YQTM DGHQTG 
UWDOKVVKPI KV. 5VWFGPVU YJQ CTG KP CP[ FQWDV CU VQ YJGVJGT CP CEVKQP QP VJGKT RCTV EQWNF DG 
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EQPUVTWGF CU CP CECFGOKE QHHGPEG UJQWNF EQPUWNV YKVJ C HCEWNV[ OGODGT QT HCEWNV[ CFXKUQT. 
 
7PFGTITCFWCVG CCNGPFCT - AECFGOKE MKUEQPFWEV 
JVVRU://YYY.WQIWGNRJ.EC/TGIKUVTCT/ECNGPFCTU/WPFGTITCFWCVG/EWTTGPV/E08/E08-
COKUEQPFWEV.UJVON 
 
GTCFWCVG CCNGPFCT - AECFGOKE MKUEQPFWEV 
JVVRU://YYY.WQIWGNRJ.EC/TGIKUVTCT/ECNGPFCTU/ITCFWCVG/EWTTGPV/IGPTGI/KPFGZ.UJVON 
 

8.7 RecQTdKPg Qf MaVeTKaNU
PTGUGPVCVKQPU VJCV CTG OCFG KP TGNCVKQP VQ EQWTUG YQTM - KPENWFKPI NGEVWTGU - ECPPQV DG 
TGEQTFGF QT EQRKGF YKVJQWV VJG RGTOKUUKQP QH VJG RTGUGPVGT, YJGVJGT VJG KPUVTWEVQT, C UVWFGPV, 
QT IWGUV NGEVWTGT. MCVGTKCN TGEQTFGF YKVJ RGTOKUUKQP KU TGUVTKEVGF VQ WUG HQT VJCV EQWTUG WPNGUU 
HWTVJGT RGTOKUUKQP KU ITCPVGF.

8.8 ReUQWTceU
6JG AECFGOKE CCNGPFCTU CTG VJG UQWTEG QH KPHQTOCVKQP CDQWV VJG 7PKXGTUKV[ QH GWGNRJŦU 
RTQEGFWTGU, RQNKEKGU, CPF TGIWNCVKQPU VJCV CRRN[ VQ WPFGTITCFWCVG, ITCFWCVG, CPF FKRNQOC 
RTQITCOU. 
 
AECFGOKE CCNGPFCTU 
JVVRU://YYY.WQIWGNRJ.EC/CECFGOKEU/ECNGPFCTU 
 

8.9 DKUcNaKOeT
PNGCUG PQVG VJCV VJG QPIQKPI CO8ID-19 RCPFGOKE OC[ PGEGUUKVCVG C TGXKUKQP QH VJG HQTOCV QH 
EQWTUG QHHGTKPIU CPF CECFGOKE UEJGFWNGU. AP[ UWEJ EJCPIGU YKNN DG CPPQWPEGF XKC 
CQWTUGLKPM CPF/QT ENCUU GOCKN. ANN 7PKXGTUKV[-YKFG FGEKUKQPU YKNN DG RQUVGF QP VJG CO8ID-19 
YGDUKVG (JVVRU://PGYU.WQIWGNRJ.EC/2019-PQXGN-EQTQPCXKTWU-KPHQTOCVKQP/) CPF EKTEWNCVGF D[ 
GOCKN.

8.10 INNPeUU
6JG 7PKXGTUKV[ YKNN PQV TGSWKTG XGTKHKECVKQP QH KNNPGUU (FQEVQT'U PQVGU) HQT VJG HCNN 2020 QT YKPVGT 
2021 UGOGUVGTU.
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